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Preface

In recent years we have been amazed many times by the rapid pace of tech-
nology development in a variety of fields. Even so, quantum computing stands 
out among all these exciting new technologies with its very large transforma-
tive potential. It promises to revolutionise industries and redefine computation-
al limits in a scale not seen yet. As we approach this quantum era, it’s crucial 
for business leaders, policymakers, and innovators to understand its profound 
implications.

This guide simplifies the complex world of quantum computing. It explains 
the basics, explores the current state of the technology, and offers a roadmap 
for organisations to prepare for a future where quantum capabilities become 
practical realities.

I am convinced that quantum computing’s impact will be immense. It can solve 
complex problems and optimise systems with unmatched efficiency. Its appli-
cations span finance, pharmaceuticals, energy, and manufacturing, promising 
breakthroughs that could reshape our world.

Preparing for this quantum future is essential for staying competitive. This 
guide provides valuable insights into strategic considerations, potential appli-
cations, and practical steps organisations can take to lead in this technological 
revolution.

We have learned from past technology leaps, that during the early days of 
such development, it’s important to be both excited and pragmatic. While the 
full potential of quantum computing is still on the horizon, the time to learn and 
prepare is now. By building knowledge, fostering partnerships, and investing 
in quantum-ready strategies, organisations can harness the power of quantum 
computing as it matures.

This guide is your first step towards quantum readiness. It equips you with the 
knowledge and tools to make informed decisions, develop effective quantum 
strategies, and navigate the challenges and opportunities ahead. Start prepar-
ing for a future where the impossible becomes possible.

Antti Vasara 
CEO, VTT Technical Research Centre of Finland Ltd
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0/ Why this book?

The book’s purpose is to make you consider the importance of quantum com-
puting for your company and how you should prepare for the quantum age. It 
provides a practical overview of the opportunities and challenges of quantum 
computing from a business perspective. Instead of diving deep into quantum 
physics, the focus is on how you can prepare your company for a future where 
quantum computing is commonplace.

You will learn which industries are most likely to encounter the transformative 
power of quantum computing and what competitive advantages it can offer. It 
provides practical tools for analysing your industry and planning your strategy 
while offering guidance on navigating this emerging technological landscape. 
Additionally, the book helps interpret media articles and news about the de-
velopment of quantum technology, which are becoming increasingly frequent. 
You can also use this book as an ambassador for quantum computing within 
your organisation.

This book aims to help you navigate the extremes of quantum computing’s 
narrative—cutting through the hype and avoiding the pessimism of those grap-
pling with its most demanding challenges. After reading, you will gain a bal-
anced, structured understanding of quantum computing’s opportunities and 
challenges. This perspective will empower you with the knowledge to make 
informed, strategic decisions in this rapidly evolving field.

 Recognise quantum computing’s business impact

 Navigate the quantum age

 Empower informed decisions
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Exploring the “how” and “why”
In this book, you will discover ten essential questions that underscore the key 
considerations for stakeholders regarding quantum computing. We formulated 
these ten questions based on discussions and interviews with companies new 
to quantum computing or taking their first steps to learn more. The book is 
structured so that each chapter begins with a brief answer to the posed ques-
tion, which is then elaborated upon in the subsequent paragraphs. While the 
chapters in this book are arranged to form a cohesive narrative, each chapter 
is also designed to stand alone. This allows you to delve into specific questions 
of interest without needing to read the entire book. 

While we do not answer the question “WHEN”, this book helps you define 
“HOW” you should prepare for the quantum age and “WHY”.

Navigating information challenges
Understanding the developments in quantum computing can be challenging for 
those outside the field. This book was created to simplify the learning process, 
offering a clear introduction to quantum computing. Our goal is to provide a 
broad audience with a basic understanding of why it is crucial to stay informed 
about quantum computing advancements and how these developments could 
impact the future business and operational landscape across various sectors.

We sought answers to these questions through creative and thorough engage-
ment with various sources. This task required considerable effort, including 
exploration of literary sources, conducting interviews, participating in industry 
events, and engaging in valuable discussions with academic experts. Along 
the way, we found that each communicator brought their own goals and per-
spectives to the conversation.

Some large management consulting firms list use cases1 and give the impres-
sion that quantum applications are just around the corner2. Companies de-
veloping quantum technology and quantum computing software startups em-
phasise progress and publish ambitious technology roadmaps to accelerate 
investor and adopter companies’ interest. Part of this communication involves 
launching new terms3, making it even more challenging to follow the industry’s 
development. 
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Scientific articles typically concentrate on specific aspects of quantum tech-
nology or the development of algorithms. Recently, this focus has shifted from 
physicists to engineers and software engineers as the technology evolves. For 
those unfamiliar with the field, keeping up with advancements through these 
scientific sources can be challenging due to the simultaneous progress in cre-
ating various types of qubits, as no single qubit design has emerged as the 
dominant one.

No single qubit technology has  
emerged as the dominant design .

On the other hand, researchers often take a cautious stance when discuss-
ing quantum computing’s progress and potential advantages. Information ob-
tained from quantum industry business events is also not yet primarily aimed 
at future users but rather at other players in the quantum ecosystem and in-
vestors. 

We aimed to understand each communicator’s goals and perspectives when 
compiling the material for the book’s questions and answers. Additionally, we 
sought to discern the excess hype and evaluate the factors contributing to 
cautious estimates. However, we would like to emphasise the hope that the 
potential of quantum computing includes addressing some of humanity’s most 
significant challenges. And because it is still uncertain when quantum comput-
ers will be ready to solve large-scale practical problems and what the best use 
cases might be, we try to help identify factors affecting the development of 
technology, potential applications, and broader societal impacts. At times, we 
highlight the current maturity of the technology and its near-term development, 
while in other sections, we look further into the future, particularly from the per-
spective of the opportunities quantum computing may bring.

Recent developments in generative AI, which surprised even the most sea-
soned AI experts with its rapid leap in capability, remind us how quickly trans-
formative technologies can advance. This emphasises the need to monitor 
progress in quantum computing, even if breakthroughs seem distant. By stay-
ing vigilant, we can better anticipate the opportunities and challenges ahead.

Like the questions shaping the chapters of this book, the beliefs in the follow-
ing table are drawn from common assumptions we encountered during our 
research. You can use this table for quick learning and to identify the sections 
of the book you want to explore first.



Quantum computing: Practical guide to navigating the future

0/ Why this book? 

8

Table 1. Common beliefs and myths about quantum computing.

Belief Reality Read more

Quantum computers are distant future 
technology

Not true! Quantum computers are already today used around the 
world by scientists and companies to solve real problems

Chapter 4

Quantum computers are already faster 
than classical

Currently, no quantum application has yet demonstrated to be faster 
than best-in-class classical methods in practical settings.

Chapter 4

Speed is the only benefit of quantum 
computers

Quantum computers can also provide more accurate results and 
reduce energy consumption

Chapters 1&3

If my business doesn’t need super 
computers, we don’t need quantum

Not true! Quantum computers are designed for different purposes 
than (classical) supercomputers. They are not replacements but 
complements.

Chapter 2

Quantum computers evaluate all 
combinations at once (in parallel)

Not really! The answer requires a basic understanding of quantum 
mechanics, which this book is not about. However, you can start your 
journey here.

Chapter 2,
Further reading

More qubits always mean better 
performance. 

Actually, increasing the number of qubits without improving the quality 
of qubits can lead to worse performance (more noise).

Chapters 2&4

Quantum computers solve every kind 
of problem faster.

Quantum advantage is expected to apply only to specific problems 
where quantum algorithms outperform classical methods.

Chapter 3

Quantum computers solve problems 
exponentially faster.

Speedup varies based on the type of problem; improvements can be 
exponential in certain cases.

Chapter 3

Classical algorithms are irrelevant 
once quantum computing matures.

Classical algorithms continue to evolve, often narrowing the gap with 
quantum algorithms. They remain critical tools in computation.

Chapter 3

Quantum computing is ready for 
widespread use.

Technology is still in the early stages (NISQ era), with most 
applications remaining theoretical or experimental.

Chapter 4

My industry will not be affected. Think again! Optimisation and machine learning—key strengths of 
quantum computing—are integral to most industries, making impacts 
inevitable.

Chapter 5

Quantum computers will be in our 
pockets one day.

Nobody knows the future, but quantum’s potential for radical 
transformation makes it worth imagining how it could shape 
tomorrow’s world.

Chapter 6

Quantum computers can break all 
encryption today.

While Shor’s algorithm poses a threat to current encryption, quantum 
computers capable of executing it effectively are still years away. 
Preparation, however, must begin now.

Chapter 4&7

Quantum-proof cryptography is 
unbreakable.

There are no currently known ways to break quantum-proof 
cryptography, but it’s impossible to guarantee its long-term 
invulnerability against future advances.

Chapter 7

Every company needs a quantum 
strategy now.

While every company should understand the possibilities and threats, 
a dedicated strategy is essential only for specific industries or use 
cases.

Chapter 8

I can’t explore quantum computing 
because I don’t know enough about it.

You don’t need to be a physicist—starting with awareness-building, 
collaborations, and small experiments can unlock its potential for your 
business.

Chapter 9

Quantum computing is viable only for 
big businesses.

Quantum computing is very accessible via the cloud for all kinds of 
companies and even for interested individuals.

Chapter 9
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Co-learning and sense-making
Beyond our initial data collection, we collaborated with companies from vari-
ous fields in the FutureQ project4, employing sense-making foresight methods 
to gain further insights. We identified potential opportunities and threats that 
quantum computing could accelerate in these fields through horizon scanning. 
We collaborated to build quantum computing technology scenarios, consider-
ing its development’s uncertainties. The materials from both approaches facil-
itated further discussions with experts. 

“This is just the beginning; the need to understand the opportunities and threats 
of quantum computing from the perspective of its beneficiaries through research 
and collective sense-making will only grow as development progresses .”

Maaria Nuutinen, VTT

Three distinct time horizons
Although we cannot precisely answer the “when” question, meaning when 
something will happen and become possible, we help the reader understand the 
timeframe by using the same three distinct time horizons throughout the book:

Short-term: Race to develop quantum computers that can solve real-life busi-
ness problems. 

Mid-term: Era of increasing business benefits - Tackling challenges that are 
impossible for classical computersi yet feasible with quantum computing.

Long-term: Era of broad commercial adoption - Imagine a future when tech-
nology challenges have been solved, and quantum computers and the soft-
ware around them work seamlessly, enabling impossible things today. 

Actively participating in the development of quantum computing is essential 
for identifying the right moments for action and investment. Understanding 
these three time horizons allows you to effectively manage this potentially dis-
ruptive technology and prepare for its consequences.

“With fast-evolving technology, we must work on shaping the future rather than 
forecasting . Technology – such as quantum computing – opens the doors . We 
need to start thinking about which is the right passageway, or are there many? 

For example, material science will be taking quantum leaps in terms of how 
fast you can enter the market, and taking an idea for commercial use will test 
the company’s capability to shape the future .” 

Jussi Hyvärinen, Metsä Group

i  When quantum computing developers refer to classical computers and computing, they mean the traditional form of computers 
and computing that we use daily.
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1/ Why should I 
care about quantum 
computing?

What if the next great disruption to your industry  
comes from a technology you barely understand? 

Quantum computing is an extraordinarily complex technology, fundamental-
ly different from anything we have seen before. Its principles and mechanics 
challenge conventional understanding, making it a field that requires deliberate 
effort to grasp. Yet, gaining even a basic understanding can open the door 
to exploring its transformative potential. By addressing problems that are too 
complex or computationally demanding for classical systems, quantum com-
puting could unlock opportunities that redefine the boundaries of what is pos-
sible in business, science, and technology.

While quantum computing may seem like a future technology, its potential for 
disruption draws closer, making it essential for businesses to prepare for the 
transformative changes it could bring, from revolutionising material design and 
accelerating drug discovery to enhancing supply chain optimisation. The impli-
cations extend far beyond faster computation. Even marginal speed, accuracy, 
or energy efficiency improvements can provide a competitive edge, while entire 
discoveries could create unprecedented markets and opportunities.

Understanding quantum computing is not about becoming a technology ex-
pert. It is about recognising the possibilities it creates, preparing for the dis-
ruptions it may bring, and positioning your business to thrive in this emerging 
quantum era. To start this journey, ask yourself:

 What if you could solve previously impossible problems?

 What if you could solve a complex problem 1000x faster?

 What if you could get better solutions?

 What if you could solve problems with 1000x less energy?

 What if your industry will be disrupted? 

 What if you could create unimaginable solutions?
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This first chapter is optimistic, envisioning a future where major technical 
challenges have been solved, and quantum computing is transforming both 
business and society.

What if you could solve a previously 
impossible problem?

Quantum computers are fundamentally different from classical computers. Due 
to their unique nature, quantum computers have the potential to find efficient 
solutions to problems that are too complex for even the most powerful super-
computers. For example, the simulation of quantum systems offers an expo-
nential advantage over classical simulations. Classical computers struggle to 
simulate the behaviour of molecules, atoms, or materials due to the exponen-
tial growth in complexity as the system size increases. Quantum computers, 
however, can naturally simulate these quantum systems, offering a pathway to 
breakthroughs in drug discovery, material science, and chemical engineering. 
This capability could enable researchers to discover new medicines or materi-
als in a fraction of the time it currently takes. These practical innovations have 
the potential to reshape industries and spark entirely new markets, making 
quantum computing a key driver of future discovery and innovation.

What if you could solve a complex 
problem 1000x faster? 

Beyond areas that promise extraordinary speedups, quantum computing 
holds potential in many other domains where more moderate improvements 
could deliver significant benefits. While these problems may not be impossible 
for classical computers, solving the problem faster could still have a trans-
formative impact. Imagine a quantum computer solving in minutes a problem 
that takes a classical computer all day. Now consider the implications if your 
competitors had access to such technology while you did not. What would this 
mean for your business?

Even if the improvement in efficiency is not that radical, the impact on your 
business could be profound. If your competitor could, for example, optimise 
their supply chain or identify financial risks just a little bit faster than you, they 
would always be ahead of you when something surprising happens and seize 
opportunities before you can even react. This competitive advantage, granted 
by quantum computing, would put your business at a significant disadvantage 
unless you, too, are prepared to harness the power of this transformative tech-
nology. The breakthroughs in optimising supply chains and investment portfo-
lios are just the tip of the iceberg of conceivable.
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What if you could get better solutions?
While speed is often highlighted as quantum computing’s primary advantage, 
its ability to deliver higher-quality solutions is just as critical. For instance, in 
optimisation problems, businesses often face vast possibilities, and classi-
cal methods typically settle for “good enough” solutions—referred to as local 
minimums—that may not be optimal. Quantum computing, however, has the 
potential to navigate these complex landscapes more effectively, uncovering 
superior solutions that even the best classical methods might miss. Even if it 
would take more time with the quantum computer, the improved quality of the 
solution could justify the extra time and effort.

What if you could solve problems with 
1000x less energy?

Quantum computing may also offer significant benefits in terms of sustaina-
bility. It might surprise you, but quantum computers can be remarkably ener-
gy-efficient despite operating at temperatures close to absolute zero. In some 
tasks, the primary advantage of quantum computing could lie in its substantial 
energy savings, even if classical computers compete closely on other perfor-
mance metrics.

Beyond operational efficiency, quantum computers also stand out in their de-
sign. Unlike supercomputers, which rely on thousands of chips, future quan-
tum computers are expected to require far fewer components. This simpler 
architecture, though still evolving, has promising implications for sustainability. 
Reduced complexity could lead to lower resource consumption during man-
ufacturing—using fewer raw materials, less water, and less energy while gen-
erating fewer emissions and less waste compared to the production of super-
computer components. Together, these factors position quantum computing 
as not only a technological breakthrough but also a potential contributor to 
greener, more sustainable solutions.
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What if your industry will be disrupted?
Quantum computing might seem like tomorrow’s technology, but the 
decisions you make today could determine whether your business thrives or 
becomes obsolete in a quantum future .

While specific industries are often highlighted in discussions about opportu-
nities in quantum computing, no industry is safe from quantum computing’s 
transformative impact. The ripple effects of quantum advancements are set to 
resonate across the entire business landscape.

Information processing is at the core of every industry—optimising supply 
chains, determining pricing strategies, or calculating risks. Quantum comput-
ing has the potential to revolutionise how industries manage and act upon this 
data, making the impossible possible in everything from operational planning 
to product development. Moreover, the convergence of quantum computing 
and AI is a potential game changer. Although there is much uncertainty in this 
area, these pairings promise to enhance the speed, accuracy, and capability 
of data analysis, predictive modelling, and decision-making processes across 
sectors. By optimising complex tasks central to business operations, quantum 
technology could unlock new levels of efficiency and innovation, creating com-
petitive advantages for early adopters. From logistics to research and develop-
ment, the operational shifts made possible by quantum computing will reshape 
the competitive landscape, making it essential for businesses to embrace dis-
ruption or be disrupted.

Unimaginable solutions
Beyond solving existing problems, the new era of computing may unveil oppor-
tunities we have not yet imagined. One of the paramount promises of quantum 
computing is its profound capability to simulate quantum systems. This ability 
is not merely about tackling the known; it is about venturing into realms of 
the unknown, exploring the quantum mysteries embedded in material science, 
chemistry, and even the universe’s fundamental laws. It is akin to embarking 
on a voyage into uncharted waters, where each wave and ripple reveals new 
layers of understanding, and every discovery holds the potential for transform-
ative breakthroughs.

The implications of such explorations are boundless. Simulating quantum sys-
tems can foster a deeper understanding of molecular structures and interac-
tions, accelerating advancements in material science, chemistry, and pharma-
ceuticals. However, quantum computing’s potential reaches far beyond these 
domains. All industries that rely on physical materials and production process-
es can potentially benefit from innovations with unprecedented properties. 
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Furthermore, these breakthroughs may not only drive efficiencies in existing 
industries but also redefine them—or even give rise to entirely new markets.

Finally, quantum computing is a potential tool to probe the enigmatic quantum 
phenomena that govern the cosmos, potentially unlocking new dimensions 
of knowledge. This new understanding could fuel the new waves of scientific 
and technological innovation, propelling humanity into realms we can scarcely 
imagine today.
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2/ What is quantum 
computing?

Quantum computing is not a more powerful version of classical 
computing—it’s a completely different way of thinking about computation. 

 
 
Many people incorrectly believe that quantum computers are simply faster ver-
sions of current computers or that if a company does not utilise supercomput-
ers, quantum computing will not be relevant to them. In reality, quantum com-
puters are not simply about speed—they are about a completely different way 
of solving problems. While classical computers process information as ones 
and zeros, quantum computers use qubits that can exist in multiple states 
at once, unlocking solutions to complex challenges that classical computers 
cannot even approach.

Quantum computing is not designed to replace traditional machines but to 
tackle problems that have been unsolvable until now. Instead, businesses will 
increasingly adopt hybrid approaches, leveraging the strengths of both classi-
cal and quantum systems to address diverse challenges. From optimisation to 
breakthroughs in science and technology, quantum computers open entirely 
new possibilities. Even businesses that do not rely on supercomputers today 
will benefit from quantum’s unique abilities as this technology transforms in-
dustries. Understanding quantum computing now means getting ahead of the 
curve on the next wave of innovation that will shape the future of business.

Quantum computers are not just faster—they are different

Quantum computing is one form of quantum technologies

Different paradigms of quantum computers are suitable 
for different uses

Winning qubit technology is still unclear

Both the number of qubits and their quality matters
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This chapter provides a high-level overview of the fundamentals of quantum 
computing, offering a foundational understanding of this transformative 
technology.

Three quantum technologies
Quantum technologies utilise the principles of quantum mechanics, a branch 
of physics investigating the strange and often counterintuitive behaviour of the 
smallest particles in the universe. Quantum technologies can be divided into 
three primary domains: computing, communication, and sensing (see Figure 
1). Each of these domains leverages the behaviours of sub-atomic particles to 
transcend the limitations inherent in classical systems. Although this book fo-
cuses on quantum computing (QC), it should be noted that when delving deep-
er into the quantum realm, the interplay among these quantum technologies 
could lead to a holistic quantum ecosystem, opening avenues of innovation 
and problem-solving beyond our current comprehension.

QUANTUM
COMPUTING

QUANTUM
COMMUNICATIONS

QUANTUM
SENSING

A technology for
computation which
leverages quantum

mechanics to provide
performance

unattainable for
classical computers 

(for some applications)

Leverages quantum 
entanglement and 

teleportation to enable 
ultra secure 

communications 
channels

Exploits the inherent 
sensitivity of quantum 
systems to external 

perturbations, 
providing 

measurement and 
detection capabilities 

with unparalleled 
precision

Figure 1. Three main areas of quantum technologies.
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Exploring the quantum computing landscape 

The communication around quantum computing can often seem confusing as 
there are many types of quantum computing systems and recurring claims of 
breakthroughs expected to transform the field. To make sense of these discus-
sions, it is essential to distinguish between hype and genuine achievements. 
Gaining an understanding of the fundamental paradigms and different types 
of quantum computers (known as modalities) is invaluable, as each employs a 
unique approach to harnessing quantum principles.

Quantum computing paradigms

The paradigms represent the fundamentally different ways of quantum com-
puting, each with its unique capabilities and challenges. Table 2 provides a 
concise overview of these various quantum computing paradigms. Under-
standing these paradigms is essential to grasp the broader landscape of quan-
tum computing technologies and their respective stages of development. For 
example, quantum annealing is fundamentally different from universal quan-
tum computers; it excels in solving a specific subset of optimisation problems 
that can be formulated in a specific way5. By exploring these paradigms, we 
gain a clearer perspective on both the potential and the hurdles on the road to 
fully realising the promise of quantum computing.

Table 2. Different paradigms of quantum computing: description and purpose.6

CLASSICAL COMPUTERS ANALOG QUANTUM COMPUTERS UNIVERSAL GATE-BASED QUANTUM COMPUTERS

Quantum-
inspired 
classical 
computing

Quantum 
emulators

Quantum 
annealing 
computers

Quantum 
simulators

Noisy 
intermediate-
scale quantum 
computing
(NISQ) 

Fault-tolerant 
quantum 
computing 
(FTQC)

Borrowing ideas 
from quantum 
mechanics to 
design classical 
algorithms running 
on classical 
computers 

Used by 
businesses to 
take advantage 
of some benefits 
of quantum 
computing 
without waiting for 
quantum hardware 
to mature

Classical systems 
designed to mimic 
certain quantum 
behaviours. 
Hardware ranges 
from simple 
laptops to classical 
super computers

These emulators 
help test and 
refine quantum 
algorithms but are 
limited by classical 
computational 
power and cannot 
fully replicate 
true quantum 
behaviour.

Specialised 
quantum 
computers tailored 
for particular types 
of problems

Ideal for 
optimisation, 
machine learning, 
and logistics 
challenges (for 
finding the global 
minimum of a 
function)

Quantum system 
designed to 
simulate specific 
quantum 
phenomena by 
mimicking the 
behaviour of more 
complex quantum 
systems.  

Used by scientists 
and industries 
like material 
science for very 
specific quantum 
behaviour 
simulation, but not 
suitable for general 
computation.

Early-stage 
quantum 
computers with 
a limited number 
of qubits that are 
prone to errors, 
which limits their 
computational 
accuracy

Useful for 
exploring quantum 
algorithms and 
developing 
applications, but 
not yet at the 
scale to solve 
most real-world 
business problems 
efficiently

The ultimate 
goal for quantum 
computing. These 
systems will be 
able to solve 
computational 
problems that 
are currently 
unsolvable

Solving a wide 
range of problems 
significantly faster 
than classical 
computers. 
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Competing qubit technologies

The development of a universal quantum computer has sparked intense com-
petition among various qubit technologies (modalities), each with its unique 
approach to harnessing quantum principles. Currently, superconducting qubits 
dominate media attention and investment. However, many less-known and 
more immature modalities could still become significant players in the race for 
dominant design. Table 3 compares the maturity levels of some of the most rel-
evant approaches currently in development. Each competing qubit technology 
has advantages, challenges, and technical nuances, reflecting the multifaceted 
nature of quantum computing endeavours. The dominant design may be one 
of the existing options or something that has yet to be invented.

Table 3. Examples of qubit technologies.

Qubit 
technologies

Maturity Physical 
qubits

Vendors Strengths Challenges

Super-
conducting

Most mature, 
widely used 
in quantum 
computing 
research and 
industry

1121 (IBM 
Condor, 
2023)

IBM, Rigetti, 
Amazon, Google, 
IQM

Relatively easy to scale (roadmaps 
up to 1M)

High-speed quantum gates

Significant funding and research 
progress

Requires cryogenic cooling to near absolute 
zero

Prone to decoherence and noise

Connectivity limit in 2D

Silicon-based Emerging, potential 
to leverage existing 
semiconductor 
infrastructure

12 (Intel 
Tunnel Falls, 
2023)

Intel, SemiCon Leverages existing silicon 
manufacturing technologies

Potential for high scalability

Very low qubit counts 

Challenging to achieve long coherence times

Requires cryogenic temperatures

NV (Nitrogen-
Vacancy) 
centers

Mature for 
sensing, emerging 
for quantum 
computing

5 
(Quantum 
Brilliance)

Quantum 
Diamond 
Technologies, 
Element Six

Room-temperature operation

Highly stable qubits

Long coherence times

Scalability is challenging

Primarily used for sensing applications rather 
than large-scale computing

Topological Experimental, 
still in research 
phase, not yet 
commercially 
available

0 Microsoft Theoretically highly resistant to 
errors

Offers potential for fault-tolerant 
quantum computing

Experimental and unproven at scale

No functioning large-scale system yet

Neutral (cold) 
atoms

Emerging, 
promising 
scalability, in 
experimental phase

1225 (Atom 
computing, 
2023)

Pasqal, QuEra, 
Atom Computing

Highly scalable, many qubits can be 
packed into small spaces

Long coherence times due to weak 
interaction with the environment

Requires complex cooling and precise laser 
control

Still in early stages of development for large-
scale commercial use

Trapped ions Mature technology, 
used in various 
quantum research 
projects

56 
(Quantinuum, 
2024)

Quantinuum, 
IonQ, Alpine 
Quantum 
Technologies 
(AQT)

High-fidelity qubits 

Long coherence times

Precision control of qubits

Slower gate operations compared to other 
modalities

Scalability is a challenge due to complex ion 
trap setup

Photons Emerging, in 
research phase 
with promising 
developments 
in quantum 
communication

215 modes 
GBS 
(Xanadu, 
2023)

PsiQuantum, 
Quandela, 
Xanadu

Room temperature operations

Minimal decoherence over long 
distances

Particularly suited for quantum 
communication and networking 
applications

Noise from photon loss 

Two-photon interactions (required for gates) 
are difficult to implement

Limiting scalability
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From the number of qubits to their quality

Quantum computing has come a long way since its first demonstration nearly 
three decades ago. In recent years, the pace of development has accelerat-
ed significantly, fuelled by advancements in research and growing investment. 
While progress has been made on multiple fronts, much of the focus in mar-
keting and public discussion has centred on hardware advancements, with a 
particular emphasis on the count of physical qubits - a simple yet misleading 
measure of a quantum computer’s true capabilities. 

By 2024, a shift in narrative appears to be underway. Leading companies are 
moving beyond the “qubit race” and emphasising a more nuanced competi-
tion involving a range of technical factors. The era of merely adding qubits has 
reached its limit; further progress now requires simultaneous advancements in 
hardware and software. To truly understand the state of quantum computing, 
the conversation must expand to include critical factors such as system stabil-
ity, reliability, and scalability, which ultimately determine a quantum computer’s 
real-world usefulness. 

Beyond the number of qubits, the quality of qubits is equally, if not more, sig-
nificant. This is measured by fidelity, which tells the probability of whether one 
gate operation on a qubit will succeed without errorii. As fidelity improves due 
to technological advances, it will be possible to perform more and more gate 
operations in sequence with a reasonable success rate, and the quantum com-
puter will be able to solve increasingly complex problems. Currently, the fidel-
ities of best computers hovers around 99,9%, allowing for 2,000–3,000 gate 
operations. According to some roadmaps7, this figure could reach 10,000 gate 
operations by 2027. It is believed that with the suitable NISQiii algorithm (cur-
rently unknown), it could be possible to gain an advantage with 10,000 gate 
operations in a specific problem8.

Error correction is essential for improving 
quantum computer accuracy . 

Error correction, enabled through software techniques, is a key approach to 
enhance the fidelity of quantum computers. By combining multiple physical 
qubits to create a single logical qubit (see infobox), error correction uses ad-
ditional qubits to detect and correct errors in noisy systems. This will further 
accelerate the improvement in the fidelity of this logical qubit with the cost of 
using more physical qubits. When millions of sufficiently high-quality physical 
qubits exist, it will be possible to create hundreds or thousands of sufficiently 
high-quality logical qubits and, finally, run fault-tolerant quantum algorithms 
with a theoretically proven advantage over classical computing. Then, it is just 
up to the algorithm and the problem of how many error-corrected qubits are 
needed to gain an advantage.

ii The reverse of fidelity is an error rate, i.e. the probability that a quantum operation (like gate) produces an incorrect outcome. 
Mathematically fidelity = 100% - error rate
iii NISQ refers to Noisy Intermediate-Scale Quantum

What is logical qubit?
A logical qubit is a stable unit of quantum information created by grouping multiple physical qubits to protect 
against errors. Physical qubits are prone to noise and mistakes, making them unreliable on their own. Logical 
qubits can detect and fix these errors through quantum error correction, enabling more reliable quantum 
computations.

It is important to note that logical qubits differ from mathematically perfect qubits, an ideal concept with 
no errors. In practice, logical qubits can still have some errors but are far more stable than physical qubits. 
Depending on the application, different quality standards are required for logical qubits:

High-precision tasks (e.g., cryptography or large-scale simulations) demand logical qubits with very low 
error rates and greater redundancy.
Less sensitive tasks (e.g., certain types of optimisations) can tolerate higher error rates, requiring fewer 
physical qubits for error correction.
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Improving fidelity is an essential step toward enabling fault-tolerant quantum 
computing, which is discussed further in Chapter 4.

WHAT IS LOGICAL QUBIT?

A logical qubit is a stable unit of quantum information created by grouping mul-
tiple physical qubits to protect against errors. Physical qubits are prone to noise 
and mistakes, making them unreliable on their own. Logical qubits can detect and 
fix these errors through quantum error correction, enabling more reliable quantum 
computations.

It is important to note that logical qubits differ from mathematically perfect qubits, 
an ideal concept with no errors. In practice, logical qubits can still have some errors 
but are far more stable than physical qubits. Depending on the application, different 
quality standards are required for logical qubits:

• High-precision tasks (e.g., cryptography or large-scale simulations) demand logi-
cal qubits with very low error rates and greater redundancy. 

• Less sensitive tasks (e.g., certain types of optimisations) can tolerate higher error 
rates, requiring fewer physical qubits for error correction.

 
Other layers of the quantum stack

While much of the discussion around quantum computing has focused on 
hardware advancements, attention is now shifting to the upper layers of the 
quantum stack. This transition reflects the growing recognition that the real-life 
usefulness of quantum computing requires advancements beyond just hard-
ware.

The quantum stack elucidates the hierarchical structure from the foundational 
quantum physics, ascending through the layers of hardware, middleware, up 
to algorithms. On the top of the stack are quantum computing business appli-
cations, which is the focus of this book. Figure 2 illustrates the quantum stack 
and its components.
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Quantum physics

Quantum computing hardware Enabling technologies

Control and readout electronics

Quantum microarchitecture

Quantum Instructions set architecture

Quantum complier

Quantum programming language

Quantum algorithms

Quantum computing business applications

Figure 2. Quantum stack.9

As quantum hardware continues to evolve and the community garners a deep-
er understanding of quantum algorithms and their potential applications, the 
horizon of quantum computing continues to expand. It is a dynamic, evolving 
field that promises to unlock new dimensions of computational capability, yet 
requires a concerted effort across academia, industry, and policy domains to 
fully realise its transformative potential.10
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Bridging the gap with hybrid quantum computing

Hybrid quantum computing is a pivotal development within quantum com-
puting those bridges current capabilities and future potential. It is a collabora-
tive approach where classical and quantum computers work together to solve 
computational problems. This method acknowledges that quantum computers 
are not designed to replace classical systems but to complement them, lever-
aging the strengths of both technologies.

In hybrid quantum computing, the classical computer handles tasks such as 
data preparation, optimisation of algorithms, and result interpretation. Mean-
while, the quantum processing unit (QPU) executes the quantum-specific com-
putations. This collaboration enables the system to tackle complex problems 
more effectively. For instance, while the classical computer excels in handling 
large datasets and general-purpose tasks, the QPU focuses on specialised 
operations, such as quantum state exploration or complex optimisation.

This approach is particularly significant for today’s Noisy Intermediate-Scale 
Quantum (NISQ) devices, which are limited in qubit count, coherence time, 
and fidelity. By offloading certain tasks to classical computers, hybrid quantum 
computing allows us to harness the unique capabilities of NISQ devices while 
minimising their weaknesses. Hybrid architectures also offer the flexibility to in-
tegrate different types of quantum computers and classical resources, tailoring 
solutions to specific problems.

Hybrid quantum computing provides several tangible benefits:

Improved performance: By combining classical and quantum resources, hy-
brid systems can accelerate the resolution of certain computational challeng-
es, achieving results faster than classical methods alone.

Enhanced accuracy: Integrating quantum and classical computations ena-
bles hybrid algorithms to achieve higher accuracy in problem-solving, espe-
cially for optimisation and machine learning tasks.

Greater flexibility: Hybrid systems allow organisations to utilise the best com-
bination of hardware and algorithms for their specific needs, paving the way for 
practical applications even during the NISQ era.

As quantum computing evolves, hybrid quantum computing will play a vital 
role in bridging the gap between the current state of quantum technology and 
its future potential. This enables businesses to realise tangible benefits in the 
near term while building a foundation of transformative breakthroughs in the 
years ahead.
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3/ Which problems can 
quantum computing 
solve?

Quantum computing is a transformative technology that aims to solve prob-
lems intractable for classical computers. Quantum computers are well-suited 
for a limited set of problems, especially in the near term, due to the limitations 
of quantum hardware. They work best for problems with specific characteris-
tics: high complexity, small to medium input sizes, and a (hidden) structure that 
quantum algorithms can exploit. Examples include the factorisation of large 
numbers (used in cryptography), boosting machine learning, solving complex 
optimisation challenges, and the simulation of quantum systems such as mol-
ecules or materials.

Quantum speedup is a key metric for evaluating the power of quantum com-
puting compared to classical computing. Depending on the problem, quantum 
computers can offer polynomial, superpolynomial, or exponential speedups. 
The most promising quantum applications can leverage exponential speed-
up to solve real-world challenges more efficiently than classical methods can. 
However, it is essential to note that practical quantum advantage—where a 
quantum computer clearly outperforms a classical one in real-world applica-
tions—is still primarily a theoretical concept. As quantum hardware matures, 
we expect breakthroughs in cryptography, optimisation, and simulation of 
quantum systems - areas where classical computers are severely limited in 
their ability to manage the complexity or tackle quantum-specific challenges.

Focus on problems where classical systems struggle 
due to exponential complexity or quantum mechanical 
processes . 

Differences between polynomial, superpolynomial, 
and exponential speedups 

Practical advantage of quantum computer vs . 
theoretical speedup 
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In this chapter, we focus on the present-day realities of quantum computing. 
While chapters 1, 5 and 6 explore technology’s future promise and potential 
impact, we aim for a more grounded perspective here. We examine where 
quantum computing’s potential is most viable today and the obstacles 
that must be overcome before fully realising that potential. This balanced 
approach should provide a clear-eyed view of the current landscape, 
highlighting both exciting possibilities and the critical challenges ahead.

Why are quantum computers powerful?
Quantum mechanics introduces principles that defy classical explanations, 
and these principles are what give quantum computers their unique power. 
Classical computers rely on binary processing, where bits are either 0 or 1, lim-
iting their ability to handle certain types of complex problems. Quantum com-
puters, on the other hand, operate on qubits that can include multiple states 
simultaneously, enabling them to explore a vast array of possible solutions at 
once. This ability to modify multiple computations in parallel makes them es-
pecially powerful for tasks like optimisation and cryptography.

Moreover, quantum computers excel by harnessing the intricate connections 
between qubits. These connections allow information to flow in ways that are 
impossible in classical systems, drastically speeding up problem-solving. In 
addition, quantum algorithms utilise special techniques to direct computations 
toward the correct outcomes more efficiently, giving them a significant edge 
over classical algorithms in tackling specific challenges, like simulating mole-
cules or solving large-scale optimisations. 

Despite their extraordinary capabilities, the true value of quantum comput-
ers—especially fault-tolerant ones—comes from how they outperform classi-
cal systems to solve real-world problems. When fully realised, a fault-tolerant 
quantum computer with the right specifications offers significant advantages 
in several key areas. 

Key advantages of fault-tolerant quantum computers include:

Speed: Solve a computational task much faster than current methods.

Accuracy: Find a solution with higher accuracy than current methods.

Scalability: Solve a problem at a larger scale than is possible with 
current methods
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THE FUNDAMENTALS OF QUANTUM COMPUTING

Superposition
A qubit is different from a classical bit, which can only be either 0 or 1. Instead, a qubit can 
exist in a state that is a combination of both, with varying probabilities. This property, called 
superposition, is what gives qubits their extraordinary computational power.

Entanglement
When qubits are entangled, the operation on one of these qubits instantly affects the state 
of another, even if they are far apart. In computing, entanglement offers a resource that 
is not available in classical computing. Many quantum algorithms use entanglement to 
perform multiple calculations simultaneously. Entanglement allows quantum computers to 
manipulate many qubits in a single operation instead of manipulating each qubit individually, 
as in classical computing.

Quantum Interference
Quantum interference occurs when the amplitudes and phases of different quantum states 
combine in ways that can either amplify or cancel out certain outcomes. Interference guides 
computations toward correct solutions by amplifying the likelihood of desired outcomes (re-
inforcing constructive computational paths) and suppressing incorrect ones. The possibility 
of utilising constructive and destructive interference may allow shorter computational paths.

Unitarity 
Unitarity is a fundamental principle of quantum mechanics and the basis of the mathe-
matical framework of quantum theory. A unitary operation is one that preserves the total 
probability of all possible outcomes, ensuring that the sum of probabilities remains 1. This is 
crucial because it means that information is not lost during the computation process.

Linearity 
Quantum computers are naturally adept at performing linear operations (a special case of 
linearity called unitarity) because quantum mechanics is inherently linear. Linearity allows 
multiple versions of reality to exist simultaneously within the state vector. However, it implies 
that there is no interaction between versions and that there will never be the perception of 
more than one version. This is the key behind quantum parallelism.

Parallelism 
Quantum parallelism allows a vast number of operations to be performed parallel, a key dif-
ference from classical information processing and computing. Classical parallelism increases 
proportionally with system size, while quantum parallelism increases exponentially. Quantum 
computing exploits parallelism, performing calculations in the superposition of states, yet in 
a very distinctive and unique way. Differently from classical (silicon- and electronics-based) 
computing systems, consisting of thousands of cores completing serial tasks, a quantum 
computing core is inherently an elementary parallel computing unit: calculations can be per-
formed in parallel by unitary transformations acting on a superposition of quantum states. 

Measurement
Computation on a quantum computer ends with a measurement, which selects one of the 
basis states based on the probabilities encoded in the quantum state. In a successful quan-
tum algorithm, this process yields the correct result with high probability.
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Which problems are suitable for 
quantum computers?

Understanding which problems quantum computing is useful is challenging, 
particularly for non-experts. However, certain common characteristics can 
help clarify the nature of these problems and make them easier to grasp.
In the long term, quantum computers are expected to excel in addressing com-
plex computational challenges where classical computers struggle – or are 
outright incapable. They are particularly suited for problems that are inherently 
difficult or inefficient for classical computers to solve. That said, even within 
this category, there is uncertainty about which problems will truly demonstrate 
quantum advantage, as some may also pose challenges for quantum comput-
ers themselves.

Input data size limits near-term applications .

One major near-term limitation is the size of the input data. Quantum comput-
ers currently lack the scale needed to handle large datasets, so the problems 
they tackle must be relatively small to “fit” within the system’s capacity. There-
fore, in the near term, quantum computers are most effective for “big com-
pute” problems with small data—tasks that demand substantial computational 
power but do not involve massive datasets as input or output.

One reason for the exponential potential of quantum computing lies in its ability 
to exploit the structure of specific problems – something classical computers 
cannot effectively do. Unfortunately, this “need for structure” has essentially 
limited the biggest potential of quantum computing to certain specific areas of 
mathematics. This is the fundamental reason why the greatest successes of 
quantum algorithms research have been in cryptography. Finding such hidden 
structures in other problems of practical interest remains a significant open 
problem. 

Theoretical accessibility refers to the suitability of a problem for quantum 
computing based on how it can be mathematically described, modelled, and 
reasoned about. There is potential for an advantage in problems with a clear 
mathematical structure that allows known quantum algorithms or subroutines 
(primitives) to be applied effectively. Ideally, the problem can be formulated 
to highlight patterns or structures that quantum computers can exploit, such 
as symmetries in data (see also infobox) or well-defined mathematical rules. 
Without these features, developing quantum algorithms or proving their po-
tential superiority over classical approaches becomes challenging, limiting the 
problem’s feasibility for quantum computation.
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In summary, the following characteristics of the problem make it “fit” for quan-
tum computing:

High computational complexity - Problems (not all, however) that scale ex-
ponentially on classical computers

Size of inputs – Input sizes are currently severely limited by the number of 
qubits available in quantum computers.

Problem structure - Problems with a well-defined, often repetitive or periodic, 
structure.

Theoretical accessibility - Problems that can be mathematically modelled 
and reasoned about. 

So, if these are the desired characteristics of the problem, what are the actu-
al problems that quantum computers can solve? Let’s break this down with 
examples of applications where quantum computing is expected to offer the 
most outstanding value (see Table 4).

HARNESSING SYMMETRY FOR QUANTUM EFFICIENCY

Symmetry plays a crucial role in making quantum computations more efficient. 
Many quantum systems, especially in fields like quantum chemistry, exhibit symme-
tries—such as translational, rotational, or reflection symmetry. These symmetries 
allow quantum systems to be described using fewer variables, significantly simpli-
fying computations. For instance, a system with rotational symmetry only requires 
analysis of one unique orientation rather than every possible one, drastically reduc-
ing computational effort.

Quantum information theory takes advantage of these symmetries by transforming 
problems from a local, qubit-level description to a global, symmetry-based frame-
work. This compact representation minimises storage and processing require-
ments, enabling quantum algorithms to perform more efficiently. Additionally, 
symmetry-aware quantum machine learning offers a promising avenue, combining 
quantum computing’s strengths with the inherent symmetries in data to develop 
faster, more effective learning models. This makes symmetry a powerful tool for 
tackling complex challenges in quantum computing.
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Table 4. Example applications for quantum computing.

Problem type Goal Why quantum computers 
excel

Example 
applications

Optimisation 
problems with 
exponential 
complexity

Finding the best 
solution for a 
problem where 
the computational 
resources required 
grow exponentially 
with the input size.

Quantum computers can process 
multiple states simultaneously

Supply chain 
optimisation, route 
planning

Optimisation under 
uncertainty

Optimising 
systems where 
data is incomplete 
or uncertain

Quantum computers can handle 
probabilistic and uncertain data 
effectively

Risk analysis, 
predictive 
modelling, traffic 
routing

Search problems To locate a 
particular item or 
configuration that 
meets a predefined 
criterion in an 
unstructured or 
structured data set.

Grover’s algorithm provides a 
quadratic speedup for unstructured 
search problems.

Search 
optimisation, data 
mining

Factorisation 
problems & 
cryptography

Tasks involving 
factorisation 
and discrete 
logarithms are 
the basis of many 
cryptographic 
systems.

Quantum algorithms like Shor’s 
algorithm can factor large numbers 
exponentially faster

Breaking 
encryption (RSA)

Simulation of 
quantum systems

Problems 
that naturally 
involve quantum 
mechanical 
processes, such 
as simulating 
molecular 
structures, 
chemical reactions, 
or materials 
science.

The foundational challenge is that 
every quantum mechanical particle 
added to the simulation doubles 
the classical computing resources 
required, growing exponentially. As 
a result, quantum computers are 
uniquely suited to simulate quantum 
systems on a much larger scale than 
classical systems can manage.

Drug discovery, 
materials science, 
chemistry research

Machine learning Training AI models 
on large datasets 
or optimising 
learning algorithms

Quantum algorithms can potentially 
accelerate training processes and 
handle large datasets

Quantum-
enhanced machine 
learning, pattern 
recognition, data 
analytics

Solving linear 
systems

Finding solutions 
to systems of linear 
equations

Quantum algorithms like HHL 
(Harrow, Hassidim, Lloyd) can solve 
certain linear systems exponentially 
faster, but speedup comes with 
various caveats that limit its practical 
application

Physics 
simulations, 
engineering, 
financial modelling
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Demystifying quantum 
advantage and speed

Quantum advantageiv refers to a situation where a quantum computer outper-
forms its classical counterpart. Traditionally, it has been defined as a situation 
where a quantum hardware-software combination solves a problem faster than 
the best-in-class classical solution. Such a speed advantage would render 
classical computing methods inferior for solving certain large-scale problems. 

Quantum speedup refers to how much faster a quantum computer can solve 
a problem compared to best-in-class classical computers .

Whereas quantum advantage can be seen as more or less a yes/no question, 
the concept of quantum speedup is fundamental for understanding how much 
faster quantum computers are expected to be. Depending on the problem, 
quantum computers offer varying degrees of speedup over classical comput-
ers. These speedups fall into two main categories: polynomial speedup and 
exponential speedup. Both represent different levels of improvement in the 
number of steps quantum computers require to solve specific tasks compared 
to their classical counterparts.

Unlocking the impossible with exponential speedup

Algorithms that achieve exponential speedup, such as Shor’s algorithm for fac-
toring large numbers, are considered the crown jewels of quantum computing. 
This level of speedup enables quantum computers to tackle problems previ-
ously deemed impossible for classical systems.

For example11, imagine a quantum computer solving a problem in time T, while 
a classical computer takes time 2T (or any other exponentially growing function 
of T). This difference becomes incredibly large for even moderately sized inputs 
such as T =100. A classical computer would require an astronomical 2100 time 
units – approximately: 

1 267 600 000 000 000 000 000 000 000 000
This vast difference illustrates the impracticality of solving such problems with 
classical systems. However, implementing these exponential-speedup algo-
rithms for practical, real-world applications remains a long-term goal, as cur-
rent quantum computers lack the necessary scale and precision.

iv Also concepts of quantum supremacy and quantum utility are used with slightly different emphasis.
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Practical gains from polynomial speedup?

Polynomial speedup refers to a situation where a quantum computer solves 
a problem in time T, while a classical computer does it in time T2, Tk or other 
polynomial function of T. For instance, a quantum computer might complete 
a task in 1,000 steps, compared to 1,0002 = 1,000,000 steps on a classical 
computer. Grover’s algorithm for unstructured search problems (finding a single 
target element out of N elements) is the most famous algorithm for this cate-
gory. While less dramatic than exponential speedup, polynomial speedup has 
the potential for meaningful improvements, especially for certain business and 
scientific applications.

In addition to polynomial and exponential speedups, there is a superpolynomial 
speedup category, which falls between the two but has relatively few known 
algorithms. Furthermore, there is a category of unknown speedup that includes 
heuristic-based algorithms. These algorithms are particularly relevant for near-
term quantum computers (NISQ devices) and are hoped to provide practical 
benefits even without formal speedup guarantees (see infobox on heuristic 
quantum algorithms on page 46).

Speedup in theory and practice

At first, the promise of speedup sounds amazing. However, discussion is al-
most always about theoretical speedup, which can differ significantly from 
practical speedup. 

Theoretical speedup refers to idealised, predicted performance improvement 
of quantum algorithms under perfect conditions. Typically, the assessment 
also includes the worst cases that define the boundaries for the proof. These 
cases may never be encountered in the real world.

Practical speedup refers to actual performance improvement observed when 
running a quantum algorithm on a real-world quantum system. 

Practical speedup accounts for the many real-world constraints of quantum 
computing, such as hardware limitations, noise, and error rates, which prevent 
us from achieving the full theoretical speedup—at least for the foreseeable 
future. It also acknowledges delays in data loading, such as the time needed 
to encode input data into a quantum state and the increased running time 
introduced by using error correction techniques.  Consequently, the practical 
speedup is often much smaller than theoretical predictions or, for small-scale 
problems, non-existent. 

Theoretical speedup highlights the promise of quantum computing, 
while practical speedup reflects the reality of its current limitations and 
opportunities .
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Another challenge in achieving quantum advantage (speedup) is that claims 
of advantage often spur developers to rethink classical algorithms. This has 
led to breakthroughs in classical computing, where problems once considered 
extremely difficult to solve have been tackled with much faster classical solu-
tions12, making the quantum advantage claim quickly outdated. 

While classical hardware development follows a relatively predictable trajecto-
ry, the pace of innovation in classical algorithms can be much less predictable. 
These advancements often complicate direct comparisons between quantum 
and classical approaches, underscoring the evolving nature of this competitive 
landscape.

Quantum utility and other forms of advantage

Demonstrating quantum advantage in real-world applications (measured by 
quantum speedup) has proven to be extremely challenging. As a result, some 
companies have shifted the discussion to other topics or introduced new terms. 
IBM coined the term Quantum utility13, which means that quantum computing 
provides reliable, accurate solutions to problems beyond brute force classi-
cal computing methods. Thus, their claim of achieving quantum utility means 
that quantum computers can now solve large-scale problems that were previ-
ously only accessible through problem-specific classical approximation meth-
ods. This is considered to be a significant milestone, making quantum comput-
ers a valuable tool for scientific research and exploration. It does not, however, 
mean that there would be speedup over all known classical methods.

The concept of quantum advantage has also evolved to include more nuanced 
interpretations that encompass additional dimensions worth exploring:

Qualitative advantage - Beyond speed, quantum computing can achieve 
qualitative advantages by delivering results superior in quality to those pro-
duced by classical systems. For instance, in machine learning, quantum sys-
tems might require less training data or produce more accurate prediction 
models. To qualify as a true quantum advantage, however, these qualitative re-
sults must be unattainable by classical algorithms, ensuring that the improve-
ment is genuinely quantum in nature.

Energy Advantage - Another important dimension to consider is the potential 
energy efficiency of quantum computing. Quantum systems could significantly 
reduce energy consumption compared to classical systems—a benefit that 
becomes increasingly relevant as organisations prioritise sustainability and as 
global energy consumption on computing doubles every 3.4 months.

For example, some claims suggest that quantum computers could save energy 
by a factor of three orders of magnitude. In practical terms, this means that while 
a supercomputer might require around 10 MW of power to complete a task, a 
quantum computer with comparable computational capacity could accomplish 
the same task with just 10 kW. However, these claims have been challenged 
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and remain speculative. Accurately predicting the future energy requirements of 
quantum computing is difficult, particularly because the nature of future quan-
tum hardware is still unknown.14

It is essential to rigorously evaluate such claims on a case-by-case basis to en-
sure their validity. While the potential for energy savings is exciting, it requires 
careful scrutiny to separate genuine advantages from speculation.

In summary, the concept of quantum advantage—and its related ideas—con-
tinues to evolve, with new interpretations providing a more comprehensive 
view of the value quantum computing can offer, even without achieving outright 
speedups. While this broader perspective may add complexity, it better aligns 
quantum computing’s progress with practical business and societal needs.

What are the most promising 
applications?

The most promising quantum applications are those that are expected to lev-
erage the unique strengths of quantum computing to solve challenges beyond 
the reach of classical systems. In this section, we explore key application cat-
egories, offering insights into their potential without delving too deeply into 
the complexities of quantum algorithms—the “mysterious recipes” that make 
these applications possible.

Simulation of quantum systems

Quantum simulations specifically model quantum systems—such as molecules, 
atoms, or particles—where quantum mechanical properties are central. Quantum 
computers are particularly well-suited for these tasks because they can directly 
model quantum states using qubits and harness the principles of superposition, 
entanglement, and interference. This capability is crucial in quantum chemistry, 
materials science, and molecular physics, where quantum effects dominate and 
cannot be accurately represented by classical methods alone.

Quantum chemistry is fundamentally about understanding the quantum-level 
interactions between atoms and molecules. It involves calculating properties 
such as molecules’ ground and excited states, reaction pathways, and energy 
levels. These calculations are critical in any application where precise molec-
ular interactions and energy configurations are essential, including catalysis 
and chemical reactions. Quantum computers are used here to simulate these 
interactions at a fundamental level, and they can be applied broadly across 
many industries.

In materials science (quantum systems), quantum computing is applied to dis-
cover and design new materials with specific properties, such as improved 
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strength, conductivity, or energy storage capabilities. Here, quantum com-
puters simulate solid-state systems, molecular structures, and crystal lattic-
es, aiming to optimise the arrangement of atoms to produce desired materi-
al properties. This has applications in industries like energy, electronics, and 
aerospace, where designing materials with unique properties can be trans-
formative. Unlike quantum chemistry, which might focus on single molecules 
or reactions, materials science often involves simulating bulk properties and 
structures over larger scales.

Drug discovery is a specialised application of quantum chemistry focusing 
on biological molecules, such as proteins, enzymes, and drug compounds. 
In drug discovery, quantum computers help predict how drug molecules will 
interact with biological targets at an atomic level, which aids in understanding 
binding affinities, reactivity, and pharmacodynamics. This is particularly valua-
ble for designing effective drugs more efficiently and reducing the trial-and-er-
ror involved in conventional drug design. While it utilises quantum chemistry 
principles, drug discovery has unique considerations like biological compati-
bility and toxicity, setting it apart from the broader study of chemical reactions.

Cryptography

Cryptography is one of the areas where quantum computing promises the 
most significant theoretical speedup, especially with algorithms like Shor’s. 
However, labelling cryptography as the most promising application of quantum 
computing can be debated, as the primary focus here is on the threat quantum 
algorithms pose rather than the opportunities they present. Shor’s algorithm, 
for instance, has the potential to break widely used cryptographic systems 
such as RSA, posing a serious challenge to the security of current encryption 
methods. The concern is that once sufficiently powerful quantum computers 
are developed, they could render many of today’s cryptographic systems ob-
solete, risking the security of sensitive information worldwide.

As a result, much of the research in quantum cryptography is centred around de-
veloping quantum-resistant encryption methods—cryptographic systems that 
can withstand quantum attacks. Therefore, cryptography is not only a significant 
application of quantum computing but also a key driver behind efforts to establish 
new, more secure standards for future-proof encryption. (See more in Chapter 7)

Optimisation 

Optimisation is often touted as one of the most promising applications for 
quantum computing—mainly due to its crucial role across industries and do-
mains. However, quantum computers are not inherently superior to classical 
computers for all optimisation tasks. Their true potential lies in addressing 
specific types of optimisation problems, particularly those characterised by 
1) limited data input but high computational intensity and 2) problems where 
approximate solutions hold significant value.
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Combinatorial optimisation is probably the most promising subclass of opti-
misation problems for quantum computers – particularly useful in finance and 
logistics. It is a type of optimisation that focuses on finding an optimal solution 
from a finite set of possible solutions, often by selecting or arranging discrete 
items in a particular way to meet a defined objective. These problems usually 
exhibit combinatorial explosion; as the problem size increases, the number of 
possible solutions grows exponentially, making it computationally intensive.

Notable examples include:

Travelling salesman problem (TSP): Find the shortest route to visit a set of cities 
exactly once and return to the starting town.

Knapsack problem: Maximise the value of items placed in a knapsack without 
exceeding its weight limit.

Job scheduling: Allocating tasks to resources (e.g. workers or machines) to 
minimise completion time or maximise efficiency.

The actual speedup achievable with quantum computers for combinatorial op-
timisation is complex and problem-specific. While quantum algorithms offer 
exciting potential, the performance boost depends heavily on factors like the 
chosen algorithm, the structure of the problem, and the limitations of current 
and future quantum hardware. Many quantum algorithms theoretically provide 
a polynomial speedup over classical counterparts. While this is a substantial 
improvement, doubts remain about their practical advantage (especially in the 
near term) due to the inherent slowness of quantum gates and the overhead 
of error correction.

IS QUANTUM ANNEALING A LOW-HANGING FRUIT 
FOR OPTIMISATION?

Quantum annealing refers to a specific (analogue) approach of quantum computing 
that shows promise for solving particular optimisation problems. Optimisation is 
about finding the minimum value of a cost function, and quantum systems are natu-
rally inclined to find minimum energy states. Programming an optimisation problem 
into a quantum system could, theoretically, reach an optimal solution by finding this 
lowest energy state.

Quantum annealing, like the system developed by D-Wave, leverages this approach 
and is designed explicitly for optimisation tasks. However, while it shows potential, it 
is still too early to say whether quantum annealing will achieve practical, large-scale 
advantages over classical methods in real-world applications.
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Quantum search algorithms

Quantum search algorithms aim to speed up search tasks, where the goal is 
to find a specific item or solution within a large, unsorted dataset. Unlike clas-
sical search algorithms, which may require checking each entry one by one, 
quantum search leverages unique quantum properties to reduce the number of 
checks needed, leading to faster results for certain types of search problems.

The most famous quantum search algorithm, Grover’s algorithm, demonstrates 
a quadratic speedup over classical approaches. While a classical algorithm 
might need to examine all items in a database to find the target, Grover’s al-
gorithm can locate it in roughly the square root of that number of steps. This 
advantage grows significantly with larger datasets, making quantum search 
valuable for applications where vast amounts of data need to be searched effi-
ciently—such as in cryptography, optimisation, and data retrieval.

Despite its promise, the current impact of quantum search is still limited by the 
scale and error rates of today’s quantum computers. Yet, as quantum hard-
ware advances, search algorithms are expected to be among the first applica-
tions to realise practical speedups, especially in areas like data mining, cryp-
tographic analysis, and pattern recognition, where even modest improvements 
in search efficiency could provide meaningful benefits.

QUANTUM WALKS: A STEP AHEAD
IN EXPLORING COMPLEX NETWORKS

What are quantum walks?
Quantum walks are the quantum equivalent of classical random walks, where parti-
cles “move” through a graph or network. Unlike their classical counterparts, quan-
tum walks leverage quantum principles like superposition and interference, allowing 
them to explore complex structures more efficiently.

Why do quantum walks matter?
Quantum walks excel at analysing graph structures—mathematical models of net-
works. They are particularly effective in identifying structural differences, such as 
comparing graphs, ranking nodes by importance, or searching for specific points 
(e.g., “marked vertices”) within a network.

Applications in business and technology
Quantum walks have promising applications in industries where networks play a central 
role, including:
-Optimising communication networks: Identifying bottlenecks and improving data flow.
-Supply chain management: Ranking the importance of nodes (e.g., distribution centres).
-Social media analytics: Ranking influential users or detecting clusters of activity.
-Cybersecurity: Mapping vulnerabilities within network structures.
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Quantum machine learning 

Quantum machine learning (QML) combines the principles of quantum com-
puting and machine learning to create algorithms that leverage the unique 
properties of quantum systems, such as superposition and entanglement. The 
goal is to perform machine learning tasks—like pattern recognition, data clas-
sification, and predictive modelling—more efficiently or accurately than clas-
sical algorithms.  

In theory, QML could offer advantages in recognising patterns that classi-
cal machine learning algorithms might miss. This potential arises because 
quantum entanglement creates correlations among qubits that extend to re-
lationships between data points, potentially revealing complex patterns. For 
instance, entangled qubits can process and relate multiple data points simul-
taneously, offering richer insights that may be especially valuable for complex 
data sets. While much of this potential remains theoretical, QML shows prom-
ising potential in two key areas:

Speed: Some QML algorithms may offer exponential speed advantages for 
tasks like training deep learning models or solving large-scale optimisation 
problems.

Quality: QML can enhance outcomes for pattern recognition and anomaly de-
tection by leveraging quantum properties like entanglement.

The theory and applications of quantum machine learning are still evolving. 
The mechanisms that lead to successful applications in QML may differ signifi-
cantly from those in classical machine learning, and there is much we have yet 
to understand. Although QML holds exciting potential, its practical effective-
ness remains to be proven, especially given the current limitations of quantum 
hardware.

Current limitations and future potential
As we explore the potential of quantum computing, it is important to approach 
claimed breakthroughs with a healthy dose of scepticism. In their effort to sim-
plify highly complex science, journalists can unintentionally miss crucial nu-
ances, leading to overly optimistic or even misleading interpretations. For ex-
ample, a recent claim by Chinese researchers suggested they had developed 
a quantum algorithm capable of breaking encryption. Some media outlets 
sensationalised this, but the reality was far less dramatic—they had decrypt-
ed only a 50-bit encryption, a far cry from the 1024- and 2048-bit encryption 
widely used today.

Despite such misunderstandings and marketing exaggerations, the prom-
ise of quantum computing remains profound. Algorithms offering exponen-
tial speedup are poised to become the “killer applications” of quantum com-
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puting. Fields such as drug discovery, cryptography, and optimisation hold 
tremendous potential, reshaping industries and societal functions. However, 
these groundbreaking algorithms depend on much more advanced quantum 
hardware than is currently available, keeping their practical advantages largely 
theoretical for now.

Even lower-speedup categories, such as heuristic and polynomial speedup 
algorithms, could deliver meaningful, practical benefits as quantum hardware 
improves and problem scales grow. However, unlocking this potential requires 
overcoming significant bottlenecks, such as high error rates, limited scalability, 
and integration challenges.

Finally, beyond the known applications, quantum computing may uncover en-
tirely new opportunities in areas where classical computers fall short. Research-
ers are diligently exploring novel algorithms that could broaden the scope of 
quantum applications. As technology advances, so will our understanding of 
how to harness its unique capabilities to address some of the world’s most 
complex challenges.
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4/ When is quantum 
computing ready for 
use?

When considering the right time to adopt quantum technologies, it is essential 
to understand that quantum readiness is multifaceted. The first step is under-
standing the specific requirements of your application—some industries and 
problems may benefit from quantum sooner than others. However, beyond the 
specific needs of your application, it is essential to consider the broader read-
iness of quantum computing itself. This includes the maturity of the hardware, 
the availability of algorithms suited for practical use, the readiness of the tal-
ent to implement these solutions, the development of software tools and plat-
forms, and the health of the ecosystem and supply chain supporting quantum 
innovation. Each component is vital in determining when quantum computing 
can truly be adopted on a scale.

Critical milestones and breakthroughs will indicate when quantum computing 
is ready for broader commercial use. A key measure of hardware readiness is 
not just the number of qubits but also their quality and stability. While systems 
with over a thousand physical qubits have already been introduced (e.g., by 
IBM and Atom Computing), these systems face significant challenges due to 
high error rates in computations. To unlock the most promising applications, 
advancements are needed not only in increasing the number of qubits but also 
in improving error rates and coherence times (how long qubits can maintain 
their state)—along with solving many related challenges on the way.

 Multifaceted nature of readiness
hardware
software & algorithms
talent
ecosystems

 
 Signposts of readiness
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Determining when quantum computing is “ready” requires a comprehensive 
assessment of various factors. These include the maturity of the hardware, the 
availability of suitable algorithms, and the readiness of the talent pool. This chap-
ter explores these factors and highlights key indicators that signal readiness for 
broader commercial adoption.

How can we measure readiness?
If you have been following the news about quantum computing, you almost 
certainly have noticed the race to set new records in a number of qubits15. Too 
often, this single measurement unit (number of physical qubits) has been re-
garded as a measure of the readiness of quantum computers, which provides a 
false hope of the actual usefulness of state-of-the-art computers. The number 
of physical qubits can be misleading because it does not indicate how many of 
those qubits are actually usable for addressing real-life problems. Adding more 
qubits can even worsen the situation by increasing noise. As a result, recently, 
the focus of many companies developing quantum systems has shifted more 
to improving the quality of qubits (moving up in Figure 3) than increasing the 
number of those (moving right). 

Figure 3. Current hardware and 
desired development path towards 
large-scale fault-tolerant quantum 
computing.16 
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Defining the “readiness” of quantum computing is also challenging since there 
are multiple dimensions other than hardware readiness that describe how 
much benefit can be achieved from quantum computing. Additional aspects 
of readiness should include, at least, software development, the availability 
and maturity of algorithms, and the preparedness of the workforce. In addition, 
businesses need to consider the readiness of the entire quantum ecosystem—
from vendors to supply chains. Each area is critical in determining when quan-
tum computing will be ready to make a significant impact.

High-level view of the evolution of 
quantum computing 

As we near the end of 2024, quantum computing remains a controversial topic. 
In recent years, there has been a wave of optimism surrounding its potential. 
However, this has been met with pessimism, particularly from those grappling 
with the highly complex challenges hindering development. In this book, we 
aim to acknowledge both viewpoints, recognising that each perspective holds 
merit. Ultimately, the main difference lies in how much time will pass before 
significant breakthroughs are achieved.

Rather than make specific predictions about when certain milestones will be 
reached, given the wide range of guesses in the field, we instead offer a more 
flexible framework to understand the development phases ahead. This ap-
proach allows us to estimate the business impact expected in each phase of 
quantum computing’s evolution.

Be aware that even these eras are educated guesses, and breakthroughs in 
science and technology and ways of using technology may eventually take us 
to unforeseen paths. We can look at the advancement of classical computing 
to gain perspective on the challenge of predicting quantum computing’s devel-
opment. Even with hindsight, it is difficult to pinpoint precisely when classical 
computers were considered “ready.” What we can identify, however, are the 
transitions between eras, key milestones, and breakthroughs that expanded 
the possibilities of what computers could achieve—many of which early pio-
neers never envisioned.

In the same way, the development of quantum computing should be under-
stood as a gradual progression through various developmental phases, each 
with distinct capabilities and limitations. Every phase marks a significant step 
toward the ultimate goal: fault-tolerant, scalable quantum computers capa-
ble of solving complex, real-world problems far beyond the reach of classical 
systems (see Figure 4). By understanding these phases or “eras” of quantum 
computing development, we can better understand where technology stands 
today and is expected to lie ahead. Recognising that some phases’ bounda-
ries are not sharply defined is essential. Transitions to the next might happen 
gradually, and there is often significant overlap between eras. However, just 
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like with geological eras, we can identify some major events that could define 
the boundaries between quantum computing eras. The first major event could 
be the first NISQ algorithm that beats the best classical algorithms in a useful 
task. 

“Identifying the first practical NISQ algorithms is one of the most critical 
challenges of our time . Every company leveraging computing power should 
explore which of their use cases could benefit from these early-stage 
algorithms .”

Ville Kotovirta, QMill

There is a growing community that is searching for near-term solutions. If 
found, this could be a pivotal moment that accelerates the development of and 
investments in quantum computing. However, some experts remain sceptical 
about the usefulness of NISQ-era applications. They think a groundbreaking 
event will be when the first algorithm, which is theoretically proven to beat 
the best classical algorithm, can be successfully executed on a fault-tolerant 
quantum computer. This will start the fault-tolerant era and accelerate the ap-
plications and the market growth of quantum computing. 

 
Figure 4. Eras of quantum computing development.
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Quantum computing now 
The current phase of quantum computing is often called the NISQ (Noisy Inter-
mediate-Scale Quantum) era, based on the type of hardware we are limited to. 
NISQ designates the transition from purely research-based purposes to build-
ing proofs-of-concept with the companies to learn and identify the use cases 
that can be the most beneficial in the first phases of quantum breakthrough.

Focus and practicality now

Currently, the focus is on experimenting with small, niche problems, in which 
quantum computers are particularly good, to explore quantum computing’s 
potential while working to overcome noise and scalability issues. Despite some 
premature claims, so far, there has not been proof that quantum computers 
would perform better than the best classical computers in any practical prob-
lem. Nevertheless, quantum computing systems are already used to solve spe-
cific problems (e.g. optimisation, small-scale quantum simulations, a specific 
type of machine learning), though without the speedup expected over classical 
methods. These use cases are limited to areas where noise and error rates are 
less critical. As a result, early applications are mainly experimentation, learn-
ing, and preparing for the future potential of technology. 

Hardware (limitations) now

Hardware is limited in multiple ways, but the two
most challenging limitations are: 

• Noise and errors
• Limited qubit number and connectivity

In the current stage of quantum computer development, systems are vulnera-
ble to environmental disturbance and the noise from the system itself, so they 
can only perform limited computations before noise disrupts results. 

NISQ computers have a limited number of qubits, typically ranging from tens 
to a few hundred. This constrains the size and complexity of the problems they 
can tackle. Additionally, the connectivity between qubits can limit how effec-
tively algorithms can be implemented.

Algorithms now

Although quantum computing holds immense promise, no quantum algorithms 
have yet been shown to consistently outperform classical ones in real-world 
settings. While certain algorithms, such as Shor’s algorithm, have been theo-
retically proven to offer exponential speedups, their practical deployment de-
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pends on future, more advanced hardware. There is ongoing debate among 
researchers about whether there are already near-term algorithms that could 
provide benefits using NISQ hardware. If such algorithms exist, the question 
remains whether they can be effectively run on noisy quantum systems or if we 
must wait for fault-tolerant quantum computing.

Software tools now

The quantum software environment at this stage is designed for researchers 
and quantum specialists, with Software Development Kits (SDKs) like Qiskit 
(IBM) and Cirq (Google) providing low-level access to quantum hardware. De-
velopers need a basic understanding of quantum mechanics to work with these 
tools, as they must build algorithms at the gate level. At this stage, high-level 
abstractions are minimal, meaning quantum software is accessible primarily to 
experts.

During this phase, simulators (running on classical computers) are crucial for 
testing quantum algorithms since access to quantum hardware is limited and 
noisy. Error mitigation tools are integrated into the SDKs, but true error cor-
rection is still beyond reach. Still, the overall focus is on developing proof-
of-concept algorithms and exploring quantum computing’s potential in highly 
specialised domains.

Talent now

One of the key challenges in the NISQ era is building a skilled quantum work-
force. While academic institutions are increasing efforts to train quantum engi-
neers and scientists, and early adopters have begun hiring quantum special-
ists, a significant talent gap remains. For businesses looking to experiment and 
learn, it is crucial to recruit specialists with expertise in quantum algorithms 
and software development or find someone to partner with. Additionally, it will 
be essential to upskill existing employees and managers to understand the 
unique aspects of how quantum computing operates.

Ecosystems and supply chains now

The current quantum ecosystem is highly fragmented, with multiple companies 
working on different approaches to quantum hardware (see different modali-
ties in Chapter 2). While collaboration between academia, industry, and gov-
ernments is increasing, the supply chains for quantum hardware and compo-
nents still need to be developed. Building a robust supply chain will be crucial 
to scaling production and supporting broader commercialisation as quantum 
technologies advance.
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Short-term future 
In the coming years, we will likely see an increase in the number of qubits in 
NISQ systems, along with the gradual transition towards fault-tolerant comput-
ing (sometimes called early fault-tolerance). This transition means that quan-
tum computers will experience fewer errors during computations, enhancing 
their computational capacity as more logical qubits become available for ac-
tual calculations. However, scalability will remain a major challenge during this 
phase, limiting quantum computers’ applicability to large-scale problems.

Focus and practicality in short-term

Quantum computers will continue to face various limitations, so they will be 
used in tandem with classical systems in a hybrid computing approach. In this 
setup, quantum systems will tackle specific parts of a problem—particularly 
those with significant advantages—while classical computers will handle most 
tasks, as they are still better suited for most applications. This hybrid model 
will be key to introducing quantum computing into practical business environ-
ments.

This phase marks a shift from experimentation to real-world business appli-
cations. Quantum-classical hybrid systems will begin to demonstrate value in 
specific areas, where quantum computers will be used to solve sub-problems 
that play to their strengths. However, the limited scalability of quantum sys-
tems will confine their use to targeted, specialised applications.

Hardware (limitations) in short-term

As quantum hardware advances, we will likely see increased competition be-
tween several competing paradigms for quantum computing. Each of these 
paradigms has its strengths and weaknesses, and it is unlikely that a clear win-
ner will emerge without a breakthrough in a specific qubit technology. Some 
systems may be categorised as advanced NISQ machines with more qubits 
but higher error rates. In comparison, others will prioritise reducing error rates 
(with fewer qubits) to achieve early fault-tolerant computing. Either way, these 
early systems will continue to face significant hardware limitations: 

• limited qubit scaling
• communication bottlenecks
• expensive and inaccessible hardware

While the number of qubits is expected to increase, creating logical qubits 
will still require a large overhead of physical qubits, limiting the overall com-
putational power. Most qubits will be devoted to error correction rather than 
computation. Furthermore, communication bottlenecks present another chal-
lenge. Loading data into quantum computers and reading the results back into 
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classical systems can be time-consuming and introduce additional latency. In 
hybrid systems, this back-and-forth exchange offsets some of the computa-
tional gains offered by quantum speedups. Finally, early fault-tolerant systems 
are likely to be expensive and require highly specialised infrastructure, such as 
cryogenic cooling, making them inaccessible to many.

Algorithms in short-term

In the short term, we can expect progress in quantum algorithms across sev-
eral areas, including:

• heuristic algorithms 
• new industry-specific algorithms
• quantum-inspired classical algorithms

Many algorithms being explored in the near term, such as those used in quan-
tum machine learning (QML) and quantum annealing, are heuristic (see infobox 
on the next page). To prove sceptics wrong, companies and researchers will 
need to experiment extensively to determine if these algorithms can outper-
form classical approaches.

The development of quantum algorithms tailored for industry-specific use cas-
es (e.g., finance, healthcare, logistics) will be critical during this phase. These 
algorithms will need to show clear, quantifiable benefits over classical methods 
for businesses to justify investments in quantum computing. Currently, most 
algorithms are still experimental or theoretical, and more testing is needed be-
fore we can expect widespread industry adoption.

As quantum algorithms evolve, a parallel race exists in developing quantum-in-
spired classical algorithms. These classical algorithms attempt to mimic the 
structure of quantum algorithms, often improving classical performance in un-
expected ways. This race between classical and quantum algorithms can be 
seen as positive for businesses, as the goal is ultimately to improve efficiency, 
regardless of the technology being used.
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ARE HEURISTIC ALGORITHMS SECRET TO NEAR-TERM 
QUANTUM ADVANTAGE?

Heuristic quantum algorithms (e.g. VQE, QAOA, quantum annealing) are de-
signed for quantum computers to provide approximate solutions rather than 
mathematically proven optimal results. These algorithms are useful for complex 
problems where an exact solution is impractical. While the terms “heuristic al-
gorithm” and “NISQ algorithm” are not synonymous, they often go hand in hand 
in the current landscape of quantum computing.

Heuristic algorithms are often iterative, meaning they repeatedly refine a solu-
tion until it meets certain criteria or reaches a satisfactory level of performance. 
They do not guarantee finding the absolute best solution but aim for “good 
enough”, practical solutions within acceptable timeframes.

So far, no heuristic quantum algorithm has demonstrated a clear advantage over 
the best classical algorithms. Experts are divided on whether NISQ computers 
can achieve a quantum advantage or if more advanced hardware is necessary. 
Sceptics argue that the noise and limitations of NISQ systems may prevent 
these algorithms from outperforming classical methods. However, proponents 
highlight those heuristic algorithms, much like those used in classical AI, can 
still be valuable for specific problems, even without formal proof, by drawing on 
domain expertise and practical application.

Software tools in short-term

The development of software tools for quantum computing is expected to 
advance significantly in the coming years, driven by the growing demand for 
more accessible, powerful, and practical quantum computing solutions.

• Improved developer toolkits and frameworks
• Quantum algorithm libraries
• Quantum-classic hybrid solutions

The quantum software environment will become more sophisticated and ac-
cessible. SDKs (Software Development Kits) allow integration of hybrid work-
flows, where quantum computers handle specific parts of a problem that 
benefit from quantum speedups, while classical systems manage most tasks. 
Cross-platform SDKs are expected to enable developers to write code that can 
run on multiple quantum hardware platforms with minimal changes.
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Higher-level libraries tailored to specific industries, such as finance or health-
care, will likely become available at this stage, making quantum computing 
more approachable for non-experts. No-code and low-code platforms may 
also appear, allowing users with little to no quantum expertise to experiment 
with quantum computing in their fields. Modular quantum functions for specif-
ic tasks, like optimisation or quantum chemistry, will become more common, 
reducing the need for deep quantum knowledge.

Talent in short-term

One of the primary challenges for businesses will be building a skilled work-
force capable of developing, deploying, and maintaining early fault-tolerant 
quantum systems. This means training specialists in quantum hardware and 
software and integrating classical and quantum systems in hybrid architec-
tures. The talent pipeline for quantum computing is still relatively small, so 
early adopter organisations must invest in quantum education programs and 
workforce development.

Ecosystems and supply chains in short-term

As quantum hardware becomes more mature, we will likely start seeing ma-
jor tech corporations’ acquisitions of the most promising quantum startups. 
This would lead to the emergence of larger quantum ecosystems consisting 
of hardware vendors, software developers, research institutions, and industry 
partnerships. These ecosystems will support the broader commercialisation of 
quantum technology and drive the creation of standardised quantum tools for 
business use.

Mid-term future

Focus and practicality in mid-term

This mid-term phase represents the broadening commercial adoption of quan-
tum computing, where high-impact applications begin to solve complex prob-
lems previously considered unsolvable. Quantum computing will start to have 
a widespread impact, influencing numerous industries and global systems:

• Simulating larger, more complex quantum systems 
• Solving large-scale optimisation problems across industries
• Adopting quantum machine learning (e .g . pattern 

recognition and predictive modelling)
• Quantum-proof cryptography adopted as an industrial norm
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Hardware (limitations) in mid-term

The hardware of this era is defined by the acronym FTQC (Fault-Tolerant Quan-
tum Computing). Although there is no clear definition of the milestones re-
quired to reach, the hardware in this era is generally expected to scale up to 
millions of physical qubits while maintaining very low error rates. There is also 
a need for drastically improving coherence times (how long qubits can keep 
their quantum state). 

Even if these are reached, some limitations are likely to exist:

• Resource demands (high overhead) for error correction
• Complex and expensive physical infrastructure
• Manufacturing and material defects
• Multiprocessor qubit communication
• Quantum memory, QRAM

Although fault tolerance will be more advanced, maintaining logical qubits will 
still require a significant number of physical qubits. While systems can handle 
more qubits, scaling towards millions of logical qubits is expected to pose 
challenges due to the overhead. Furthermore, quantum computers, particu-
larly those using superconducting qubits or trapped ions, are still expected to 
require complex infrastructure like cryogenic cooling systems and ultra-sta-
ble environments to operate. This infrastructure is expensive and difficult to 
maintain, limiting the accessibility and scalability of quantum computers. In 
addition, building quantum processors with millions of qubits will require highly 
precise manufacturing processes, and any defects in the materials or design 
could cause errors. Maintaining consistent quality in manufacturing at large 
scales will be difficult.

Ensuring fast, reliable communication between qubits in large quantum sys-
tems will likely remain a technical challenge. Quantum information must move 
efficiently between qubits in a processor and between multiple processors in a 
more extensive network, which could present bottlenecks. Finally, the practical 
implementation of quantum memory (QRAM) remains uncertain (see infobox 
on the next page), as building it at a useful scale presents significant technical 
challenges, including coherence maintenance, resource demands, and error 
correction.17
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Algorithms in mid-term

In the mid-to-long term, quantum algorithms will continue to evolve. However, 
there are a few key areas of uncertainty. 

It is unclear whether quantum computing will develop highly specialised algo-
rithms tailored for particular problems or if we will see the emergence of gen-
eral-purpose algorithms that can be widely applied across different industries. 
The competitiveness of polynomial and heuristic algorithms will also remain an 
open question. If the overhead caused by quantum operations remains high, 
well-optimised classical algorithms may still outperform quantum ones.

Software in mid-term

In the mid-term, quantum software is expected to mature significantly, offering 
user-friendly tools and platforms that make quantum computing more acces-
sible to businesses. Quantum SDKs (Software Development Kits) will become 
highly abstracted, offering high-level quantum APIs (Quantum Application Pro-
gramming Interface) that allow users to focus on solving business problems 
rather than understanding the technicalities of quantum hardware. Quantum 
computing platforms will likely offer domain-specific SDKs and tools that ena-
ble users to run quantum applications without writing any quantum code. 

Quantum-as-a-service is likely to become the norm, with businesses leverag-
ing quantum power for real-time decision-making, optimisation, and data anal-
ysis. Quantum resources will be dynamically allocated across cloud platforms, 
making quantum computing as ubiquitous and accessible as classical cloud 
computing is today.  

DO FUTURE QUANTUM COMPUTERS HAVE A MEMORY? 

Quantum Random Access Memory (QRAM) is a theoretical concept, with no large-
scale practical implementation yet. It aims to provide quantum computers with 
the ability to store and access data in superposition. Unlike classical RAM, which 
retrieves data from a single address at a time, QRAM could theoretically access 
multiple memory addresses simultaneously, greatly enhancing the efficiency of 
quantum algorithms when working with large datasets.

QRAM is particularly important for certain quantum algorithms, such as those used 
in machine learning and database searches, where parallel data access offers a 
major advantage. Many of these algorithms assume that your input for the algorithm 
comes from QRAM (or similar persistent quantum state), which is currently impossi-
ble as QRAM does not exist, and the quantum states collapse after measurement. 
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Talent in mid-term

As quantum computing becomes more practical, the talent landscape will like-
ly evolve. Ongoing debates exist about how much quantum-specific expertise 
future software developers will need. With trends like no-code and low-code 
development on the rise, future quantum computing platforms may not require 
every developer to have a deep knowledge of quantum mechanics. Instead, 
high-level development tools could make quantum computing more accessi-
ble to a broader range of professionals. Furthermore, cross-disciplinary col-
laboration will become increasingly important. Talent will need to span across 
quantum specialists, software engineers, and domain experts in industries like 
healthcare, finance, and logistics. Integrating quantum computing into existing 
workflows will be essential for practical adoption.

Ecosystem and supply chain in mid-term

Will we have a dominant design? Breakthroughs in different modalities can 
be defining factors in the race for dominant design (e.g. superconducting vs. 
neutral atom qubit technology). This may have surprising effects on winning 
ecosystems. If one actor has bet on the wrong horse, they may be forced out 
of the game. On the other hand, some players may rise above qubit technolo-
gies and become fully cross-platform players.

Long-term future and beyond
The ultimate goal of quantum computing is to reach the large-scale fault-toler-
ant phase, where machines can perform large-scale, error-corrected quantum 
computations without limitations caused by noise from the environment. When 
this level of technology is reached, it will open the door to discoveries, dis-
rupt entire industries, and lay the groundwork for the future of computing (see 
Chapters 5 and 6).

Hardware, algorithms, and software development may be complicated to en-
vision. For example, at the time of inventing classical computers, probably no 
one could see the real-life use cases in the 2020s. Additionally, uncertainty also 
arises from other factors, such as geopolitical shifts and the development of 
artificial intelligence. These factors could significantly influence the pace and 
direction of quantum computing development. Geopolitical competition might 
accelerate investments and breakthroughs in quantum technologies, while ad-
vancements in AI could help optimise quantum algorithms, discover new ap-
plications, or enhance quantum error correction techniques.
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Conclusion – When will it be ready?
While quantum computing still needs time before it is ready for widespread 
business use, and significant challenges remain before it can meet its high 
expectations, the field is advancing rapidly. Both the public and private sec-
tors are investing heavily, and recent breakthroughs have bolstered confidence 
that practical applications are on the horizon. Building an understanding of the 
signs of readiness and preparing now will be critical for those aiming to lead in 
the future of innovation.
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5/ Which industries 
are ripe for quantum 
disruption?

In business management, it is crucial to shift focus towards the problem-
solving capabilities of quantum computing rather than speculating on which 
industries will face disruption first. 

Quantum computing has the potential to yield diverse benefits, with impacts 
varying across different sectors. For instance, optimisation challenges are rel-
evant to logistics, manufacturing, and finance industries. In some areas, quan-
tum computing might deliver modest efficiency improvements. In contrast, in 
others, it could enable transformative changes that inspire a new way of doing 
business, such as shifting from annual planning to real-time control.

Quantum computing also promises to revolutionise industries that rely on phe-
nomena based on quantum mechanics, such as materials science and phar-
maceuticals. These advancements could lead to discoveries and innovations 
that reshape entire fields. The competitive edge will likely belong to businesses 
that adopt quantum computing early, especially in computationally intensive 
fields like finance, where even a temporary quantum advantage could provide 
a significant advantage.

A more strategic approach is to explore the business opportunities and risks 
of quantum computing across three time horizons: short-term, medium-term, 
and long-term. In each phase, quantum computing will play different roles and 
hold varying significance across industries.

 Optimisation opportunities

 Quantum mechanics-based breakthroughs

 Adopt three time horizons thinking to structure possibilities
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Foresighting quantum computing helps us prepare for the changes it may bring. 
In this chapter, we will examine its impact on both industry sectors and the wider 
society, using the same three time horizons explored earlier in the book to assess 
the development of quantum technology and quantum computing.

How can foresight unlock 
quantum opportunities? 

Foresight offers a valuable perspective for examining the future business land-
scape, particularly in the context of complex and transformative technologies 
like quantum computing. By systematically exploring potential technology sce-
narios, identifying emerging industry trends, and analysing how these trends 
intersect with opportunities presented by quantum computing, we can gain 
valuable insights into the opportunities and challenges.

A networked foresight approach is precious in quantum computing, where un-
certainty and complexity make it challenging to pinpoint business relevance. 
This approach, which harnesses the collective intelligence of diverse stakehold-
ers, is embodied in the “future radars” we present (see Figure 5 and Figure 6). 
Compiled from research and collaborative sense-making with companies and 
other actors in the financial and pharmaceutical industries, these radars provide 
a dynamic framework for understanding the evolving quantum landscape.

The approach in these radars differs somewhat from the more common use 
of future radar for horizon scanning. Typically, foresight radars identify signals 
across a broad range of future technologies and trends, primarily relying on liter-
ature studies. However, in this instance, our focus has been on deeply exploring 
a single emerging technology – quantum computing – across multiple dimen-
sions and with a high level of granularity. Quantum computing’s novelty means 
existing information often centres on technical aspects while providing limited 
insight into the possible transformations and wider consequences within specif-
ic industries. This has necessitated a degree of imaginative thinking to identify 
signals relating to the future development trajectories of various sectors. 

These radars are living documents, constantly evolving to reflect new insights 
and encourage ongoing dialogue. By sharing these, we hope to inspire your 
company to think creatively about the possibilities this technology might bring. 
They can serve as a foundation for developing your company’s future-scan-
ning capabilities and strategies, enabling you to identify emerging trends and 
potential disruptions. The true value lies not in isolated signals but in under-
standing the broader patterns of change these signals indicate.

Let’s begin by examining the financial services sector and the potential impact 
of quantum computing on its development. We’ll highlight some signals from 
the future radar to illustrate key trends. After finance, we’ll take a similar look at 
the pharmaceutical industry, and finally, we’ll touch upon other sectors, such 
as energy and manufacturing.
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Financial services in three 
quantum time horizons

In financial services, quantum computing will offer a transformative advantage 
in the future by enabling robust optimisation and stochastic modelling capa-
bilities. Unlike classical computing, quantum algorithms will be able to handle 
probabilistic calculations and evaluate multiple scenarios simultaneously. This 
is particularly valuable in finance, where statistical models and algorithms are 
often applied to predict asset prices, returns, and risk factors that evolve ran-
domly over time. The more complex the calculations, the more quantum com-
puting’s strengths become apparent.

Quantum computing has the potential to speed up combinatorial optimisa-
tion, allowing financial models to consider a broader set of variables and yield 
global rather than local solutions. Though quantum simulations might play a 
lesser role in finance than in industries like pharmaceuticals or aeronautics, it 
is crucial to recognise the considerable potential of quantum technology to 
revolutionise market simulations and real-time optimisations. Furthermore, 
by integrating with machine learning, quantum computing may ultimately en-
hance predictive analytics and anomaly detection, improving decision-mak-
ing in finance in ways that classical computing cannot achieve18. You can find 
more detailed information about the types of problems suitable for quantum 
computing on page 28.

The future radar is presented in Figure 5 highlights signals that illustrate the 
potential impact of quantum computing across various dimensions – societal, 
environmental, legal/security, and political/economic – in addition to poten-
tial use cases. It employs the same time horizons used throughout this book: 
short-term, mid-long-term, and very long-term. However, the precise place-
ment of individual signals on the radar is less critical in this context. The goal 
is not to make specific predictions but to highlight various potential paths and 
encourage strategic thinking. It is important to note that technologies and ap-
plications will likely advance alongside improvements in quantum computers 
and algorithms. For example, while portfolio optimisation can be performed 
with quantum-inspired algorithms today, future quantum computers will enable 
us to perform this optimisation directly. As those computers advance, we can 
expect even greater precision, the ability to handle more variables, and oper-
ation closer to real-time. So, it is essential to note that the signals identified in 
this radar represent the outcome of a single foresight exercise and are based 
on current perspectives. The placement of signals on the radar, both in terms 
of time and dimension, depends on the specific development aspect that each 
signal aims to convey.
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Figure 5. Example of a future radar showcasing the role of quantum 
computing in financial services.
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Financial services now and in the short term

Within the financial services sector, several pioneering companies, particularly 
large banks, have already established dedicated quantum computing teams. 
These companies are actively now exploring use cases in areas such as car-
bon footprint assessment, service feature optimisation, credit risk analysis, 
portfolio optimisation and quantum machine learning opportunities19. The fi-
nancial sector is precisely the kind of industry where even minor improvements 
in optimisation can lead to significant cost benefits due to the global scalability 
of its operations20. 

In the near term, quantum algorithms can potentially significantly enhance risk 
assessment in credit and insurance. These areas, often involving complex op-
timisation problems, are well-suited to leverage the computational advantages 
of quantum computers. For example, quantum algorithms could be used to 
more effectively model and predict credit defaults and assess the likelihood 
of insurance claims. Quantum-enhanced Monte Carlo simulations could offer 
significant improvements in these areas, enabling more accurate and efficient 
analysis of complex risk scenarios with fewer computational resources. Finan-
cial institutions could make more informed decisions regarding loan approvals 
and insurance pricing by improving risk models. This could lead to a more 
efficient allocation of capital, reduced risk exposure, and potentially more com-
petitive products and services for customers. 

Quantum algorithms are also being applied to ESG investing, potentially en-
abling more sophisticated analysis and optimisation of portfolios considering 
environmental, social, and governance factors. As quantum computers and 
algorithms advance, they can process larger datasets more efficiently, facili-
tating highly sophisticated ESG modelling and supporting investors in making 
informed and sustainable choices.

Moreover, quantum computing may accelerate the entry of BigTech companies 
into the financial services market. Many of today’s BigTech giants are already 
active in the quantum computing field, and their expertise could give them a 
significant advantage in developing and deploying quantum-enhanced finan-
cial applications. This trend has the potential to disrupt the financial landscape 
significantly. For example, several BigTech companies already offer loans in 
addition to bank accounts, blurring the lines between technology and finance21. 
As many of these companies could leverage quantum computing to provide 
innovative and personalised financial products, the traditional boundaries of 
the financial services market could erode, leading to increased competition 
and potentially reshaping the industry. 

Furthermore, financial institutions must be mindful of quantum computing’s im-
pact on cybersecurity.  As they handle highly sensitive data and manage con-
tracts that must remain tamper-proof, the “harvest now, decrypt later” threat, 
where encrypted data is recorded today for future decryption with quantum 
computers, is of particular concern. Financial institutions should proactively 
address this vulnerability to ensure the long-term security of their systems and 
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customer data. A more detailed discussion of quantum computing risks can 
be found in Chapter 7. 

Financial services in mid-long term

In the mid-long term, quantum computers may transcend the limitations of 
classical computing, tackling even problems previously deemed impossible. 
With a significant increase in the number of logical qubits, quantum algorithms 
may enable tackling complex optimisation problems at unprecedented scales, 
leading to solutions that were previously out of reach. In simulation, quantum 
computers could model increasingly complex phenomena, even enabling re-
al-time simulations of dynamic environments. In the mid-term, the financial 
sector may also experience the emergence of quantum-boosted AI systems 
for large-scale data analysis, pattern recognition, and predictive modelling.

BANKING AND FINANCIAL INSTITUTIONS
Quantum computing has the potential to reshape the banking industry by ena-
bling the handling of intricate datasets and elevating decision-making process-
es to new levels. It is highly probable that quantum algorithms will outperform 
classical methods in areas such as portfolio optimisation, price optimisation, 
forecasting, risk management, and arbitrage. This leads to faster and more 
accurate operations. It aligns with the rise of data-driven decision-making and 
automated systems. Real-time insights and predictive analytics may quickly 
become the standard.

Quantum technologies may also support the trend toward personalised finan-
cial services by enhancing customer profiling and credit assessments, aligning 
with the shift toward tailored financial solutions. Quantum computing could also 
accelerate changes in banking models by enabling more sophisticated financial 
products, favouring tech giants and non-traditional players. This would intensify 
competition and may push financial services toward platform-based models, 
where real-time, personalised financing is seamlessly embedded into everyday 
transactions, blurring the lines between banks and other service providers.

Supply chain finance helps streamline cash flow by ensuring suppliers are 
paid promptly while buyers manage payments over time22. Quantum comput-
ing could take this a step further by dramatically optimising how financial re-
sources flow through complex supply chain networks. With its unparalleled 
data processing capabilities, quantum computing can track and analyse trans-
actions in real-time, efficiently managing liquidity and allocating funds where 
they’re most needed. As quantum technology evolves, it could become an 
invaluable tool for businesses, boosting resilience and responsiveness across 
their supply chains.

Additionally, quantum-driven economic scenario modelling could improve risk 
mitigation strategies, potentially helping financial systems to become more re-
silient in a volatile global economy.
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“Fundamentally, finance is all about optimisation and trust.”
Petri Liimatta, OP

INSURANCE
Quantum computing has the potential to reshape the insurance industry by 
enabling more precise risk assessment23 and pricing optimisation, allowing in-
surers to offer more personalised and competitively priced policies. With the 
ability to process vast datasets and consider far more variables than classical 
methods, quantum technologies could enable faster, more accurate risk cal-
culations, making it possible to adapt policies in real time to evolving risks. 
Additionally, quantum technologies may improve fraud detection, scenario 
modelling, and portfolio management for insurers’ investment strategies.

Quantum-enhanced data analysis may also empower insurers to provide pro-
active, real-time risk mitigation advice to their customers, shifting their role 
from risk mitigators to partners in risk prevention. For example, the ability to 
model natural phenomena more accurately could help insurers advise clients 
on minimising potential damages from disasters.

The industry is considering whether early adopters of quantum computing will 
secure a more favourable risk pool, potentially leaving higher-risk clients to 
those who are slower to adopt. Furthermore, quantum-powered real-time risk 
assessment could accelerate the integration of insurance products directly into 
other services, blurring the lines between traditional insurers and digital service 
providers.

“Quantum computing in itself provides insurance companies with almost 
limitless and carbon-free computing power. Combined with artificial 
intelligence and the Internet of Things, the industry is undergoing a 
revolution comparable to when computers first entered the scene.”

Heikki Lassila, LähiTapiola

REGULATORY FRAMEWORK DEVELOPMENT
With quantum computing reshaping financial services, regulatory frameworks 
must evolve to address both its benefits and risks. Beyond concerns about 
data security and privacy, quantum’s speed and power introduce challenges 
related to transparency and compliance. Stricter reporting standards will likely 
be required to ensure quantum-powered tools, such as real-time risk assess-
ments, operate within legal and ethical boundaries.

Quantum’s data-processing capabilities may offer opportunities to improve 
market oversight, enabling regulators to detect systemic risks and potential 
financial crises earlier. This could lead to more proactive measures to stabilise 
markets before disruptions occur. Quantum-enhanced fraud detection could 
provide regulators and institutions with faster, more accurate tools to identify 
fraud by analysing complex datasets, reinforcing financial system integrity.
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The growing importance of data as a critical resource raises vital questions 
about its ownership and reliability. To regulate a quantum-driven financial 
landscape effectively, we must first understand the evolving connections, 
dependencies, and shifts in business practices shaping the industry. 

Katja Taipalus, Bank of Finland

Quantum technologies may also shift market competition, giving early adop-
ters an edge. Regulators must monitor potential imbalances and broaden their 
oversight to include non-traditional players, such as tech companies leverag-
ing quantum, to maintain a fair and competitive financial landscape.

Financial service in the long term

In the long term, quantum computing can potentially transform the financial 
services sector, influencing industry practices and delivering broader societal 
impacts. This technology could enable real-time forecasting of financial crash-
es24 by analysing vast and complex market data with unprecedented speed 
and accuracy, offering the possibility of predicting and mitigating financial cri-
ses before they escalate. Such capabilities would contribute to a more stable 
and resilient financial system, safeguarding economies worldwide.

With enhanced abilities to model and predict risks, financial institutions could 
develop more effective risk management strategies, including creating inno-
vative insurance products and optimising investment portfolios to withstand 
potential shocks. Quantum-powered climate models, for example, could allow 
insurers to assess and price climate-related risks more accurately and advise 
their clients on risk mitigation strategies, ultimately supporting a more sustain-
able and informed approach to managing climate impacts.

Real-time simulation models could also become the norm, powered by quan-
tum computing’s capacity to process and simulate market dynamics and risk 
factors in real-time. This advancement would enhance the precision of pricing, 
portfolio optimisation, and investment strategies, leading to a more dynamic 
and efficient market environment that benefits both investors and the broader 
economy.

However, integrating quantum technology presents challenges. RSA encryp-
tion, which underpins much of today’s online security, could become vulnera-
ble, prompting financial institutions to adopt quantum-resistant cryptography 
to protect sensitive data and maintain trust within the digital financial system. 
The development of a quantum internet could eventually enable secure com-
munication in selected high-security applications.
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Pharmaceuticals in three quantum 
time horizons

The pharmaceutical industry stands apart with its unique challenges and long 
development timelines. Bringing a new drug to market is a complex and costly 
endeavour, often requiring decades of research and billions of euros in invest-
ment. Most drug development projects fail, underscoring the intricate nature 
of biological systems and the difficulty of predicting the efficacy and safety of 
new therapies. However, these challenges make the pharmaceutical sector a 
prime candidate for quantum computing. At the heart of drug discovery lies the 
interaction of molecules governed by the laws of quantum mechanics. Quan-
tum computers, with their inherent ability to simulate quantum phenomena, 
offer the potential to accelerate drug development, optimise clinical trials, and 
pave the way for more personalised medicine. This chapter examines how 
quantum computing could transform the pharmaceutical landscape, potential-
ly leading to significant healthcare and human health advances. 

One way to begin analysing the potential of quantum computing is to break 
down key processes within the industry and identify their associated challeng-
es and development needs. Understanding the underlying mathematical prob-
lems within each process allows you to explore how quantum computing of-
fers solutions. In the pharmaceutical industry, this approach can be particularly 
valuable. The following table 5 categorises pharmaceutical industry processes 
by the challenges associated with each stage, along with potential quantum 
computing use cases.
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Need for Potential quantum use cases

Drug discovery

entailing the conceptualisation of 
the therapeutic into a molecule with 
known pharmacologic effects

• Target identification
• Target validation
• Assay development
• Screening

• Improved signal detection in large datasets 
• Overcome experimental limitations
• Enhanced test reliability
• Comprehensive analysis
• Virtual screening of massive libraries

• Accelerate molecule finding
• Enhancing CADD approaches
• Generate deepfake data for ML learning data
• Hypothesis finding by ML to structure 

relationships properly and predict the 3D 
structure of target proteins

• Enhance hit generation and identification
• Virtual screening
• Disease understanding

Drug development

steps taken to convert the molecule 
above into an approved and registered 
drug product 

• Optimisation
• Preclinical studies
• CMC (chemistry, manufacturing, 

controls)

• Significantly improved drug design
• Enhance lead optimisation to improve R&D productivity
• Algorithms that reflect human systems
• Predicting clinical outcomes from preclinical results

• Optimisation of candidate properties
• ADME (absorption, distribution, metabolism, 

excretion) prediction
• Activity prediction
• Toxicity prediction
• Molecular-mechanics simulation
• Molecular-dynamics simulation
• Dosing optimisation
• Solubility optimisation
• Financial risk optimisation
• Catalysis optimisation
• New product formulation

Drug development – Clinical trials

• Phase I
• Phase II
• Phase III

• Reduce failure rate (>90%)
• Cost reduction
• Algorithms that simulate drug-patient interaction
• In vitro-in vivo correlation 
• Pharmacokinetic-pharmacodynamic prediction
• Patient virtualisation

• Patient identification and stratifications
• Patient pharmacogenetic modelling
• Causality analysis for side effects
• Trial-site selection optimisation
• Imputing missing data in clinical trials/ real-

world evidence

Approvement

• Regulatory submission and review

• Reduce uncertainty
• Minimise launch delays
• Rapid analysis of clinical trials
• Rapid analysis of various data sources

• Enhanced risk assessment
• Predictive modelling for patient responses
• QML for pattern identification and data 

analysis

Commercialisation

• Post-marketing surveillance & clinical 
studies (Phase IV)

• Market access – commercial & 
medical

• Treatment optimisation and cost-effectiveness from a 
societal perspective
• Personalised medicine

• Patient understanding: analysis of real-world 
data and QML for personalised insights

• Automatic drug recommendation
• Tailored healthcare providers – patient 

engagement
• Forecasting of market demand, regulatory 

changes, competitor actions, and market 
dynamics

Production • Sustainability and cost-efficiency • Calculation of reaction rates in API production
• Optimisation of catalytic processes
• Optimisation of material and waste flow in 

production facilities
• Enhance new product formulations
• Quality monitoring
• Optimisation of temperature in production 

facilities
• Predictive maintenance

Logistics & supply chain • Sustainability and cost-efficiency • Route optimisation
• Network optimisation
• Dynamic inventory optimisation
• Dynamic warehouse optimisation
• Procurement optimisation

Life cycle management • LCM by repurposing/ reformulation • Identifying and validating potential new targets
• Optimising formulation
• Predicting clinical outcomes

Table 5. Examples of pharmaceutical industry processes,  
key challenges, and potential quantum computing use cases. 
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As with finance, we have also gathered signals for three time horizons on the 
future radar for the pharmaceutical industry (see Figure 6). The radar includes 
social, legal/security, political/economic, and environmental perspectives spe-
cific to the pharmaceutical industry and elements relevant to other sectors, 
such as general product development, logistics, and market analysis.

Figure 6. Example of a future radar showcasing the role of quantum computing in the pharmaceutical industry.
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Pharmaceuticals now and in the short term

The pharmaceutical industry is where large R&D-intensive companies are al-
ready making significant progress in identifying potential use cases, testing 
quantum algorithms, and building partnerships and ecosystems to drive inno-
vation25. Several startups are also actively developing algorithms specifically 
for the noisy quantum era26. In the drug development process, the initial appli-
cations may not necessarily be molecular modelling but screening virtual com-
pound libraries. Quantum computing is expected to enhance computer-aided 
drug design (CADD) by predicting molecular properties with high accuracy in 
the future. Currently, CADD is limited to small to medium-sized drug candi-
dates and is sequential mainly due to the capabilities of existing computers. AI 
and quantum-inspired CADD are already paving the way towards the future of 
automated drug development in this early stage. 

Moreover, drug development and production involve numerous optimisation 
problems where early-stage quantum and quantum-inspired algorithms can 
be applied, such as designing clinical trials and optimising logistics. As quan-
tum computing advances, pharmaceutical companies build new networks and 
capabilities to leverage this technology effectively. To prepare for the business 
benefits these advancements may bring, many pharmaceutical companies are 
establishing collaborative learning ecosystems that involve both internal teams 
and external partners.

Pharmaceuticals industry in mid-term

DRUG DEVELOPMENT
Quantum computing is poised to be crucial in supporting silico drug develop-
ment, where simulations and modelling replace traditional lab experiments. 
Quantum algorithms will enable more accurate simulations of molecular in-
teractions, allowing researchers to identify drug candidates faster and with 
greater precision. This advancement could significantly accelerate the drug 
discovery process, reduce costs, and unlock new possibilities for treatments 
that were previously too complex to explore.

In addition to drug discovery, quantum technologies will likely improve clinical 
trial design and optimisation. Quantum algorithms could analyse large patient 
datasets to identify optimal trial participants, reduce the time needed for trials, 
and increase the likelihood of success. The technology may also support the 
rise of personalised medicine by allowing for more precise matching of treat-
ments to individual genetic profiles, leading to more effective therapies with 
fewer side effects.

A particularly promising application of quantum computing is in biopharma, 
where drug development often involves large, complex biological molecules. 
Quantum technologies excel at handling the intricate interactions between 
these larger molecules, offering the potential for breakthroughs in areas like 
protein folding and biologics. This capability could help biopharma’s quest to 
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develop targeted therapies for chronic and rare diseases. Additionally, quan-
tum-powered simulations could reduce the reliance on animal testing by im-
proving early-stage testing accuracy.

EFFICIENT AND SUSTAINABLE PHARMA
Beyond drug development, quantum computing may drive efficiency in phar-
maceutical production by optimising manufacturing processes. Quantum al-
gorithms will enhance automation in production lines, reducing waste and in-
creasing resource efficiency. Quantum computing may also transform logistics 
and supply chain management in the pharma sector. By enabling real-time 
tracking and predictive logistics, quantum technologies could help streamline 
operations, ensuring that medicines are delivered more quickly and reliably, 
even across global supply chains.

Additionally, fraud detection may improve with quantum-enhanced security 
measures, safeguarding against counterfeit drugs—a growing concern in the 
industry. With better tracking and authentication systems, quantum technolo-
gies could help ensure that only genuine products reach patients.

PHARMACEUTICALS AS R&D INTENSIVE INDUSTRY
Quantum computing’s ability to accelerate drug discovery may shift the bal-
ance of the patent system. Pharmaceutical companies rely heavily on patents 
to protect original drugs and generate profits. However, as quantum comput-
ing and AI can make processing vast amounts of data easier, the competitive 
advantage of patents could weaken.

Quantum’s impact on patents may also shift where drug development occurs. 
For instance, China is rapidly increasing its investments in quantum com-
puting and AI, leveraging its regulatory framework on data usage to advance 
personalised medicine and drug discovery. China is already a major player in 
manufacturing active pharmaceutical ingredients (APIs), the components of 
medications that produce therapeutic effects. With the adoption of quantum 
technologies, China could further strengthen its position in the pharmaceutical 
value chain by accelerating drug development and reducing time-to-market.27

Quantum-enabled healthcare in long term

As quantum computing advances, we are approaching a point where it can ful-
fil its transformative potential. This opens exciting possibilities in medicine and 
life sciences, allowing us to address previously unsolvable challenges. Quan-
tum computing could transform healthcare by tackling complex issues such as 
decoding genetic diseases and advancing our understanding of mental health. 
With vast amounts of data becoming more accessible, quantum computing 
could drive personalised therapies on a large scale, tailoring treatments to in-
dividual patients with unprecedented precision.
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“Currently, it takes approximately 10-12 years to develop a single molecule 
into a treatment for the patients. The path is very risky, and the project 
might end at any point . Quantum computing presents a promising 
opportunity to accelerate this process, allowing faster, more cost-effective 
development of new treatments and developing new treatments faster . 
Especially the early phases in development may change if the quantum 
computing increases the probability to take the right molecules forward . 
At best, it means decreasing development costs and faster access to new 
treatments .”

Nadia Tamminen, Pharma Industry Finland

Quantum computing might also significantly reduce the failure rate of drug 
development. Currently, over 90% of new drug candidates fail, often during 
expensive late-stage trials. By enabling more accurate simulations of molecu-
lar interactions, quantum computing could predict toxicity and efficacy earlier 
in the process, reducing risks and allowing more companies to participate in 
drug development.

Furthermore, quantum computing has the potential to significantly enhance 
the process of in silico drug development by shifting a significant portion of the 
discovery process into virtual simulations. By rapidly modelling molecular be-
haviours, quantum computing could speed up drug testing, predicting safety 
and efficacy without requiring extensive laboratory experiments. This transition 
to digital labs would necessitate significant investments in IT infrastructure, 
capabilities building, data management, and cybersecurity.

Quantum simulations could also optimise pharmaceutical production, reduc-
ing waste and improving efficiency in manufacturing. Ultimately, quantum 
computing might help people stay healthier by enabling faster treatments and 
more precise therapies, potentially easing the burden on healthcare systems 
and reducing societal healthcare costs. 

Catalysing future transitions
Earlier, we explored how strategic foresight reveals opportunities for quantum 
computing in various industries, focusing on financial services and pharma-
ceuticals. We noted trends such as the rise of Big Tech and embedded ser-
vices in finance and the role of quantum computing in personalised medicine.

We can extend the approach to identifying transitions beyond individual indus-
tries. By focusing on broader trends, we can explore how quantum computing 
might accelerate progress toward sustainable development as a whole or delve 
into specific areas such as the energy transition or the rise of electrification.

In this section, we highlight a selection of these compelling themes, examin-
ing how quantum computing can catalyse their development and reshape the 
future.
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Energy transition

The energy sector has been at the forefront of exploring quantum computing 
applications, driven by the need to address the complex challenges of tran-
sitioning to a more sustainable and resilient energy system. Major companies 
are exploring quantum algorithms to optimise power generation, storage, grid 
management, and complex energy management tasks. They are also investi-
gating customer-facing applications such as demand forecasting and smart 
charging. At this stage, the primary motivations for collaborating with research 
partners on quantum computing topics are the expected improvements in ef-
ficiency and innovation.

As technology matures, quantum computing is set to transform how we gener-
ate, distribute, and consume energy. Looking further ahead, quantum computing 
can potentially drive breakthroughs in clean energy innovation and sustainable 
material design. By enabling a deeper understanding of complex chemical re-
actions, quantum simulations could unlock new technologies such as advanced 
solar cells, more efficient biofuels, and even fusion energy. At the same time, 
quantum-enabled material science could lead to lighter and more durable com-
ponents for renewable energy infrastructure, from wind turbines to solar panels, 
making clean energy solutions both more efficient and cost-effective.

Circular economy in manufacturing

The circular economy presents a compelling opportunity for quantum comput-
ing to catalyse transformative change in manufacturing. While these possibil-
ities remain largely exploratory, the potential is clear: quantum technologies 
could enable the industry to reimagine production systems with sustainability 
and resource efficiency at their core.

Creating new materials designed for recyclability or biodegradability is an area 
where quantum computing could significantly impact. By leveraging its ability 
to simulate materials at the atomic level, quantum technology could accelerate 
the discovery of sustainable alternatives that are easier to recycle or decom-
pose, supporting circular design principles from the outset. Quantum simu-
lations could also help model complex chemical processes, enabling more 
efficient separation of materials or their conversion into reusable forms. 

Quantum algorithms also hold the potential for optimising resource use and 
minimising waste in production processes. Manufacturers could significantly 
reduce costs and environmental impact by finding more efficient ways to use 
raw materials while aligning their operations with circular economy objectives. 
Similarly, quantum-enabled insights could improve the modelling and optimi-
sation of product lifecycles, leading to designs that prioritise durability, repara-
bility, and end-of-life recyclability.
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Efficient logistics and resource distribution are critical for achieving circularity 
at scale. Quantum computing’s optimisation capabilities could transform how 
materials and products are transported and redistributed in circular supply 
chains, creating more resilient systems that minimise waste and energy con-
sumption. Additionally, traceability is essential to circular systems, ensuring 
materials and products can be tracked throughout their lifecycle. Quantum 
cryptography could offer a secure and reliable way to maintain transparency 
in circular supply chains, building trust and efficiency in the flow of resources.

Energy efficiency is another crucial factor. Many recycling and material pro-
cessing techniques today are energy-intensive. Quantum simulations could 
uncover new, less energy-demanding methods for handling and processing 
materials, making circular practices more economically viable and environ-
mentally sustainable.
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6/ How can quantum 
computing create a 
brighter future?

Quantum computing has the potential to unlock solutions to some of 
humanity’s most pressing problems, reshaping industries, economies, and 
even the future of our planet .

Throughout history, scientists have discovered amazing new technologies, 
such as electricity, computing and the internet, which initially seem to lack 
real-world applications. The extremely limited views that people had about po-
tential applications for these technologies may seem amusing with the benefit 
of hindsight. Today, we know that electricity powers our homes, industries, and 
communication systems. At the same time, modern computing and the inter-
net are ‘carried in our pockets’ and have transformed nearly every aspect of 
life. Now, as we stand on the brink of another technological revolution—quan-
tum computing—we are similarly constrained by our ability to imagine a future 
that looks significantly different from today.

Quantum computers harness the principles of quantum mechanics to perform 
calculations in ways we are only beginning to comprehend. Just as electricity 
was once viewed as a scientific curiosity, quantum computing’s early applica-
tions may seem very limited — especially if we view them through the lens of 
current technological boundaries. 

This chapter aims to broaden that perspective and encourage us to look fur-
ther into the future, where quantum computing could enable transformative 
advancements across industries. In this envisioned future, quantum comput-
ing holds the promise of improving our lives by addressing humanity’s most 
pressing challenges, such as climate change, while unlocking some of the uni-
verse’s deepest mysteries.

 Benefits across industries

 Solving the most pressing problems of humankind

 It helps to understand the universe
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In this chapter, we will highlight these longer-term opportunities that quantum 
computing may offer once the related technological challenges are resolved.

Solving complex challenges 
across industries

Quantum computing has the potential to drive transformational changes across 
a wide range of industries, not by offering short-term fixes but by addressing 
complex, large-scale challenges in the long term.

Optimisation at a global scale

One of quantum computing’s most impactful benefits will be its ability to op-
timise large, interconnected systems that span industries and geographies. 
From global supply chains to urban traffic management and energy grids, 
large-scale quantum computers might be able to process countless variables 
in real-time, helping to make these systems more efficient and resilient. Wheth-
er it is adjusting logistics during a global crisis or managing fluctuating energy 
demands in real-time, quantum computing promises to revolutionise how we 
manage and optimise resources.

Accelerating innovation

Quantum computing’s ability to simulate highly complex processes could drive 
innovation across numerous sectors, from manufacturing to healthcare and en-
ergy. The discovery of materials with enhanced properties—such as increased 
strength, flexibility, or conductivity—could revolutionise industries like automo-
tive and aerospace. By providing unparalleled insights into the molecular and 
atomic levels, quantum simulations can accelerate the development of new 
technologies and materials, advancing innovation at an unprecedented pace.

Enhancing data processing and AI

As quantum-enhanced AI and machine learning gradually become feasible, 
industries that rely heavily on data—such as finance, healthcare, and retail—
could experience faster and more accurate insights. In the future, quantum 
computing may enable businesses to process vast datasets in previously un-
thinkable ways, potentially leading to improvements in predictive modelling, 
customer behaviour analysis, and real-time decision-making. This capability 
could transform how companies respond to market changes, tailor their offer-
ings, and strategise for the future.
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Improving sustainability

One of the key areas where quantum computing is likely to have an impact 
across industries is sustainability. The technology could enable more efficient 
energy use, better waste management, and the design of low-carbon technol-
ogies. From optimising energy grids to discovering new, more efficient energy 
storage solutions, quantum computing could be crucial in reducing industries’ 
environmental footprints and driving the shift towards greener technologies.

Tackling global challenges
Beyond its impact across industries, quantum computing has the potential 
to address some of the most pressing global challenges that humanity faces 
today. By offering new methods to solve complex, interconnected problems, 
quantum technology could pave the way for improved healthcare, a sustaina-
ble environment, and global security—all of which are essential for the future 
of our planet.

Advancing healthcare

Quantum computing’s ability to process and simulate biological systems at a 
quantum level could bring unprecedented advancements in healthcare. One 
of its most transformative contributions may be in drug discovery. Quantum 
computers could simulate molecular interactions with unparalleled accuracy, 
allowing researchers to model how potential drugs interact with the human 
body at the atomic level. This has the potential to drastically speed up the dis-
covery of new treatments and vaccines, reducing the time and cost associated 
with bringing life-saving medications to market.

Moreover, quantum computing could enable personalised medicine by analys-
ing massive datasets of genetic and environmental factors. This could allow 
healthcare professionals to tailor treatments to individual patients, improving 
outcomes and reducing side effects. The ability to model complex biological 
systems in real-time could also enhance disease prediction and prevention, 
allowing for earlier interventions and more precise diagnoses.

Tackling climate change

The fight against climate change is one of the most significant challenges of 
our time, and quantum computing offers new tools that could help address 
it. One area where quantum computing can have a considerable impact is 
climate modelling. Today’s climate models, while advanced, are limited by the 
processing power of classical computers. Quantum computers could take cli-
mate simulations to the next level, enabling more accurate predictions of how 
ecosystems will respond to rising temperatures, melting ice caps, and chang-



Quantum computing: Practical guide to navigating the future

6/ How can quantum computing create a brighter future?

71

ing weather patterns. This, in turn, would allow policymakers to create more 
effective strategies for climate mitigation and adaptation.

In addition, quantum computing could play a key role in developing clean en-
ergy technologies. Quantum simulations can help researchers design more ef-
ficient solar cells, batteries, and energy storage systems, making renewable 
energy more viable globally. Furthermore, quantum algorithms could optimise 
energy consumption across industries, reducing carbon footprints and con-
tributing to a more sustainable future. 

Ensuring global security

The need for enhanced cybersecurity grows as the world becomes more digi-
tally connected. Quantum computing presents both a challenge and an oppor-
tunity in this space. On the one hand, quantum computers could potentially 
break foundational encryption methods, such as RSA and ECC, which secure 
today’s data—posing a significant threat to global security.

However, the quantum threat is also driving innovation in the field of cryptog-
raphy. In response, researchers are developing quantum-safe encryption algo-
rithms designed to withstand attacks from quantum computers. While these 
algorithms are classical in nature, they are inspired by the capabilities of quan-
tum computing. They will be critical for securing communications, financial 
transactions, and sensitive government data in a post-quantum world.

Additionally, quantum computing could improve global security by enhancing 
risk analysis and predictive modelling for large-scale events such as pandem-
ics, natural disasters, and geopolitical conflicts. By processing vast amounts 
of data in real-time, quantum computers could help governments and organi-
sations anticipate and respond to emerging threats more effectively.

Advancing sustainable agriculture

Another global challenge that quantum computing can address is ensuring 
food security and promoting sustainable agricultural practices. Quantum sim-
ulations may model complex agricultural systems, allowing researchers to 
develop crops more resilient to droughts, pests, and disease. Additionally, 
quantum algorithms could optimise water usage and resource distribution in 
agriculture, leading to more sustainable farming practices that produce higher 
yields with less environmental impact.
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From unseen challenges to 
unimaginable solutions

Quantum computing is not just about solving today’s problems; it is about 
preparing for the future. As with all breakthrough technologies, its full potential 
may take time to be visible. However, just as we could not have predicted the 
transformative effects of electricity or the internet in their early stages, we must 
recognise that quantum computing will likely unlock possibilities we cannot yet 
fully comprehend.

Preparing for the unknown

Quantum computing can potentially solve problems we do not yet know exist. 
As the world continues to evolve, new challenges will arise—whether in tech-
nology, science, or society. Quantum systems will provide the tools needed 
to address these unforeseen obstacles by offering solutions beyond classical 
computers’ capabilities.

For instance, as industries become more digitally interconnected, new layers of 
complexity and risk will emerge. Quantum computing’s ability to process vast, 
complex systems may enable us to model and manage these risks in ways we 
have not yet imagined. This applies not only to data-driven fields like cyber-
security and AI but also to social systems, where quantum computers could 
model economic dynamics, global supply chains, or even urban infrastructure 
with greater accuracy, providing predictive insights into future disruptions.

Moreover, quantum computing may help shape a brighter, more resilient, and 
data-driven future. It could enable real-time, multi-variable analysis of global 
systems such as energy distribution, urban planning, and global healthcare. 
Instead of reacting to crises, we may be able to predict trends, optimise re-
sources, and develop solutions before problems arise. This would allow gov-
ernments, businesses, and societies to build resilience and respond more ef-
fectively to unforeseen challenges.

Enabling unimaginable discoveries

In addition to addressing challenges, we can foresee that quantum computing 
will likely lead to discoveries in areas we have not yet considered. In the same 
way that the internet gave rise to entirely new industries, quantum computing 
may spawn applications and breakthroughs that reshape the future of science 
and technology.

For example, quantum computers could help unravel some of the most mys-
terious phenomena in science. Whether it is understanding the true nature of 
dark matter, unlocking the secrets of quantum gravity, or developing new ap-
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proaches to fusion energy, quantum computing could enable new fields of 
exploration that push the boundaries of human knowledge. This ability to mod-
el the universe at a quantum level might lead to a deeper understanding of 
fundamental physics, which could, in turn, transform how we understand the 
world around us.



Quantum computing: Practical guide to navigating the future 74

7/ How can we 
navigate the quantum 
computing risks?

While the full potential of quantum computing may still be years away, the threat 
it poses to current encryption standards is undeniable. The risk is heightened 
by the potential for sensitive information to be stolen and decrypted in the 
future when quantum computers can break current encryption methods. This 
potential impact on data security is a cause for concern and underscores the 
need for organisations to assess their current vulnerabilities and begin plan-
ning for a post-quantum world.

Any organisation that wants to protect its financial data, intellectual property, 
or other sensitive information, particularly sensitive personal information like 
health records, must act immediately. This is especially critical for businesses 
that operate critical infrastructure such as power grids, telecommunications 
networks, transportation systems, and financial institutions.

The threat affects data that will still be classified ten years from now, under-
scoring the need for immediate action. Identifying and transitioning critical 
systems to quantum-safe encryption will be complex and time-consuming. To 
minimise this risk, the industry must transition to quantum-safe encryption, 
prioritise sensitive data, adopt quantum-resistant technologies, and enhance 
collaboration with governments and regulatory bodies.

Quantum computing presents not only challenges to data security but also has 
significant implications for society and geopolitics. As countries enter a ‘quan-
tum arms race,’ disparities in resources and capabilities threaten to increase 
global inequalities. Additionally, the swift advancement of quantum technolo-
gies raises ethical and societal issues, including effects on privacy, data own-
ership, and surveillance. It is essential to understand these risks to prepare for 
and mitigate the potential downsides of advancements in quantum technology.

 Sensitive data is at risk

 Immediate action is needed to transition to quantum-safe solutions

 Collaboration is critical to navigating this challenge
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This chapter shifts the focus from the opportunities presented by quantum 
computing, as discussed in previous chapters, to the risks and threats it 
may introduce. As quantum technologies develop, they could create new 
vulnerabilities in data security, critical infrastructure, and global stability. By 
understanding risks and threats early, we can take proactive measures to 
mitigate them effectively. 

Quantum computing as a security threat 
While quantum computing offers transformative opportunities, it also presents 
significant risks, particularly in the realm of cybersecurity. These risks could 
impact individual privacy, disrupt critical infrastructure, and threaten national 
security, necessitating immediate and coordinated action.

Threats to data confidentiality and privacy

Quantum computing has the potential to profoundly threaten data confidential-
ity and privacy by rendering current encryption algorithms obsolete. Quantum 
computers running Shor’s algorithm could eventually compromise highly sen-
sitive information, such as financial transactions, medical records, and gov-
ernment communications. This vulnerability is exacerbated by scenarios like 
“harvest now, decrypt later,” where attackers steal encrypted data now and 
plan to decrypt it once quantum technology matures (see infobox). 

The most urgent threat concerns long-term sensitive data, such as government 
secrets or critical national infrastructure information. Such breaches could sig-
nificantly erode public trust in digital systems, undermining the reliability of 
essential services and threatening the stability of the digital economy. These 
risks highlight the urgency of transitioning to quantum-resistant cryptographic 
solutions to ensure secure data.
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RISK OF DATA HARVESTING FOR FUTURE DECRYPTION

“Harvest now, decrypt later” refers to a cyberattack where encrypted data is 
stolen today with the intent to decrypt it later when quantum computers become 
powerful enough to break current encryption methods. 

• Harvesting phase: Attackers steal encrypted data from laptops, servers, or 
during transit across networks. The attacker stores stolen data until advance-
ment in quantum computing enables decryption.

• Decrypting phase: Quantum computers are used to break the encryption, 
compromising sensitive data. 

This tactic poses a significant threat to data that retains its value over time. 
Think of it as a ticking time bomb for your sensitive information. The poten-
tial consequences of such attacks are significant. If confidential information 
is decrypted, it could lead to serious privacy breaches, putting individual and 
corporate data at risk. Exploiting vulnerabilities in authentication systems could 
disrupt business operations, resulting in financial and reputational damage. 
Attackers could also steal valuable intellectual property or R&D insights, leading 
to a significant loss of competitive advantage. In addition, digitally signed con-
tracts could be manipulated, resulting in the forgery of legal records, while long-
term ransomware campaigns could further compromise organisational stability.

Disruption of critical infrastructure and services

Quantum computing could also disrupt the operation of critical infrastructure 
and essential services if adversaries break the encryption protecting classi-
fied communications and control systems. Power grids, financial systems, and 
communication networks are all at risk. Attacks on these systems could lead 
to widespread economic disruption and compromise a nation’s sovereignty. 
For law enforcement and intelligence agencies, encryption is crucial for se-
cure communication, intelligence gathering, and data storage. If encryption 
becomes breakable, their ability to protect national interests and conduct cov-
ert operations is compromised. This could affect public safety and national 
defence capabilities.
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How can we build a
quantum-safe future?

Building a secure quantum future requires addressing these challenges through 
two complementary approaches: Post-Quantum Cryptography (PQC) and 
Quantum Key Distribution (QKD). PQC focuses on developing new cryp-
tographic algorithms resistant to both classical and quantum attacks, while 
QKD leverages the principles of quantum mechanics to establish secure com-
munication channels. Together, they form the backbone of a quantum-safe 
digital landscape.

Post-quantum cryptography and 
standardisation

PQC refers to new cryptographic algo-
rithms that are believed to be secure 
against attacks from classical and quan-
tum computers. Although algorithms are 
already available, they are not yet widely 
used. Standards are vital in this transition 
to ensure wide-scale adoption. Standards 
ensure that different systems using these 
new algorithms can seamlessly work to-
gether, providing a unified defence against 
quantum attacks. They also guarantee that 
the algorithms used have been rigorously 
tested and are genuinely secure. Further-
more, standards simplify the transition to 
quantum-safe cryptography by offering 
clear guidelines and best practices, mak-
ing the process more efficient and cost-ef-
fective. 

The National Institute of Standards and 
Technology (NIST) is a critical player in 
this effort, leading the way in standardis-
ing quantum-resistant algorithms. In 2024, 
NIST released the first three standardised 
algorithms for quantum-safe encryption, 
marking a significant milestone in this 
transition. Governments worldwide recog-
nise the importance of this issue and are 
implementing regulations and initiatives 
to promote the adoption of quantum-safe 
solutions. 

THE DECRYPTION OF RSA - WHY 
DO YOU NEED TO ACT NOW?

Some quantum applications, such as using 
Shor’s algorithm to break a 2048-bit RSA 
key, require extremely high-performance 
hardware. Estimates suggest this could 
necessitate millions or even tens of mil-
lions of physical qubits. However, the exact 
number remains uncertain, as advances in 
error correction could significantly reduce 
this requirement. Given this uncertainty, 
predicting when quantum computers will be 
capable of breaking RSA encryption is ex-
tremely difficult, with expert opinions ranging 
widely—between 5 to 40 years.

Regardless of when the threat materializes, 
acting now is critical. Transitioning to quan-
tum-safe encryption algorithms is a complex 
and time-consuming process, estimated to 
take 3 to 12 years, depending on the indus-
try. Additionally, you must account for how 
long your data needs to remain confidential. 
Delaying action increases the risk of your 
sensitive data being vulnerable once quan-
tum decryption becomes feasible. 
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Exploring the quantum key distribution 

While PQC is essential for a quantum-safe future, it may not be enough. New 
methods for breaking even the most robust PQC algorithms could emerge 
as quantum computing evolves. This necessitates a multi-pronged approach 
to exploring alternative solutions like Quantum Key Distribution (QKD). It lev-
erages quantum mechanics principles to distribute encryption keys securely 
between two parties. This makes it virtually impossible for eavesdroppers to 
intercept the keys without detection, ensuring secure communication even in 
the face of quantum attacks.

QKD is a fundamental building block for the quantum internet, a future network 
that uses quantum phenomena to achieve unprecedented security and capa-
bilities. By enabling highly secure communication that is resistant to attacks 
- even from powerful quantum computers – QKD could become a critical part 
of tomorrow’s communication infrastructure. These systems can be integrated 
with classical communication infrastructure, such as fibre optic cables. This 
compatibility could facilitate a gradual transition to a hybrid quantum-classical 
internet, where QKD secures the most sensitive communications.

Collaboration for a quantum-safe future

The transition to a quantum-safe world is a complex and long-term undertaking 
requiring significant resources, technical expertise, and global coordination. Col-
laboration among governments, industries and research institutions is critical to 
overcoming these challenges and ensuring the security of the digital landscape. 
Ultimately, standards and advancements in technologies like QKD are the founda-
tion upon which we can build a quantum-safe world, enabling a safe, interopera-
ble, and innovative digital landscape in this new era of technology.

The risk posed by quantum computing has prompted the U.S. to take early 
action, starting with President Biden’s signing of the Quantum Computing 
Cybersecurity Preparedness Act in 202228, leading to a phased migration 
plan to quantum-safe cryptography. In contrast, the European Union has 
been slower, recently issuing a recommendation in April 2024 to coordinate 
its transition to post-quantum cryptography29. Although still in the recom-
mendation stage, stronger regulations may follow, and businesses should be 
prepared for more stringent EU guidelines shortly.
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Societal and geopolitical implications
The rapid advancement of quantum computing has sparked a global “quan-
tum arms race,” with nations vying for dominance in this transformative tech-
nology. This competition carries significant societal and geopolitical implica-
tions. The first countries to achieve advanced quantum capabilities could gain 
a significant geopolitical advantage, potentially leading to shifts in the balance 
of power and dominance in areas like cybersecurity, economic influence, and 
technological innovation. However, this race also risks exacerbating existing 
global inequalities. Wealthier nations and organisations are better positioned 
to invest in quantum technologies and transition to quantum-safe security, po-
tentially leaving less developed countries and smaller organisations vulnerable. 
Protectionist policies restricting access to quantum technologies or intellectual 
property could further hinder international cooperation and exacerbate these 
inequalities.

Public perception of quantum computing will play a crucial role in its devel-
opment. Fear and misunderstanding could hinder progress and delay the 
potential benefits that quantum computing could bring to society. Therefore, 
it is essential to increase public awareness of the positive impacts of quan-
tum computing while addressing potential concerns. At the same time, the 
rapid advancement of quantum technologies raises critical ethical questions 
surrounding privacy, data ownership, and increased surveillance capabilities. 
Without a well-developed ethical framework, there is a risk that quantum tech-
nologies could be misused.

The need for urgent action and 
collaboration

By working together, we can promote responsible innovation and ensure that 
quantum technology serves the betterment of humanity. Mitigating risks re-
quires urgent and international collaborative action across multiple fronts:

• Adopt quantum-safe cryptography
• Build awareness and expertise
• Foster international cooperation

Investing in quantum-safe cryptography is crucial, with a focus on develop-
ing, standardising, and deploying new algorithms that are resistant to quan-
tum attacks. Governments and organisations must adopt cryptographic agility, 
ensuring their systems can be easily updated as new cryptographic solutions 
emerge.

Awareness and expertise are also critical components of preparedness30. Pol-
icymakers, business leaders, and the public must understand the importance 
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of quantum-safe security. Building a skilled workforce capable of developing 
and implementing quantum technologies will be essential to addressing these 
challenges.

Quantum threats are global challenges requiring collaborative initiatives in re-
search, standardisation, and information sharing. International coordination 
will help protect digital infrastructure and ensure that the benefits of quantum 
technology are shared widely rather than concentrated in a few regions.
In conclusion, while the societal and national security implications of quantum 
computing are daunting, proactive measures can mitigate these risks. Soci-
eties can safeguard their digital infrastructure by developing and deploying 
quantum-resistant solutions, investing in skills and awareness, and fostering 
international collaboration. This will pave the way for a secure and resilient 
future in the quantum era, allowing societies to harness quantum’s full poten-
tial without compromising core values such as privacy, fairness, and global 
cooperation.

“Quantum computing also produces societal risks, but these are already 
being considered, and attempts are being made to mitigate them in 
advance, so the situation is not hopeless.”

Jasmin Jutila, August Associates
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8/ What is the best 
quantum strategy for 
my business?

As businesses navigate the constantly changing landscape of technological 
advancements, quantum computing emerges as a significant frontier. With 
many emerging technologies competing for attention, it is essential to assess 
whether quantum computing aligns with your business goals and why having 
a quantum strategy might be worthwhile. Even if the immediate relevance of 
quantum computing is not entirely clear, exploring its potential now and con-
sidering the role of quantum computing within your business can provide val-
uable insights into future applications and opportunities.

For most companies, a dedicated quantum strategy is not essential at this 
stage. Instead, prioritising continuous learning and experimentation is key. It is 
essential that threats and opportunities of quantum computing are understood 
at the executive level, integrated into the broader business strategy, and reg-
ularly monitored within the organisation’s technology radar. The best plan for 
your business cannot be defined externally only based on the expected dis-
ruptive impact of quantum computing on your industry and your role in it. Your 
plan depends also on available R&D resources, technology adoption culture, 
and renewal capabilities. 

Above all, your quantum strategy should reflect your ambition and risk tol-
erance. Integrating quantum computing opportunities into your business will 
involve several stages and strategic decisions as the technology advances. It 
is essential to plan for different time spans and remain flexible, including the 
possibility that quantum computing may not meet all the expectations set for 
it. However, you will ultimately enhance your readiness to capitalise on new 
technologies by exploring what quantum computing could offer and making 
informed decisions based on a strategic analysis of its developments.

 Be curious about quantum computing

 Explore early

 Tailor your strategy

 Be adaptable

 Enhance your future readiness
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This chapter discusses the essential considerations for creating a quantum 
strategy that aligns with your specific starting point and objectives. It provides 
a framework for evaluating the potential role of quantum computing in your 
business.

How do you evaluate quantum computing’s 
significance for your business?

As with all emerging technologies, the journey towards adopting quantum 
computing follows a path shaped by its perceived usefulness and ease of use. 
However, quantum computing’s early stage of development presents a unique 
challenge: it has yet to deliver clear business benefits, and its full potential will 
take time to materialise. Moreover, the ways quantum computing will be used 
in industries are not fully known and can vary significantly.  

Despite these uncertainties, the first step is to place quantum computing on 
your technology radar. Awareness of the technology and its possibilities will 
allow your business to assess its potential and understand when to engage in 
relevant experiments. When shaping your quantum strategy, you should evalu-
ate the potential benefits, reflect on possible applications, and consider alter-
native starting points for exploration.

Evaluating the potential benefits and internal readiness

To evaluate quantum computing’s potential for your business, begin by exploring 
relevant applications and use cases already identified in existing literature, such 
as optimisation, machine learning, or simulations. Reflect on how these align 
with your business’s current priorities and long-term strategies for innovations.

Next, consider your company’s approach to innovation and technology adop-
tion. Are you a pioneer willing to experiment with emerging technologies, or do 
you prefer to follow proven trends? Evaluate your organisation’s ambition, risk 
tolerance, available resources, R&D intensity, and culture of experimentation. 
These factors will shape how aggressively you should pursue quantum com-
puting opportunities. For some businesses, cautious exploration may be pru-
dent, while for others, early adoption could provide a significant competitive 
edge and foster innovative thinking.

External factors in assessing industry context

Quantum computing’s relevance will also depend on your industry and com-
petitive position. For industries like finance, logistics, or pharmaceuticals, 
quantum applications could offer substantial advantages, such as a nota-
ble cost reduction in logistics or breakthroughs in drug discovery. Reflect on 
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whether quantum computing can address critical challenges in your industry 
or provide new opportunities to differentiate your offerings. Businesses in stag-
nant or highly competitive industries may find that quantum technologies open 
doors to fundamentally reshape industry dynamics.

“Is your company in a position where a vastly superior solution could enable 
you to disrupt your own industry or enter a new one?” 

 Topias Uotila, Unitary Zero Space  

Focus on long-term readiness

Adopting quantum computing is a long-term endeavour, especially for busi-
nesses whose core systems—such as supply chain management, financial op-
erations, or data analysis—are deeply embedded and require substantial effort 
to adapt to new technologies. For these organisations, readiness will depend 
on gradual integration and continuous learning as the technology advances. 
Recognising this, companies should build flexibility into their strategies to 
adapt to the evolving quantum landscape.

Tailoring your approach to quantum computing means balancing ambition 
with caution and aligning exploration with your organisation’s capabilities and 
goals. By evaluating potential benefits, understanding your industry’s dynam-
ics, and starting with accessible entry points, you can position your business 
to seize quantum opportunities as they arise.

What strategy suits your business? 
The journey into quantum computing offers businesses various roles to choose 
from, ranging from trailblazing innovators and early adopters to cautious ob-
servers and those opting to wait and see. Understanding your role in this evolv-
ing ecosystem is critical to aligning quantum opportunities with your strategic 
goals. Your brand image, risk appetite, and the resources available for experi-
menting with quantum technology are critical factors in making a strategic de-
cision. The risks and opportunities differ depending on when you get involved 
in quantum computing and what your role is in the development.

There are several strategies companies can adopt, each suited to different 
risk profiles, innovation capabilities, and business goals. Given that quantum 
computing is still in its early stages with many uncertainties, whatever you 
choose, make sure that your strategy remains flexible and adaptable to po-
tential changes. In addition, adopting a phased strategy is generally advisable, 
starting with small-scale experiments (proof-of-concept projects) and scaling 
up as the technology matures. By doing so, you can identify potential partners 
and better understand how quantum computing development connects to oth-
er technologies that support your business. Let’s explore four broad strategies:
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Do nothing – strategy  

If quantum computing appears irrelevant to your business or its potential ben-
efits seem unappealing, adopting a ‘Do nothing’ strategy may be appropri-
ate. This approach works well for industries like traditional construction, where 
quantum computing is not expected to disrupt the market in the near or mid-
term. Companies with limited R&D resources, slow technology adoption cy-
cles, tight financial constraints, and business models that do not prioritise in-
novation may also find this strategy suitable. However, even if your industry is 
not an early adopter, you should remain aware of decryption risks and potential 
long-term implications (see Chapters 6 and 7). 

Should your perception of quantum computing change in the future, the op-
portunity to be an innovator might have passed, but late adoption could still 
be an option. This strategy can also be suitable if there’s scepticism about the 
potential benefits of quantum computing. However, even Sceptics have a valu-
able role in the development community by asking tough questions that could 
help move progress forward.

“Quantum is not for everyone . Not yet .”
Aparna Prabhakar, Schneider Electric31

Monitor and explore – strategy  

For businesses interested in quantum computing but not yet ready to make 
significant investments, the ‘monitor and explore’ strategy offers a balanced 
approach. This strategy involves regularly monitoring quantum computing de-
velopments, participating in relevant discussions or initiatives (e.g., Business 
Finland events and research projects), and periodically evaluating the benefits 
of engaging in small-scale experiments or partnerships.
This approach suits a wide range of businesses. It is particularly beneficial for 
industries likely to be transformed by quantum computing but where heavy 
investments in emerging technologies are currently impractical. For companies 
under pressure to innovate due to environmental or financial challenges, this 
strategy allows you to test the waters without overcommitting resources.

This strategy allows exploring quantum computing’s potential through small, 
focused learning experiments, which helps your team and decision-makers 
adopt a long-term perspective.  It also allows you to stay informed, ensuring 
you’re ready to act when the technology matures.

Pilot and adopt – strategy  

This strategy positions your company as an Early adopter, actively exploring 
the potential of quantum computing and its applications. By running pilot pro-
jects or proof-of-concept experiments, you gain valuable insights into how 
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quantum computing could enhance your operations and contribute to your 
long-term goals.

This strategy is ideal for companies with a strong culture of innovation and 
research, especially those looking to become or remain thought leaders in 
adopting new technologies. It is also a good fit for industries where even a 
modest quantum advantage could translate to significant benefits—such as 
financial risk assessment and logistics optimisation —are prime candidates for 
this approach. These opportunities may be too important to miss. 

By adopting this strategy, your business can remain at the forefront of quan-
tum technology, positioning itself as a leader in this rapidly evolving field and 
preparing for future breakthroughs.

Lead the frontier – strategy  

This strategy is for companies aiming to establish themselves as Pioneers 
in quantum computing. It requires substantial investments in R&D, fostering 
partnerships with academic institutions, and creating an innovation ecosys-
tem to accelerate quantum advancements. Given the complexity of quantum 
computing, achieving practical business benefits requires collaboration across 
multiple stakeholders, including industry leaders, startups, and government 
bodies.

Pioneering companies go beyond early adoption by committing more resourc-
es to quantum technology than their competitors. This approach enables the 
development of a tailored quantum ecosystem, addressing industry-specific 
challenges and positioning the organisation as a key beneficiary of quantum 
breakthroughs. By investing early and significantly, you can shape the quan-
tum landscape to align with your sector’s unique needs.

Strategic partnerships play a critical role in this approach. Collaborating with 
government initiatives, quantum startups, and established technology provid-
ers can fast-track the development of viable quantum solutions while mitigat-
ing risks. These alliances also help secure a place at the forefront of innovation, 
ensuring your business benefits directly from emerging opportunities.

Adopting this strategy not only establishes your business as a leader in the 
quantum revolution but also provides a unique opportunity to influence the 
trajectory of quantum development. By taking an active role in shaping this 
transformative technology, you position your organisation to define its future 
rather than simply reacting to it.
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Maintaining a flexible, 
forward-looking approach

Whether your business chooses to do nothing, monitor and explore, pilot and 
adopt or lead the frontier, each approach has its merits. The key is to adopt 
a flexible strategy that evolves alongside quantum technology, ensuring your 
organisation is prepared for the opportunities and challenges that lie ahead. 
Table 6 summarises each strategy and role, including who might benefit from 
each approach and potential applications to consider.

Table 6. Strategies and roles.

Strategy Role Description Suitable For Examples of 
activities

A) Do 
nothing

Non-adopter 
or Sceptic 

Minimal engagement 
with quantum 
computing. 
Monitor risks and 
advancements from 
a distance.

Traditional industries 
with low-tech focus, 
limited R&D, or 
financial constraints.

Occasionally review 
advancements and 
industry-specific 
risks.

B) Monitor 
and explore

Cautious 
observer

Stay informed 
about quantum 
advancements 
by participating 
in discussions, 
attending events, 
and conducting low 
risk experiments to 
explore potential 
applications.

Those wanting to 
explore QC without 
full commitment 
and/or those who 
lack capabilities 
or resources 
for more active 
experimentation.

Monitor, conduct 
learning experiments, 
prepare for threats 

C) Pilot and 
adopt

Early adopter Actively investigate 
quantum 
computing's 
potential through 
pilot projects and 
proof-of-concept 
experiments. Build 
internal capabilities 
and assess strategic 
advantages.

Research-intensive 
industries (e.g., 
material science, 
chemistry), and 
sectors where QC 
is expected to 
provide significant 
advantages.

Engage with QC 
ecosystems. Lead 
or participate in 
projects with proof-
of-concepts. Prepare 
roadmap

D) Lead the 
frontier

Pioneer Commit to 
significant 
investments in 
quantum R&D, 
forming ecosystems 
with academic 
institutions, startups, 
and government 
bodies to drive 
innovation.

Large organisations 
with robust R&D 
budgets, strong 
innovation cultures, 
and the ambition to 
lead technological 
disruption.

Large-scale 
innovation 
ecosystems or 
dedicated quantum 
labs.
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Quantum computing is an emerging technology with the potential to transform 
businesses. While we are still waiting for practical business benefits to realise, 
early exploration of quantum computing can provide valuable insights and bet-
ter prepare your business for future opportunities. Regardless of the strategy 
you choose, maintaining a long-term perspective is crucial. The field of quan-
tum computing is evolving rapidly, and the ability to adapt your approach as 
the technology develops will be vital for staying competitive. 

Key takeaways

• Quantum computing is a transformative technology that businesses 
should consider, even if its immediate relevance for them is not clear.

• Early exploration can provide valuable insights and prepare your busi-
ness for future opportunities .

• The best quantum strategy depends on your company’s R&D resourc-
es, innovation culture, industry, and risk tolerance.

• Strategic flexibility is vital - be ready to adapt as quantum computing 
develops .

• Exploring quantum computing now improves your ability to leverage 
new technologies in the future .

“Very soon, if not already, we will be at a stage where quantum computing 
should be taken into account in all companies’ long-term strategic scenario 
planning, but this, of course, requires a basic understanding of the subject 
also on the part of senior management .”

Jasmin Jutila, August Associates



Quantum computing: Practical guide to navigating the future 88

9/ How can my 
company get started? 

Quantum computing is emerging as a transformative technology with the po-
tential to redefine industries. Raising awareness about quantum computing 
and making well-informed strategic decisions throughout the organisation is 
crucial to starting your quantum journey. Building a foundational understand-
ing of quantum computing within teams—particularly in IT, R&D, and lead-
ership—can demystify the technology and spark innovative thinking. Simple 
initiatives like knowledge-sharing sessions and pilot projects help align your 
organisation with quantum advancements.

Since no single organisation can master all aspects of quantum technology, 
partnerships with academic institutions, startups, and innovation hubs are es-
sential. Collaborating within regional quantum networks and consortia acceler-
ates learning and embeds your company in the growing quantum ecosystem. 
Starting small with proof-of-concept projects or quantum-inspired methods 
allows you to explore practical applications without requiring more advanced 
quantum hardware, providing valuable insights and preparing your teams for 
future breakthroughs.

For research-intensive organisations, investing in dedicated quantum teams or 
collaborating with academic institutions can help uncover tailored solutions. Pi-
oneering companies demonstrate how early investments in quantum research 
drive innovation and establish leadership positions in their fields. Regardless 
of your current level of quantum expertise, recognising its transformative po-
tential and fostering a flexible, long-term strategy ensures your organisation 
remains competitive in this rapidly evolving landscape.

 Awareness and understanding

 External partnerships and networks

 Pilot projects
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This chapter provides practical examples and best practices to guide your 
company’s first steps in exploring quantum computing and its potential 
applications, tailored to your specific needs and chosen strategy.

Spark curiosity and build understanding
Quantum computing is a unique technology that offers immense opportunities 
and presents specific business challenges. It is not solely the realm of physi-
cists and computer scientists; a diverse group of individuals from various or-
ganisational functions and levels must be involved to harness its potential fully. 
Successfully navigating this journey requires fostering curiosity and building a 
foundational understanding across the organisation.

As quantum computing has the potential to change areas in a company, such 
as research and development, logistics, production planning, and financial 
analysis, it is crucial to engage different functions and areas of expertise. This 
collaboration will help identify both disruptive and efficiency-enhancing oppor-
tunities that quantum technology can provide.

This phase demands a strategic perspective, in-depth insights into current 
business processes, and a thorough understanding of quantum computing. 
From a practical standpoint, IT teams, for instance, should consider how 
“data readiness”—having clean, structured data—will be essential for future 
quantum applications. Early team awareness and engagement will establish a 
shared understanding of quantum’s potential impact, enabling the organisation 
to make informed decisions when opportunities emerge. This requires a clear 
vision from leadership, guiding the organisation’s exploration of quantum tech-
nologies and fostering a culture of innovation.

Quantum computing is a team sport
Collaboration across departments and functions is essential for understanding 
and harnessing the potential of quantum computing. Quantum computing fun-
damentally differs from classical computing, so fostering a shared understand-
ing and learning together is an effective way to move forward. While only some 
need to understand the complexities of quantum computing, teams must gain 
insight into the projected timeline for quantum development and business and 
industry.

As noted earlier, misconceptions and unrealistic expectations about quantum 
computing are common. This collective learning approach helps inform team 
members and manage expectations, ensuring they engage with quantum op-
portunities based on realistic, well-rounded insights.
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CASE: RAISING AWARENESS BY CO-LEARNING

At LähiTapiola, quantum awareness has been built by raising the observations of 
the FutureQ research project on the intranet blog. Raisa Peltoniemi says, “I have 
looked at the possible effects of quantum computing in general and how it could 
be utilised in projects already underway. Although quantum computing is still a 
developing technology, its potential should be considered now. I have also noticed 
that awareness of the value of data is increasing and understanding of the impor-
tance of data quality is deepening.” 

Shared sense-making is an essential way to understand the possibilities of quan-
tum computing in the insurance industry. The potential of quantum computing in 
risk management, data analysis and optimisation of insurance processes has been 
highlighted. In addition, improving the accuracy of various scenarios and simula-
tions can improve the prediction of losses and pricing accuracy in the future. Raisa 
Peltoniemi states: “I believe that the insurance industry will develop internally and 
externally with quantum computing and will offer its customers individual insurance 
products and services based on data in the future.”

Building awareness in your organisation

To effectively build awareness of quantum computing within your organisation, 
consider the following practical approaches tailored to your chosen quantum 
strategy’s specific needs and goals. Showcasing pilot projects through internal 
presentations demonstrates how emerging technologies can support business 
unit goals and provides concrete examples of quantum computing in action.

In addition to practical demonstrations, fostering a learning culture around 
quantum computing can be achieved through various initiatives. Appoint 
someone to share quantum insights on the company blog or through other 
internal communication channels to disseminate knowledge across teams. 

Providing accessible learning resources is also crucial. Curate articles, vide-
os32, and online courses33 that explain quantum computing in simple terms, 
making it easier for employees at all levels to understand the technology. In-
formal “Lunch-and-Learn” sessions can also be effective. These casual gath-
erings allow teams to learn about quantum concepts through relatable anal-
ogies and real-world examples, fostering engagement and understanding. By 
actively promoting knowledge sharing and providing learning opportunities, 
you can build the capabilities and nurture the talent needed to thrive in the 
quantum era.
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Establishing external networks
External networks are as crucial as internal teams in the quantum journey. No 
single organisation can master all aspects of quantum technology, especially 
given its early stage of development. Collaboration with academic institutions, 
large companies, and startups is essential for accessing the latest innovations 
and expertise.

No dominant quantum design has yet to emerge, and various modalities (ways 
to build qubits) are competing, each with its ecosystem. Global players like 
IBM offer quantum computing through cloud services and innovation hubs, 
while some large companies and governments are investing in their own quan-
tum computers. Meanwhile, distinct quantum ecosystems have formed around 
specific technologies and regional interests. These hubs facilitate peer learning 
within industries—such as pharmaceuticals—as well as regional quantum net-
works or groups of organisations exploring shared quantum interests.

For example, hubs like Finland’s InstituteQ34 and the Netherlands’ Quantum 
Delta initiative35 encourage collaboration among companies. Similarly, regional 
quantum umbrella organisations, like the European Quantum Industry Consor-
tium (QuIC), aim to accelerate the commercialisation of quantum technology 
through partnerships that bring together research, adopters and technology 
providers. Open innovation initiatives and hackathons can also be valuable 
ways to explore new ideas and connect with potential collaborators.

CASE: BOOSTING QUANTUM COMPUTING ECOSYSTEM 

Business Finland’s quantum computing campaign is a prime example of how 
external networks can accelerate progress in quantum technologies. Events and 
workshops allow businesses to learn about quantum computing and connect 
with experts and peers. Additionally, companies can engage in hands-on exper-
imentation by joining research consortia or initiating their own projects, support-
ed by funding and collaboration opportunities.

Your preferred partners will depend on your chosen quantum strategy and 
existing resources. Consider talent availability now and in the future when 
deciding which capabilities to build internally versus accessing through your 
network. Remember that a diverse range of skills is needed, not just quan-
tum algorithm developers. The European Quantum Flagship has developed a 
framework to assess different skill levels for various roles36.
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Gain practical experience
Starting small is essential for gaining practical experience with quantum com-
puting37. Proof-of-concept projects allow organisations to explore specific use 
cases while learning the fundamentals of quantum computing. Since we are 
still in the early stages—unable to consistently outperform the best classical 
system—you can broaden your selection criteria beyond the most critical pro-
cesses. For companies that lack internal quantum expertise, partnering with 
consultants, technology providers or research organisations can be helpful for 
pilot project design and implementation.

CASE: EXPLORING QUANTUM POTENTIAL 
IN CREDIT SCORING

OP Financial Group has been actively exploring the potential of quantum com-
puting, recently investigating its application in credit risk management. In collab-
oration with universities, OP Lab examined whether quantum annealing could 
enhance feature selection in credit scoring models. The aim was to identify the 
most predictive variables from a large dataset to improve the accuracy of credit 
scoring. While current hardware limitations constrained the capacity of the 
quantum system, this research38 highlighted the potential of quantum methods 
in finance. OP’s proactive approach highlights financial institutions’ experiments 
with quantum technology, setting the stage for future advancements.

Focusing on learning and experimentation often leads to valuable insights, 
even without directly applying quantum algorithms. For instance, many early 
projects that began by experimenting with quantum algorithms eventually dis-
covered new quantum-inspired algorithms39, which can be implemented effec-
tively on classical computers. The concept of “dequantisation” is important for 
understanding the connection between quantum-inspired solutions and true 
quantum algorithms. Dequantisation aims to: 

1. identify conditions under which quantum algorithms offer genuine speed-
ups over classical approaches, 

2. develop more effective quantum algorithms by understanding their foun-
dational principles and 

3. potentially create new classical algorithms by translating insights from 
quantum algorithms into a classical framework.
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Initial experiments in quantum computing might benefit from exploring less 
obvious applications; an approach organisation may wish to consider sparking 
interest and build awareness. Such projects can help engage more individuals 
in identifying viable use cases and create a foundational understanding that 
equips leadership to make informed investment decisions for further explora-
tion. For example, a pharmaceutical company focused on marketing in its pilot 
project, demonstrating quantum technology’s broader potential40. Similarly, the 
Alliander Research Centre in the Netherlands chose a power grid optimisation 
project that was easily understood across the organisation, fostering engage-
ment beyond technical teams41.

From problem to quantum solution

To start experimenting quickly, pre-built quantum algorithm libraries and cloud-
based quantum computing platforms42 reduce the entry barriers, enabling com-
panies to start small and learn progressively. However, quantum algorithms 
differ fundamentally from classical ones, and adapting business problems to 
quantum systems often requires specialised expertise. Most companies will 
need a partner who understands how to translate their problem into a quan-
tum-suitable format.

The steps outlined below provide an overview of how companies can sys-
tematically explore quantum solutions, from identifying suitable use cases to 
implementing the final solution:

• Identify promising business problems 
• Break down problems into manageable components and set clear goals
• Design a workflow that separates classical tasks from quantum tasks
• Develop a tailored quantum algorithm
• Evaluate algorithm speed and scalability advantage
• Evaluate quantum algorithms using quantum simulators or hardware 
• Integrate the quantum and classical components into a cohesive solution 

and assess its impact

Research-based understanding 
and solutions

Many organisations adopt research-driven strategies as their entry point into 
the quantum field, particularly those with significant research resources.

One common strategy is to hire PhD students to investigate quantum topics 
that align with the company’s objectives. This often involves partnerships en-
abling companies to incorporate quantum research findings, participate in ac-
ademic conferences, and develop connections within the hardware and soft-
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ware ecosystems. In Sweden, the Wallenberg Centre for Quantum Technology 
(WACQT) facilitates collaborations between companies and PhD researchers, 
allowing exploration of industry-specific applications such as quantum noise 
radar for defence and quantum chemistry for drug discovery43.

CASE: QUANTUM COMPUTING FOR ENERGY TRANSITION44

EDF (Electricité de France), an integrated energy company with a strong focus 
on R&D, has been proactively exploring quantum computing since 2018. With 
a dedicated team of 20 researchers and over 20 academic papers published, 
EDF combines a research-first approach with forward-looking considerations, 
such as integrating quantum technologies into future data centres. Their work 
addresses classical computing limitations in critical areas like material ageing 
under radiation and solving partial differential equations essential for infrastruc-
ture integrity.

EDF’s early adoption of quantum computing has positioned the company to 
navigate fundamental algorithmic disruptions. They focus on mastering new 
algorithms tailored to energy management and materials research, emphasis-
ing open science and fostering innovation. Educating stakeholders about the 
realities of quantum progress and its potential impact is central to their strategy.

“The key thing was to build a skill set .” 
Stéphane Tanguy, EDF Lab 

Collaboration is at the heart of EDF’s approach. EDF’s approach includes active 
participation in a dynamic ecosystem, working with partners like Pasqal, Evid-
en, Quandela, and IBM alongside academic institutions like Sorbonne Universi-
ty. As a QuaTERA (Quantum Technologies Energy Result Accelerator) member, 
EDF leverages high-performance computing (HPC) and quantum computing to 
advance sustainable energy solutions, demonstrating its commitment to driving 
both innovation and practical impact45. 

Another approach is to establish dedicated quantum teams. For example, 
Deutsche Bahn has a quantum team that explores quantum applications and 
cybersecurity implications46. Similarly, financial institutions like Erste Bank, In-
tesa Sanpaolo, and J.P. Morgan have formed quantum teams to investigate 
relevant use cases, ranging from optimisation algorithms to risk assessment 
tools47. Among the crucial aims of all these efforts, including establishing a 
dedicated quantum computing research group, is to build capability for when 
quantum computing delivers significant practical benefits.
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Building a future-proof organisation
Regardless of your chosen quantum computing strategy, recognising this 
emerging technology as a potential future opportunity or risk is crucial. Under-
standing quantum computing’s fundamentals is essential, even if it does not 
immediately influence your roadmap, given its potential to transform business-
es. Recognising quantum computing and initiating internal discussions about 
its implications can spark valuable future-oriented thinking within your organi-
sation, preparing you for transformative shifts before they happen.

Extending these sense-making discussions and experiments beyond your 
company’s boundaries positions you as part of a broader ecosystem and net-
work. Engaging with external partners—such as universities, research consor-
tia, or industry groups—enables you to share expertise and harness collective 
strengths, which are vital for unlocking quantum computing’s full potential.

While this book has primarily highlighted opportunities, Chapter 7 addressed 
risks that cannot be ignored. Even if your primary motivation for exploring 
quantum technologies is risk assessment, we strongly encourage you also to 
consider the potential benefits. As illustrated in the future radars in Chapter 5, 
the same trends can appear as risks for some and opportunities for others—
particularly for early adopters who are prepared to act. By proactively engaging 
with quantum computing, your organisation can safeguard its future and lead 
in shaping the next wave of transformative innovation.
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