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Abstract 

The amount of sensitive information stored in different online services is rapidly 
growing in traditional web applications and also in mobile services. Most of 
these services control their own authentication credentials, increasing the num-
ber of credentials that the user needs to manage. Previous literature shows that 
when the amount of passwords grows, users tend to create weaker passwords or 
reuse passwords for different services. This exposes users to security threats. 
Attacks target weak passwords and compromised security might result in a dom-
ino effect, with one exposed password giving access to multiple services. In 
addition to usability issues, the mobile platform is vulnerable to physical attacks 
if the device is lost or stolen. This creates a need for a secure credential man-
agement platform for mobile devices that addresses these problems and creates a 
usable environment for the management of credentials. One such solution could 
be provided by a secure element inside the mobile device. The secure element is 
special hardware that provides secure code execution for the mobile platform, as 
in existing smart card platforms.  

This study is based on work carried out at VTT Technical Research Centre of 
Finland, in which a prototype version of a single sign-on Java Card application 
was created with a Java Card 3 generation emulator. An earlier prototype gave 
perspective for this work and served as an additional evaluation point for the 
constructed prototype. The purpose of this study is to find out whether a secure 
element with support for web-connected services can be used to provide a user-
centric credential management platform in a mobile phone. This main question 
can be divided into three questions that need to be answered: What are the users’ 
password management strategies, what requirements can be identified for a user-
centric credential manager inside a secure element and can this solution be im-
plemented with existing technology? 

In order to find out password management strategies and existing implementa-
tions, an extensive literature review is conducted. With respect to the use of 
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password management strategies, the literature review indicated that users cir-
cumvent security methods because they consider that these methods take too 
much of their time and other resources compared to the perceived gains. It was 
also revealed that the authentication procedure must follow the user’s mental 
model and not restrict the primary task the user needs to achieve. The require-
ments for the credential model are identified from the literature review and a 
single sign-on protocol is chosen to be the approach in this work. A prototype 
application that allows users to authenticate to different services with a single 
sign-on, and which also demonstrates two-factor authentication, is built and 
evaluated along with the earlier prototype. The hardware platform used in the 
prototype is a secure microSD memory card with an embedded Java Card 2 
smart card chip. The prototype application built in this work shows that the cre-
dential manager application can be implemented in an open manner with a single 
sign-on protocol. The prototype shows promising results and offers a solid plat-
form for identity management in a mobile phone when the number of services 
increases. That said, the need for further research on credential storage use in 
client applications is also identified. 
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1. Introduction 

Most of us are using different kinds of online services containing different kinds 
of sensitive information about our personal life, ranging from online banking 
services to social media websites. All of these services are vulnerable to com-
mon security threats, such as information phishing and eavesdropping. Direct 
losses generated by phishing attacks amounted to over one billion US dollars in 
2003 (Emigh, 2005). When the number of passwords to these services increases, 
users tend to reuse their passwords for different services and this can lead to a 
domino effect where one revealed password compromises several services (Gaw 
& Felten, 2006; Ives et al., 2004).  If we focus on privacy, a different set of 
problems arises. Users send information to social services that are intended for 
different audiences. Consequently, users have different social contexts or roles 
in different situations, e.g. work role and private role. Users generally do not 
perceive social networking services as public places and paradoxically publish 
more information than they say they would be willing to reveal (Barnes, 2006). 
Users could therefore benefit from the privacy tools offered by these services; 
however, only a minority of users make effective use of them (Gross et al., 
2005). Most importantly, users need an effective way to manage credentials to 
different services in order to reduce the number of passwords they need to re-
member and to avoid password reuse. 

Java Card provides secure storage for credentials and is used widely in credit 
cards, access cards and other smart card applications demanding high security 
(Sun Microsystems, 2008). The hypothesis is that Java Card could provide se-
cure storage for multiple credentials and thus serve as a platform for virtual sin-
gle sign-on, as presented by Jøsang and Pope, giving the user more tools to man-
age passwords and privacy (Jøsang & Pope, 2005). In this work, a prototype 
application for multipurpose credential storage is constructed and evaluated. 
Prototype design and evaluation criteria are based on a systematic literature re-
view conducted in the first phase.  
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The idea of an open multi-application secure smart card has been presented in 
earlier research. In April 2011, during the writing of this work, SIMAlliance 
released its specification for an Open Mobile API that is intended to provide a 
framework for services similar to the one presented in this work. SIMAlliance is 
a non-profit trade association focusing on secure mobile services, and it has sup-
ported the creation, deployment and management of secure mobile services 
(SIMAlliance, 2011). 

This work is a continuation of work done by VTT Technical Research Centre 
of Finland in which a prototype version of a single sign-on Java Card application 
was created with a Java Card 3 generation emulator. The earlier prototype fea-
tured web-based single sign-on services including social media and e-mail ser-
vices in addition to payment- and access-related mock-up services. It displayed 
promising results, but was implemented entirely with an emulator as a desktop 
application. This work continues the work done on the earlier prototype by iden-
tifying what is required from a mobile credential manager by performing a for-
mal literature review and by implementing the application with SD-based Java 
Card technology in a mobile environment. 

The study is structured as follows. In the first part, a literature review on 
password management strategies and credential managers is conducted. Infor-
mation from the previous literature is used to establish the requirements for a 
credential manager application that provides a user-centric model for a secure 
element-based credential manager that can be used with web-based services. The 
built prototype is evaluated against the literature along with the earlier prototype 
to assess the technical feasibility of the system. 
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2. Research problem and methods 

The growing number of web services means that users need to use more pass-
words. Users thus need an easy and secure way to manage them. The purpose of 
this study is to identify the requirements for a credential manager that focuses on 
identity management from a usable security viewpoint, and to test these re-
quirements with a prototype credential manager. The target platform for the ap-
plication is a mobile phone with a secure element, as mobile web services are 
seeing rapid growth and users usually always have their phone with them. Be-
sides credentials, users also carry a significant amount of other personal data 
inside their mobile phones, which are vulnerable to theft and loss, and this 
makes mobile phones an ideal research target.  

The prototype application built in this work is a mobile credential manager in-
tended for web applications such as social media and e-mail reading, which se-
cures the credentials with a secure computing platform. All of these services 
traditionally require different user credentials and provide no unified way to 
store credentials or implement authentication. The application implements single 
sign-on to different services using an open authentication protocol supported by 
these services. The prototype consists of two parts: a credential manager applet, 
which is installed on a smart card, and a client application that uses the creden-
tial manager applet transparently with a single login password. This prototype 
continues the work done with the earlier Java Card 3 prototype. 

2.1 Research problem 

The main problem area is identity management in a secure environment. In this 
context identity management is perceived as a broad issue, encompassing both 
the user and the service provider credentials and also information about the role 
for the user identity. This kind of information helps systems to decide for exam-
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ple which group the user is communicating with or what kinds of payment 
methods to use. The main research question is:  

Can a secure element with web-connected services make identity and cre-
dential management easier and more secure for the user from the usable 
security viewpoint? 

This main research question is divided into the following questions: 

1. What are the users’ identity management strategies and problems inher-
ent in the existing credential managers? 

2. What are the requirements for a secure element-based credential manag-
er that addresses these issues? 

3. Can the credential manager fulfilling these requirements be implemented 
with existing technology? 

These questions identify the problem areas in credential management, password 
and privacy models and the problems related to the hardware platform and in-
teroperability, all of which relate to the use of a physical device as authentication 
hardware. 

2.2 Research method 

The research method in this study is constructive and evaluative.  According to 
Hevner et al. (2004), design science is by nature a rigorous search process where 
the designed artefact is derived from the available means to reach the desired 
ends. Also, Nunamaker et al. (1990) divide the research process into five sepa-
rate stages. The first stage is to construct a conceptual framework that states a 
meaningful research question. After this the system architecture is developed, 
providing measurable requirements for the system evaluation. In the third stage, 
alternative solutions are analyzed and a system design is created, which is fol-
lowed by the actual system building stage. The final stage is to observe and 
evaluate the system based on the conceptual framework. This study focuses on 
usable security, both in the literature review and prototype construction. (Kitch-
enham, 2004; Nunamaker et al., 1990). 

In order to effectively use the available knowledge base and best practices for 
design, a broad perspective on both the currently available design approaches 
and the available background theories is needed. Therefore, a systematic litera-



2. Research problem and methods 

13 

ture review is conducted to define requirements for the construction of the proto-
type and its evaluation. The process described by Kitchenham (2004) is used to 
conduct the review. In the first step, a traditional literature search is carried out 
to gather background information. The background information is used to identi-
fy keywords that are then used to create database queries. The three most central 
databases are selected for the queries. First, the title and abstract of the discov-
ered articles are analyzed. After that, the introduction and conclusion of the re-
maining articles are analyzed further to select the final set of articles for closer 
review. 

Simon describes the design process as being a cyclic in nature, consisting of a 
number of build-and-test iterations before the completion of the final design 
artefact. This iteration cycle is shown in Figure 1 (Simon, 1996).  

 

 

Figure 1. The generate / test cycle (Simon, 1996). 

Consistent with the design cycle described by Simon, this work also consists of 
different phases refining the design process. It starts by using the information 
gained from the earlier Java Card 3 prototype, which gives the basic viewpoint 
for this research. This information provides the starting point for the conceptual 
framework described by Nunamaker et al. (1990). Next the requirements are 
gathered and the architecture for a credential model is formed using a literature 
review. With that information the Java Card 2 prototype is designed and built to 
test the credential model with a real hardware platform. Finally, the constructed 
prototype is tested further by implementing an additional ticketing service on it; 
although this service does not use the same credential protocol, it does use the 
same credential storage method without modifications to the prototype applet.  
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3. Background 

This chapter describes the basic background components behind this study. They 
are identified based on the previous literature and from the earlier prototype. The 
viewpoint is on usable security, and thus the theoretical concepts behind it are 
defined first. The use case involves web technologies, and the associated securi-
ty-related threats are described. These include browser-based threats such as 
password phishing and eavesdropping attacks. Although not strictly in the scope 
of this work, they are central concepts that need to be defined when discussing 
password management strategies. Lastly, concepts of identity, privacy and ser-
vice management are described. They are key components that define how the 
prototype architecture described later in this work is built. Also, basic concepts 
relating to the hardware platform – like secure elements, servlet environment 
and web technologies – are defined.  

3.1 Usable security 

The chain of security is only as strong as its weakest link, and the weakest link 
in this case is often said to be people. Security is often understood only from the 
technical perspective and its human factors are neglected. These considerations 
can also be seen to be mutually contradictory, meaning that security is designed 
at the expense of usability and that this cost is accepted. However, this kind of 
mental model of security creates unrealistic expectations for the user (Cranor & 
Garfinkel, 2005). Users see security measures as an additional burden and rarely 
have the motivation to comply with them. People tend to ignore and circumvent 
security measures where possible (Weirich & Sasse, 2001). Also, due to the 
great usability issues in existing software, users avoid adopting software such as 
cryptography tools (Whitten & Tygar, 1999). Chiasson et al. (2006) researched 
the usability of two password managers and found out that they generally are not 
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a good fit with the users’ mental model. This causes severe security problems, as 
users do not necessarily know when a password is protected and when it is not. 
It creates a false sense of security for users, which might compromise their secu-
rity. The same kinds of security issues can be found in security toolbars. Wu et 
al. (2006) conducted two user studies of three security toolbars and found out 
that many users do not understand the nature of phishing attacks and that these 
toolbars have many security issues. Alarmingly, users sometimes ignore alerts 
about a phishing site because the site looks so authentic and real. 

Usable security approaches this problem from the user’s perspective. Security 
needs to be constructed so that it is simple enough for the user and based on the 
correct mental model of the user. One strategy for this is to employ persuasive 
technology (Fogg, 2002). Persuasive password technologies can persuade the 
user to use more secure passwords without sacrificing usability (Weirich & 
Sasse, 2001). Chiasson et al. (2008) have researched this in the field of graphical 
passwords and found that persuasive password methods create more random 
passwords that are still usable.  

3.2 Browser-based threats 

With traditional smart card technologies, the chain of security is usually well 
known. Trusted smart card devices are used with proprietary trusted reader de-
vices. With web-enabled smart card technologies, such as Java Card 3, the situa-
tion changes. The client logic is moved from a proprietary application to a more 
open environment, possibly to a standard web browser or at least to a client with 
a significant amount of web connectivity. This leaves room for unknown ele-
ments, as the application provider does not control all of the software compo-
nents. There are two common attacks that can affect a smart card application 
running in a web-enabled environment: man-in-the-middle-attacks and man-in-
the-browser-attacks.  

A man-in-the-middle-attack means a situation where the attacker is able to in-
tercept the communication and eavesdrop on it as shown in Figure 2. The attack 
starts when the attacker intercepts a message to the service originating from the 
user. The attacker then makes its own connection to the service and proxies mes-
sages between the user and the service, listening to and altering them. When 
communicating with a web-enabled smart card that is attached physically to a 
computer, a man-in-the-middle-attack could mean that malicious software on the 
user’s computer is intercepting communication between the browser and the 
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card. A man-in-the-middle-attack can be detected and prevented with different 
techniques such as using HTTPS with keys verified by a common certificate 
authority. 

 
Figure 2. MitM attack. 

A man-in-the-browser-attack is possible when the attacker is able to execute 
malicious code inside the user’s browser with browser-helper-objects, browser 
extensions or direct browser manipulation. Figure 3 shows the basic principle of 
a man-in-the-browser-attack. This enables the attacker to listen in and modify 
web pages used in the browser. The attack begins when the attacker infiltrates 
the browser with some method such as a trojan. The attacker then loads the 
browser extension that handles every page-load on the browser. When the user 
enters a specific page, for instance an online banking page, the attacker detects 
this and modifies the page or communication without the user’s knowledge. The 
attacker then sends the modified details to the web server and, when receiving a 
response, modifies it with the original values.  

 
Figure 3. MitB attack. 

Man-in-the-browser-attacks are harder to prevent than man-in-the-middle-
attacks since all single-channel authentications are circumvented in the browser. 
Gühring (2007) presents possible solutions for man-in-the-browser-attacks, 
which include trusted computing and a second secure channel of authorization or 
external authorization device. 
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3.3 Password phishing 

Phishing is identity theft where the user is tricked into giving out confidential 
credential information to the attacker. This information can be, for example, 
passwords or credit card numbers. Phishing attacks can be executed using the 
classic technique of fraudulent e-mails, but increasingly also with malware and 
DNS-based attacks. The losses related directly to phishing were estimated to be 
$1.2 billion in 2003 and indirect losses even greater. (Emigh, 2005). 

Numerous experiments have been carried out with different kinds of security 
toolbars as an answer to the phishing problem (Chou et al., 2004; Gajek et al., 
2007; Herzberg & Gbara, 2004). The security toolbar tries to identify whether 
the user is on a legitimate web site by analyzing server certificates and the do-
main name. However this is not always without problems, because not all sites 
use verified SSL certificates (Wu et al., 2006). 

3.4 Identity and privacy management 

Nowadays users need more and more passwords for different services. Gaw & 
Felten (2006) documented in their research that a majority of users have only a 
few passwords and tend to reuse them in different services. Furthermore, reuse 
rates increase over time, because users accumulate new accounts. (Gaw & Fel-
ten, 2006). This creates a so-called “domino effect” where an attacker can gain 
access to multiple places with one exposed password (Ives et al., 2004). Differ-
ent kinds of password managers and security toolbars are used as a solution to 
this problem (Chiasson et al., 2006; Chou et al., 2004; Wu et al., 2006). Howev-
er, no general solution for the problem exists yet and the current solutions are 
usually platform- or software-dependent. Some have counterparts that work in 
the web, but generally they are not usable enough (Chiasson et al., 2006).  

Users network more nowadays than ever before and even share personal in-
formation more widely. It is not always clear how and for whom the personal 
information is available. Gross et al. (2005) found out that people share infor-
mation about themselves willingly even though only few use available privacy 
control mechanisms in order to limit who can view this information. Researchers 
were also able to link profiles between different services using the pictures listed 
in the profiles. Nissenbaum argues that the line where people feel their privacy is 
violated is defined by contextual and temporal integrity in a given situation. 
What people think is appropriate in one relationship might be inappropriate in 
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another. (Nissenbaum, 1998). On the other hand, privacy violations are not al-
ways intentional (Adams & Sasse, 2001). In an organizational context, it has 
been proposed that an organization should have an integrated solution to protect 
the privacy of data from not only outsiders but also people inside the organiza-
tion. According to Brodie et al. (2005), privacy functionality must also be sepa-
rated from application code for reasons of cost, consistency and flexibility and it 
must also support an appropriate level of granularity. For most of the services on 
the Internet, there is no central way to control privacy levels, and privacy con-
trols are usually vague and inconsistent.  

3.5 Secure element and trusted computing 

A secure element is a computer platform that has its own processor and memory 
and is both physically and programmatically secured against tampering. A se-
cure element can work alone with the help of a reader device, like in credit 
cards, or can be embedded in another device, like in computers and some mobile 
phones. The most widespread secure element hardware is Java Card, with more 
than three billion smart cards deployed worldwide. It enables smart card chips to 
run special Java applets designed for the Java Card platform. The platform in-
cludes a private partition for each applet on the card. Communication between 
applets is shielded with a firewall controlling shared data. Object ownership 
change or a special Shared Interface Object (SIO) can be dedicated for inter-
applet communication in a secure manner. With SIO, the implementing applet 
can define a normal Java interface that can be used by other applets to provide 
access to protected information. Applets run on top of a virtual machine, separat-
ing them from the hardware and card operating system. Applets are also signed 
with a cryptographic signature and can therefore be securely distributed to third-
party developers. The recently released Java Card 3 platform also includes a 
small web server that can communicate with standard Internet protocols, such as 
HTTP and HTTPS. Web server capabilities enable implementation of communi-
cation protocols with Representational State Transfer (REST) interfaces similar 
to many currently existing web services. In the Java Card 3 platform, Java appli-
cations run as web-enabled servlets and can also act as web clients through Ja-
va’s Generic Connection Framework (GCF). An overview of the Java Card 3 
platform architecture is given in Figure 4. (Sun Microsystems, 2008). 
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3.6.1 Architecture 

There are basically two types of smart cards: Memory cards and microprocessor 
cards. The simplest type of smart card is a plain memory card without a proces-
sor, which is used in services such as public transport ticketing. Memory card-
based chips usually have only a simple circuit with a few pre-programmed in-
structions and no programming capabilities. They are also more vulnerable to 
counterfeiting and tampering than smart cards with a processor. Microprocessor-
based cards are far more flexible and secure, because they can be reprogrammed 
or updated. Almost all of the currently available cards also use certificates to 
protect applications and prevent installation of unauthorized applications. A 
smart card processor usually operates at a speed of only a few megahertz and has 
only tens or hundreds of kilobytes of writable memory. (Chen, 2000). 

3.6.2 Specifications 

The implementation of smart cards, readers and applications is controlled and 
defined by several different standards that specify physical and application-level 
characteristics. The most important and widely used standard is ISO 7816 “Iden-
tification cards – Integrated circuit cards with contacts”, which defines the phys-
ical characteristics as well as application identifier and the interface between the 
card and the reader. The ISO 7816 standard applies to all contact chip cards. Use 
of chip cards in mobile phones is standardized by the Global System for Mobile 
Communications (GSM) standards defined by the European Telecommunica-
tions Standards Institute (ETSI). These standards define the characteristics of 
SIM cards and their application toolkit properties. (Chen, 2000). 

Another standard covering the entire smart card infrastructure is GlobalPlat-
form, which is implemented in many of the currently available smart card-
related devices. It defines specifications for cards, readers and systems in an 
industry-neutral way. Most of the specifications are freely available and go 
through a three-staged review process, during which the documents are initially 
reviewed by members of the GlobalPlatform organization committee. After 
committee review, each document is reviewed by GlobalPlatform members and 
then undergoes a public review. (GlobalPlatform, 2010). 

For reader interoperability, the PC/SC Workgroup has set PC/SC specifica-
tions that define the architecture for smart card usage in personal computer sys-
tems. In PC/SC architecture, host-side smart card applications are built on top of 
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one or more service providers and a resource manager. These expose smart card-
relevant programming interfaces and resources within the system. PC/SC shares 
many concepts with another framework middleware: the OpenCard Framework 
(OCF), which was owned and developed by the OpenCard consortium, but has 
since then split up. (Chen, 2000). 

The EMV standard is a specification intended for the needs of the financial 
industry. It is defined by Europay, MasterCard and Visa and it extends the ISO 
7816 standard with proprietary features intended for payment applications on 
smart card and payment terminals such as point-of-sale terminals and ATMs. 
(Chen, 2000). 

3.7 Servlet environment 

A servlet is defined as a web component based on Java technology. It is man-
aged by a container or the servlet engine that generates dynamic content. 
Servlets are platform independent and executed by a Java-enabled web server. A 
servlet is implemented with a request/response model, where each query is mod-
elled as a request and dynamic content is served via a special response object. 
Servlet requests are mapped through the application name defined in the servlet 
manifest. (Sun Microsystems, 2009).  

In the Java Card platform, authentication to servlet is done with HTTP/1.0-
compliant HTTP Basic or HTTP Digest authentication. The third possibility is 
form-based authentication, which provides the look and feel of a login screen. 
However, web-based login suffers from some weaknesses compared with a tra-
ditional Java Card reader and PIN. With HTTP Basic and form-based login, the 
password is transmitted as plain text; without additional security measures like 
HTTPS or VPN, the connection can be vulnerable to man-in-the-middle-attacks. 
(Sun Microsystems, 2009). Additionally all authentication methods are vulnera-
ble to man-in-the-browser-attacks if the browser is not secured with security 
measures. 

3.8 Open credential protocols 

OAuth is a credential protocol for web services that provides a way for a third 
party to access server resources without revealing the actual credentials such as 
the username and password for the service. The credential protocol works with 
user-agent redirections by redirecting the user to a service where user authentica-
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tion is used to generate an authentication token specific to a certain third-party 
service. After generation, the token can be used to sign all requests for the server 
resources until it expires or is revoked. (Hammer-Lahav, 2010). 

OpenID is intended to provide the end user with control over the authenticator 
credentials. They are provided by a nominated third party and supported by the 
web service. OpenID implements many advanced features such as identity ser-
vice discovery (Recordon & Reed, 2006). OpenID and OAuth can be combined 
to provide a combined shared identity to grant third-party access (OpenID Foun-
dation, 2010). 
 



4. Credential platform requirements 

24 

4. Credential platform requirements 

This chapter identifies and defines the requirements for the credential platform 
based on the literature about previous research. This is done in three parts: 
Password management theories, existing credential platforms and interoperabil-
ity requirements for the implementation environment. Password management 
theories are selected for investigation in one part of this review in order to effec-
tively identify the user actions in the authentication process from the usable se-
curity viewpoint. These theories concern privacy and trust management, but the 
focus of this work is only on password management. Credential platforms are 
researched to identify existing solutions to credential management in a trusted 
platform. Lastly, interoperability requirements are identified to create a plat-
form-independent system.  

The first problem area is managing a user’s credentials, such as username, 
passwords or credit card information. Password management strategies are a 
well-researched field and studies show that users tend to use short and simple 
passwords; if they are forced to use strong ones, they usually reuse passwords in 
different services. Attackers use this knowledge by attacking services that are 
under weaker protection and try to use the cracked passwords to access stronger 
services. (Gaw & Felten, 2006; Keith et al., 2007; Yan, 2004). 

Credential management can be understood to involve both managing a user’s 
credentials for a service provider as well as managing service provider identities 
like SSL certificates for the user. This work uses a credential store as a solution 
for virtual single sign-on implementation. This is similar to the user-centric iden-
tity management model presented by Jøsang and Pope (2005).  

A formal literature review is conducted to research password management 
theories and existing credential platforms, whereas interoperability is reviewed 
more informally to keep the scope and size of the literature review coherent.  
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4.1 Literature review 

The target of the literature review is to answer the question: How are existing 
credential management systems implemented and what needs to be considered 
based on background theories related to credential and password management? 
The review is conducted by deriving categories and keywords that are specific 
enough to yield information about background and implementation. This is done 
by analyzing the found literature before proceeding to the actual literature review.  

In the first phase of the review, an overview of the study field was acquired by 
means of a traditional literature search. The Google Scholar search engine was 
used to obtain as many sources for data as possible.  Promising sources were 
also analyzed for additional bibliography. Based on the context of sources, the 
following main categories were identified: Password strategies, privacy and trust 
management and credential design. Credential management is closely related to 
the design process where core design choices emerge from the identity and cre-
dential models, and they are thus central categories when creating the design. 
Also, password strategies and privacy and trust management models are central 
concepts when designing the identity and credential models, because they ex-
plain user behaviour related to password usage. Privacy and trust management 
was combined with password management strategies later on in this review and 
not examined separately to keep the length of the review manageable. However, 
this field was not completely disregarded since it also contains many password 
management-related articles. 

After categorizing sources, keywords were identified. These keywords are 
listed in Table 1. Some articles already included defined keywords, but most did 
not. For those articles that did not have keywords, central words were picked 
from the abstracts. The collection of keywords was fine-tuned further based on a 
pilot search through databases. The table below presents common keywords and 
databases based on the initial search. All keywords are expected in articles ex-
cept “user behaviour”, “user-centred” and “mental models” in password strate-
gies, which were used analogously to each other in the initial search. Two of the 
most popular databases relevant to the literature review are ACM and IEEE. 
ACM is especially relevant for password- and privacy-related research, since it 
contains a wide range of usability and human-centric research. IEEE is relevant 
for credential design, since it has a wide range of technical research available. 
The initial search supports the selection of both databases. In addition, Springer-
Link was selected as a source, as it is one of the central databases in this research 



4. Credential platform requirements 

26 

area. Only these three key databases were selected to keep the amount of results 
manageable, as the literature review is only part of this work. 

Table 1. Discovered keywords in initial search. 

Category Keywords Databases 

Password strategies Security AND password AND 
usability AND (user behaviour 
OR user-centred OR mental 
models) 

ACM, IEEE, ScienceDirect, 
Springer-Link 

Privacy and trust  
management 

(privacy AND usable security 
AND trust) 

ACM 

Credential design (authentication AND trusted 
computing AND smart card 
AND design AND credential) 

Springer-Link 

 
The purpose of the review is to find implementations of credential systems for 
trusted computing platforms. Therefore the criteria for selecting the papers for 
review are: the existence of a trusted platform, implementation of a credential 
system or credential scheme based on it, and usage of the system in some type of 
authentication. The use of these criteria in the literature search uncovered re-
search on a wide range of applications, but the topic that all the articles had in 
common was research on credential management schemes, which is needed to 
build a secure and functional system in this work. The literature search reveals in 
total 633 articles, 104 of them focusing on credential systems. Articles were first 
selected based on the title and abstracts. The introduction and conclusion of the 
remaining articles were further analyzed in order to select the final set of articles 
for closer review. 

Table 2. Number of articles discovered. 

 ACM IEEE Springer Total 

Password strategies 37 157 97 291 

Privacy and trust management 116 91 31 238 

Credential design 17 56 31 104 

 633 
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15 of the 104 articles focusing on credential systems were selected for closer 
review. The criteria for selection were the construction of the system and the use 
of a trusted platform. The disregarded articles concerned trusted computing or 
credential platforms, but were either not constructive by nature or the construc-
tion implemented was not within the trusted platform, but rather more in the 
external infrastructure. The 15 selected articles were classified and analyzed 
based on their credential design models. The articles were classified based on 
whether the credential system is intended for multi-application or multi-purpose 
credentials and whether the application is user or issuer manageable. User man-
ageable systems also include those that are manageable by the users themselves 
through a third party or the issuer. The problem field and proposed solution were 
also identified and this information is used as the basis for credential design later 
on in this work. A detailed description of the credential system-related articles is 
presented in the following table.  

Table 3.  Papers describing adaptable credentials. 
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Paper Credential model Ownership model Problem field Solutions proposed 

Akram, Markantonakis 
& Mayes, 2009 

 X X  Open multi-application 
card 

Open card based on TSM 
managing card applications. 

Alzomai & Jøsang, 
2010 

 X X  OTP-based access to 
multiple services 

TPM-based OTP generation 
scheme in mobile phone. 

Bichsel, Camenisch, 
Groß & Shoup, 2009 

 X X  Anonymous identities Efficient anonymous attesta-
tion model. 

Brickell & Li, 2007  X   Anonymous identity Anonymous attestation model 
with TPM 

Gardner, Garera, 
Pagano, Green & 
Rubin, 2009 

X   X Medical record secure 
access control 

Shared secret model allowing 
different access methods 

Hyppönen, 2008  X X  Open electronic 
identity 

Identity proxy based on secure 
element in SIM. Key pair 
architecture.   
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Kalofonos & Shakhshir, 
2007 

X  X  Smart home access 
control and delegation 

Mobile phone-controlled smart 
home credential system 
including access delegation 

Klenk, Kinkelin, 
Eunicke & Carle, 2009 

 X X  Identity theft Trust establishment scheme 
with smart card, TPM and 
OpenID. 

Khan & Hayat, 2009 X   X Governmental identity 
management 

Identity management and 
attestation framework for 
governmental services 

Li, Zhang, Seifert & 
Zhong, 2008 

X   X Mobile payment Flexible and efficient mobile 
payment architecture using 
TPM  

Maher, 1998  X X  Electronic currencies Support for dynamic currency 
definition with financial cryp-
tography protocols 

Sandhu & Zhang, 2005  X   Trusted peer-to-peer 
architecture 

Security policy protocol for 
trusted platform 

Toegl & Hutter, 2010 X   X Integrity attestation NFC-TPM-based attestation 
protocol 

Bauer, Cranor, Reiter & 
Vaniea, 2007 

X  X  Physical access 
control 

Rights to delegate access 
tokens forward to other users 
and groups 

Ekberg, Asokan, 
Kostiainen & Rantala, 
2008 

 X X  Multipurpose open 
credential platform 

Attestation platform for trusted 
computing allowing multipur-
pose credentials with different 
access groups 

 
The reviewed articles use different credential models, but there are four common 
categories: Attestation, access delegation, multiple credential models and anon-
ymous credentials. Since the scope of this work is services where the identity of 
the user is known and bound to the service itself, anonymous credentials are not 
as relevant as other types. Also, attestation is included in other models and there-
fore the delegation of access and management of multiple credentials are the 
most relevant issues for the scope of this work. A common trend in the reviewed 
articles focusing on shared credentials is to use a user-centric credential model. 
This is usually implemented by allowing the user control over what services to 
include on the card or how to delegate access to different users. This makes 
sense in the context of usable security, since there are usually a great number of 
services and their configuration varies from user to user. With the single applica-
tion model, the credential model is usually issuer-centric; the reason for this is 
that applications require control over credentials. Applications include payment-
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related applications (Li et al., 2008), governmental identities (Khan & Hayat, 
2009) and medical record storage (Gardner et al., 2009). It is also noteworthy 
that the open user-centric model used in the reviewed articles differs from the 
current model used in many types of web service authentication where individu-
al credentials are strictly controlled by individual services and allow very little 
flexibility with regard to different management models such as persuasive strat-
egies or single sign-on. 

The second part of the literature review comprised the collection of infor-
mation about password management theory. The literature search initially cov-
ered theory concerning password management and trust and privacy manage-
ment. Of the 633 articles revealed in the initial literature search, 529 were on the 
topic of password, privacy or trust management. Due to the scope of this work, 
only articles relating directly to password management were analyzed more 
deeply. The articles were also required to evaluate password management strate-
gies from the user’s perspective or mental models, which excluded the majority 
of articles focusing on the technical and implementation level of password man-
agement policies. A total of 11 articles were selected for deeper review from the 
password management articles based on the article abstracts. The low number of 
selected articles is explained by the fact that the search criteria also covered pri-
vacy- and trust-related articles, which brought up a great number of articles that 
did not concern password management strategies. However, their inclusion was 
useful, since half of the included articles are from that category. An article anal-
ysis is presented in the following table. 

Table 4.  Literature review on password strategies. 

Paper Research question Password management strategies 

Adams & Sasse, 1999 Study of user mental models   Enough training must be provided for users, along 
with additional feedback during the password 
construction process in order to make users 
construct passwords that do not circumvent secu-
rity mechanisms. Users must also be made aware 
of different security aspects and their importance 
in the organization and possible threats against 
them. Also, the number of passwords must be 
minimized to four or five unrelated passwords. 
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Paper Research question Password management strategies 

Forget, Chiasson, van 
Oorschot & Biddle, 2008 

Persuasive strategies to 
influence user password 
management models 

Users are not willing to comply with or spend time 
on security measures if it takes away time from 
their primary task. Persuasive authentication 
attempts to solve this by personalizing the authen-
tication procedure, making it as simple as possible 
and subjecting the user to monitoring and condi-
tioning to encourage correct behaviour.  

J. B. Gross & Rosson, 
2007 

Qualitative interview study to 
find out user perceptions 
about security concerns and 
the party responsible for 
security management 

Users are somewhat aware of existing problems, 
but their information is outdated and misinformed. 
Users might also have good habits in physically 
protecting the computer by locking it and keeping 
passwords private, but might nevertheless dele-
gate more responsibility for security considera-
tions to IT staff in organizations and have trust in 
them and their colleagues. One reason for this is 
that users do not feel comfortable with their own 
skills. 

Herley, 2009 Motivation of users’ security 
measures through the lens of 
cost 

Herley proposes that users are not simply unmoti-
vated to improve their security behaviours, but 
rather that the cost in working time is too high for 
users when compared to monetary losses. Even 
more so, because monetary losses are partially or 
fully covered by the service provider or other 
parties. This time loss is a more direct and instant 
effect compared to the cost of security attacks and 
makes users unwilling to follow security policies. 

Horcher & Tejay, 2009 Role of cognitive load and 
password training in the 
password selection process  

Horcher and Tejay propose that password selec-
tion training given in the form of simple achievable 
rules reduces the cognitive load of the user and 
helps the user to create more secure passwords. 
A user experiment comprising initial password 
testing, training in form of a quiz and analysis of 
the created quiz is conducted.  

Inglesant & Sasse, 2010 Password usage study on 
password policies and the 
user  

Users feel that organizational password policies 
are a burden and tend to circumvent them. Policy 
circumvention creates security risks when users 
write passwords down. It can also create addition-
al workload when users start to forget their pass-
words often and need to reset them. 

Mannan & van Oorschot, 
2008 

Phishing and password study 
on online banking and  
security 

Users and banks have different expectations 
concerning security requirements and most users 
seem to fail the security expectations set by 
banks. Users also have a vague mental model 
about the required security measures or concepts 
like URL checking for phishing sites. 
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Paper Research question Password management strategies 

Singh, Cabraal, Demos-
thenous, Astbrink & 
Furlong, 2007 

Social and cultural dimension 
in security design for online 
banking 

According to Singh et al. (2007), the social and 
cultural dimension of online banking creates a gap 
between users and banks. In Asia and developing 
countries it is a common practice to use public 
computers or share mobile phones. It is also a 
common practice to share passwords between 
family members. 

Singh, Cabraal & Her-
mansson, 2006 

Social dimension in security 
design for online banking 

Singh et al. (2006) propose that the social dimen-
sion must be taken into account in security design 
in order to design systems whose users can and 
will comply with security requirements. In online 
banking, users tend to share passwords between 
family members, which creates a legal gap be-
tween the banks’ security behaviour and the 
users’ social practices. 

West, 2008 User security-related actions 
based on user motivation and 
risk 

According to West, users are not motivated to 
perform necessary security tasks. This is because 
the perceived gains are lower and not as immedi-
ate as when the user is taking a known risk that 
yields immediate gains. Users also perceive that 
they are less at risk than other people.  

 
The viewpoint in this literature review is on usable security. This issue is clearly 
investigated in the analyzed articles. They offer a multitude of solutions for how 
to get users to create stronger passwords and to follow security guidelines. All of 
these solutions are related to the users’ mental model and how to achieve a better 
fit with the way in which users normally use passwords. Strategy must be more 
persuasive than restrictive and fit into the users’ social practice.  

The perspectives taken in the analyzed articles are different – and sometimes 
even partly opposing – but all the articles have the same message. The reason 
why users do not follow security requirements is not that they are lazy or be-
cause they do not want to. Instead security requires the user to expend too many 
resources in terms of time, money, concentration or anything else the user needs 
to focus on in his or her main task. Password management also creates a cogni-
tive load for users that must be reduced in order to allow them to create more 
secure passwords. (Horcher & Tejay, 2009). Security is perceived as a secondary 
objective that does not produce immediate gains. Instead, it has immediate 
drawbacks for the primary objective. In the literature review, it is also clear that 
users will not follow guidelines that are vague, too strict or deviate from their 
social practice. Instead they go around the restrictions by reusing passwords, 
using weak passwords or by sharing passwords. By neglecting security, users put 
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themselves and systems at risk. However, users perceive the risk to be smaller 
than it actually is and themselves as being less vulnerable than others. Therefore, 
the constructed application must produce additional value by simplifying the 
authentication procedure and by fitting into users’ existing mental model and 
work practice. Simply forcing users to follow rules and guidelines is not enough, 
as users tend to bend them. (Forget et al., 2008; Herley, 2009; Inglesant & Sasse, 
2010; West, 2008). 

The articles propose a number of solutions that are suitable for the smart card 
environment constructed in this work: minimizing the number of passwords, as 
suggested by Adams and Sasse (1999), ensuring the transparency of the authen-
tication procedure in order to lighten the users’ workloads and give them time to 
focus on their primary objective, as proposed by Herley (2009) and West (2008), 
and making a tool that provides a better platform for implementing password crea-
tion with persuasive strategies, as discussed in the article by Forget et al. (2008). 

On the other hand, too much simplification leads to the risk of compromising 
security. If all credentials – from frequently used social media applications to 
credit cards, where high security is essential – are shielded with one password, 
the attacker only needs to obtain that single password to gain access to every 
piece of information. This creates the need to achieve a careful balance between 
security using a persuasive usable approach and an unusable amount of different 
credentials. One possible solution for this kind of problem is a password manag-
er or security toolbar. The problem with these software implementations is that 
they usually involve usability problems relating to the user interface or the user’s 
mental model for the service. The user does not necessarily understand when a 
password or page is protected and when it is not. Other problems relate to pass-
word storage and platform interoperability. The password manager is usually 
bound to the user’s browser and is not easily accessible from different comput-
ers. This creates problems if the service passwords are changed and the user 
does not know or remember them. (Madlmayr, 2008; Wu et al., 2006). 

Virtual single sign-on, as proposed in earlier studies, allows the user to access 
different services with one or several passwords (Klenk et al., 2009). This type 
of identity management can also be implemented using an open model with a 
secure element. This allows extendable services that the user can configure as 
required. (Akram et al., 2009; Alzomai & Jøsang, 2010). 
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4.2 Interoperability requirements 

Interoperability between secure element platforms has usually been poor. Differ-
ent platform vendors use different trusted platforms that are not interoperable. 
Even between Java Cards implementations have varied so much that mobile 
operators have had to virtually redevelop software from the ground up when 
changing over from one card manufacturer to another. If the user experience 
with the application stays the same between different platforms, the application 
has a higher probability of being more usable. Therefore a platform that is more 
interoperable with current devices is sought and it is tested whether this would 
yield higher usability. Nowadays interoperability has improved greatly, but de-
velopers still need to write special client applications in order to communicate 
with the cards. It has been proposed that there should be a standardized protocol 
supporting networked communications. (Vandewalle, 2005). Java Card 3 offers 
the standard HTTP protocol as a solution for this problem. Solutions have also 
been launched for the Java Card 2.2 platform. For instance, Smart Card Web 
Server offers a web server platform for Java Card 2.2. (Open Mobile Alliance, 
2008; Sun Microsystems, 2008). 

It is not a straightforward process to create a credential management platform 
that is usable and available in any situation, even when the used hardware plat-
form changes, and which also remains secure enough to gain the user’s trust. 
The IETF Securely Available Credentials (SACRED) working group has dis-
cussed this kind of implementation. The working group describes two possible 
solutions: credentials distributed directly from device to device and a credential 
server (Farrel, 2004). Both solutions have their problems. In a server environ-
ment, users need a trusted service manager that handles credential storage. Data 
must be always available and stored securely so that not even the service provid-
er can see the user’s credentials. Trust is usually linked to the uncertainty and 
risk related to the service (Kelton et al., 2007). Storing vast amounts of highly 
sensitive information such as credentials for online banking or e-mail accounts 
increases the risk related to the use of that service. In that kind of environment, 
users must have very high trust in the service provider. On the other hand, users 
generally have high trust in device-to-device implementation, like a smart card 
platform, and in smart cards that enable the users to easily control what infor-
mation is stored and how it is used. Data availability also differs depending on 
the implementation. On the other hand, a credential server can be used every-
where over an internet connection. However, it is vulnerable to network outages 
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whereas device-to-device implementations are available whenever a device is 
available and connected. Also, if a credential manager is placed on a mobile de-
vice, it should provide proper backup functionality and preferably recovery fea-
tures in case the password is forgotten, and do so without compromising security.  

The system design and hardware platform should give the user the choice of 
using the system wherever it is needed, giving the user a similar user experience 
with all devices. In the best case, this could mean standardized communication 
protocols, such as HTTP, with minimal driver support needed. With current 
hardware limitations and availability in mind, interoperability cannot be formal-
ly evaluated from all viewpoints, but this work creates an overall view of the 
issues that need to be considered when creating a smart card application for 
managing user credentials. 

4.3 Summary of the requirements 

The results of the literature review are summarized in this chapter. The follow-
ing list summarizes the results in four central categories that represent the ana-
lyzed material from the viewpoint of this study. The central categories are: mul-
tiple credentials, secure passwords, ease of use and interoperability.  

Multiple credentials 

– The credential system must be open and user controllable. 
– The user must for instance be able to select what services to use or how 

to delegate access. 

Secure passwords 

– In order to make the user follow security guidelines and create better 
passwords, the cognitive load of the user must be minimized by reducing 
the amount of needed passwords. Some of the reviewed credential mod-
els use virtual single sign-on to achieve this. 

– The password model must fit into the mental model of users to help 
them to use passwords securely and correctly. 

Ease of use 

– Credential usage must be transparent, thus reducing users’ cognitive 
load. 

– Users must be able to tell when a password is protected. 
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Interoperability 

– The user experience must stay the same with different platforms.  
– The secure element must support a wide variety of platforms with mini-

mal driver requirements. 
– The application must be able to support credential backups and synchro-

nization in a secure manner. 

These results serve as requirements for the design in the next chapter. They are 
the major issues that must be kept in mind during system construction and serve 
as a basis for the evaluation criteria later on. 
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5. Prototype design 

This chapter presents the design choices for the prototype constructed in this 
work. The design choices are based on the requirements derived from the litera-
ture review and existing credential designs. A generic single sign-on protocol is 
selected as the main design choice, as this protocol has been used in earlier liter-
ature and it fulfils the requirements for the multiservice application on a smart 
card. It is also a feasible choice for a smart card as it creates a lightweight gener-
ic framework that requires little support from the smart card applet to support 
new services. The downside is that a smart card can only support services com-
patible with the credential protocol, but this is still adequate for this work, ena-
bling the testing of the suitability of a web-connected multiservice model for a 
smart card.  

5.1 Prototype definition 

After the definition of the design model, prototype implementations are de-
scribed. Prototype implementation is done in three parts. Prior to this work, a 
Java Card 3 emulator implementation of the prototype was used to test the basic 
concept and provide the viewpoint for this work. The prototype implemented in 
this work is a simplified version of the earlier prototype implemented for a mi-
croSD-embedded Java Card 2 smart card on a mobile phone. The earlier proto-
type is used to create the viewpoint for this study and to test the functionality of 
the concept. The purpose of the prototype in this work is to validate the concept 
in currently existing hardware against the requirements defined in the literature 
review. In addition, a small ticketing service is implemented on top of the proto-
type. The ticketing service is not actually fully in the scope of this work, but 
provides a viewpoint on how the existing credential storage can be used to im-
plement a service that does not follow the original authentication protocol, but 
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can still share the same credential storage without modifications to the credential 
applet. A detailed description of the additional service is provided as an appen-
dix to this work.  

5.2 Prototype platform 

The hardware platform used with the earlier Java Card 3 prototype was a high-
end desktop computer with Java Card 3 SDK. The prototype was implemented 
on an emulator, which does not require a considerable amount of computing 
power. The emulated card was a very high-end card with 4MB of RAM and 
8MB of writable EEPROM, although the emulator numbers are not comparable 
to actual cards.  

The Java Card 2 prototype in this work is implemented for the generally avail-
able Java Card 2.2.1 platform. Along with the Java Card version, the most criti-
cal difference between the prototypes is that the Java Card 2 prototype is imple-
mented on a mobile phone with a Java Card embedded in a microSD memory 
card. The microSD used in the prototype is manufactured by GO-Trust and has 
an embedded 2.2.1 Java Card chip with support for the GlobalPlatform standard 
along with 1GB of SD memory; bigger SD memory is also supported. The mo-
bile phone used for the demonstration is HTC Desire with Android 2.2. Since its 
drivers also support J2ME and WinCE implementations, other implementation 
platforms besides Android phones would be possible. 

For interoperability, the prototype applet was also tested with Mobile Security 
Card, manufactured by Giesecke&Devrient. Version 1.0 of Mobile Security 
Card contains Java Card 2 with GlobalPlatform support and 2GB of SD 
memory. Drivers support Android and currently require a custom compile of 
Android to operate. 

5.3 Java Card 3 prototype 

The first prototype was the predecessor to this work. It was done in a project at 
VTT and its purpose was to find out whether a single sign-on application with 
user controllable services can be implemented with Java Card 3. The role of the 
first prototype is to provide perspective for this work and the second prototype. 
Because Java Card 3 generation cards are not yet available on the market, the 
prototype was implemented on an emulator and card contact with the reader was 
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also emulated with a notifying application. This enabled the application to act as 
if a real card were used with a reader.  

The prototype was targeted at desktop use, but mobile use was also kept in 
mind. An NFC phone was used to mimic a card along with contactless smart 
cards. As Java Card 3 works as an HTTP server, it enables versatile communica-
tion between the applet and client. All communication between the client and 
applet works with HTTPS protocol, making the applet very interoperable and 
platform-independent.  

5.3.1 Supported services 

The implemented application supported social media and e-mail services. In 
addition, some mock-up applications were used to demonstrate a multi-
application card with services such as access cards and credit cards, which 
would also benefit from a user manageable credential model as Bauer et al. 
(2007) demonstrated with a user manageable access-control system.  

All the Internet services implemented on the card used OAuth or similar to au-
thenticate and provide information through different REST interfaces. Internet 
services included Google Gmail, Twitter and Facebook feeds. The card’s own 
services included web-based configuration of different profiles, services and 
credentials. Information provided from card services was provided in XML and 
JSON formats in addition to the HTML-formatted interface. Content data from 
the different services was in a service-defined format without modification. 

5.3.2 Credential model 

The credential model used in the prototype is an open model, where services can 
be dynamically added and configured by the user and additional third-party ser-
vices can be added to the card. The addition of third-party services is imple-
mented with the key management model in the Java Card 3 platform and sharea-
ble interface objects (SIO) that act as an inter-application communication meth-
od between different applets on the card. Both the key management and the SIO 
model provide a flexible base for the extension of the applet with third-party 
services. However, it is noteworthy that in existing applications with smart 
cards, key management policies and trust relationships between different parties 
have traditionally been very tight. The device keys are usually very restricted 
and not shared between different parties, and for this reason service extension is 
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limited to the configuration of the existing services supported by the system, and 
third-party extensions are beyond the scope of this work. Service configuration 
was implemented with flexibility in mind. Number of services was not restricted 
and each service could have multiple credentials acting as different identities. 
Identities were linked to multiple roles representing different sets of credentials 
in services, as shown in Figure 6. In a real-life scenario, this means for instance 
separate home and work e-mail accounts in the system. User authentication to 
the services is delegated to card credentials that are configurable up to the limita-
tions of the card. For instance, long passphrases, several access levels or bio-
metric authentication could be used. (Sun Microsystems, 2009). 
 

 
Figure 6. Credential model for the first prototype. 
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5.3.3 Architecture 

Some services, like Google for instance, use OAuth for authenticating the user. 
Support for OAuth was implemented as a generic framework on the card, which 
enables very light implementation of new services on the card. In the best-case 
scenario, no additional code is required for the new service. In addition, the pro-
totype can be used for proxy API requests from the client to actual services, 
since all communication is done with HTTP. For the client smart card with API, 
the proxy is seen as normal API data from services that can be requested from 
the unified HTTP API on the card. Authentication is done in the smart card, 
implementing virtual single sign-on. Figure 7 shows the structure of the compo-
nents and communication interfaces on the card. 

Due to the more versatile platform in Java Card 3 and HTTP connectivity, 
much of the functionality can be implemented on the card side. This enables a 
simpler and more interoperable client application and enables third-party pro-
grammers to easily create new client applications without compromising the 
security of the applet on the card. On the other hand, it also creates challenges to 
flexibility, as the applet environment is very strict.  
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Figure 7. Java Card 3 prototype architecture. 

In this architecture, the applet works as an authentication proxy, delivering con-
tent data from the web service to the client application by doing OAuth-based 
authentication transparently on the card. Before using the data, the client does 
card authentication with the credentials provided for the card. Card authentica-
tion is executed only once when starting the client application, providing trans-
parent virtual single sign-on for different services. Service data is provided unal-
tered for the client application, but the applet has the possibility to modify or 
reformat it, if needed.  



5. Prototyp

5.3.4 Cli

The client
purpose o
from the 
service an
cation. Th
does not 
interface 
accounts l

An additi
connectio
played th
required. 

5.4 Jav

The purpo
on a mob
review. T
the literat

pe design 

ient applica

t application
of the client i
card. The ca
nd implemen
his makes th
contain any 
of the client
linked to it. 

Figure

ional interfac
ons and profi
rough a stan
Connection t

va Card 2

ose of the se
bile phone b

The credentia
ture review a

ation 

n was implem
is to display 
ard applet ac
nting authent
he client app

logic relatin
t, containing 

 8. Screensho

ce for the c
files. The we
ndard web b
to services c

 prototyp

econd prototy
based on the
al model is r
and also base

42 

mented with 
user interfac

cts as a prox
tication func
plication ligh
ng to authen

the profile i

ot from prototy

lient is a w
eb interface 
browser and 
could be impl

pe 

ype is to cre
e requiremen
refined based
ed on platfor

JavaScript a
ce data and t
y delivering

ctions on beh
htweight and
ntication. Fig
information 

ype client appl

eb interface 
is generated
no additiona
lemented in t

ate a user-ce
nts ascertain
d on the requ
rm limitation

and Mozilla 
to request co
content data

half of the cl
d easy to rep
gure 8 shows
and individu

ication. 

for managin
d on the card
al client app
the same way

entric creden
ned from the
uirements id
ns. The crede

XUL. The 
ontent data 
a from the 
lient appli-
place, as it 
s the main 
ual service 

ng service 
d and dis-

plication is 
ay.  

ntial model 
e literature 
dentified in 
dential pro-



5. Prototype design 

43 

tocol is OAuth, which was also the case with the first prototype, as the literature 
review also supports the use of an open credential protocol.  

5.4.1 Services 

OAuth implementation for Gmail. The OAuth protocol implemented on the 
prototype was used to create a reader for incoming Gmail messages. The service 
creates URL addresses for the OAuth protocol. The address itself does not con-
tain any sensitive information about the user or keys. The URL is then sent to 
the card to be signed and the signature is appended to the address. After the sign-
ing operation, content data is retrieved from the service and displayed to the 
user. When initiating the service for the first time, the user is directed to the ser-
vices authentication site, where his or her username and password are used to 
authenticate the user and generate the authentication token used in the card later 
on. This corresponds to the implementation of the OAuth protocol (Hammer-
Lahav, 2010). The OAuth protocol for the smart card is described in Figure 9. In 
the Java Card 2 prototype, the client application handles the logic for content 
display and URL creation instead of the applet on the card, since Java Card 2 
does not have HTTP connectivity.  
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Client 
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Figure 9. OAuth protocol flow. 

Authentication service. The authentication service implements smart card-
based session management for websites with two-factor authentication. Identifi-
cation for a website is done with both a PIN code for the smart card and a token 
key stored on the smart card. When the user enters a protected web site, a 2D 
barcode is presented. The user logs in to the prototype application on the phone 
and scans the barcode. The barcode data is signed on the smart card with the 
token key and sent to the web service that then authenticates the user and redi-
rects the browser to the authenticated site. Authentication is sent over the 3G or 
WLAN network from the mobile phone, so no direct connection between the 
browser and mobile phone is required.  
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Figure 10. Authentication protocol. 

The authentication protocol does not comply with the OAuth protocol, but since 
it uses the same kind of credentials, the login service can be implemented for 
multiple services without modifications to the applet.  

Ticketing service. In addition to the services described above, a simple ticket-
ing scheme was implemented on the card to provide electronic ticketing for 
small-scale events with no verifier devices. A ticket is generated by signing a 
verifier string that is provided by a 2D barcode for the event with a ticket key on 
the smart card. The verified signature is encoded to a 2D image and displayed at 
the entrance to the venue. Like the authentication service, ticketing also works 
with the same credential storage as OAuth without modifications to the applet. 
The ticketing service is described in greater detail in Appendix A since it is an 
offline service and not fully in the scope of this work. 

5.4.2 Credential model 

Figure 11 shows the composition of the credential tree in the prototype. The 
main difference to the first prototype is the absence of role hierarchy. 
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Figure 11. Credential model for the second prototype. 

The credential model features OAuth token storage allowing a limited number of 
different OAuth credentials to be stored on the card. The card applet provides 
storage and signing functionalities for the client application. All critical data is 
saved on the card and signed on the card without transferring keys after initiali-
zation. HTTP request sending and receiving is handled by the client application, 
which differs from the first prototype. This is due to platform limitations, as it is 
not possible to send HTTP calls in Java Card 2. Also, the key policies for the 
platform are usually very strict, restricting the applet to a very static environ-
ment. In order to make the protocol flexible and to support multiple services, an 
open credential protocol such as OAuth is required. Another possibility is a pro-
grammable environment inside a closed secure element similar to the On-board 
Credentials platform (Ekberg et al., 2008).  

5.4.3 Architecture 

As shown in Figure 12, in the second prototype much of the functionality is 
moved from the applet side to the client application, but all the critical data is 
still processed and stored inside the applet and not revealed after initialization. 
The client handles all HTTP traffic to the service and the formatting of the data 
for the user interface. Data is requested with a URL signed on the card side, so 
no confidential data such as keys are revealed to the client.  
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Figure 12. Java Card 2.2 architecture. 

With the Java Card 2.2 architecture, the client cannot work as a proxy, since 
Java Card 2 does not have any web connectivity. The platform is also simplified 
to support only credential storage and signing compliant with the OAuth proto-
col. OAuth itself provides a flexible protocol for storing credentials for different 
services. Credential storage also allows different types of authentication methods 
to be used if they follow the separate consumer and access token model used in 
OAuth. Services implemented in this prototype are a Google Gmail reader to 
demonstrate OAuth functionality, 2D-barcode login and session management for 
web services demonstrating two-factor authentication with a smart enabled mo-
bile phone. In addition, a verifier-based ticketing demonstration for small events 
was implemented.  

5.4.4 Client application 

The Android version of the client application for the Java Card 2 prototype is a 
minimal version of the application presenting services on the card. When the 
user starts the program, it requests the PIN code of the card before services can 
be accessed. After login, all services are accessible with a single login and are 
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6. Evaluation 

The evaluation of the constructed prototype is done based on the requirements 
derived from the literature, as described in Chapter 4. The evaluation criteria are 
also compared to the previously constructed Java Card 3 prototype. The view-
point of the evaluation is in usable security and future directions are identified 
from the evaluation. The first part of the chapter combines the evaluation criteria 
and the design choices with the requirements. The main design choice here is the 
use of single sign-on and an open credential management model. Both the earlier 
prototype and the prototype in this work are evaluated against the formed criteria 
although the credential model of the earlier prototype is created before forming 
the requirements in this work. The main focus of the evaluation is on the proto-
type constructed in this work and the earlier prototype is used as a reference for 
upcoming technology.  

6.1 Evaluation criteria and design choices combined 

The constructed card is evaluated from the viewpoint of usable security. The 
purpose of the card is to enable an easier way of managing credentials for ser-
vices and to keep the credentials safe. One approach to achieving this is the crea-
tion of a product that is easy to use and open enough to adapt to the user’s needs. 
Hardware security and client software usability are also important aspects, but as 
the pilot product developed in this work is on a hardware platform that is not in 
production use, studying these matters is not relevant for the scope of this work.  

When comparing the requirements from the literature review introduced in 
Chapter 4.3 to possible implementation models, there are few alternatives; one 
of them that fits the requirements is single sign-on.  
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– Multiple credentials 

It was previously established that the credential system must be open 
and user controllable and that the user must be able to select services and 
control access delegation. One implementation model is to use a generic 
authentication framework such as OpenID (Klenk et al., 2009). A gener-
ic framework enables the use of multiple different services easily as a 
multitude of services can be used with the same protocol. This is espe-
cially suitable to a smart card environment where access to smart card 
applets is restricted. The second alternative solution is to create an inter-
active scripting environment inside a secure element, as demonstrated 
with the On-board Credentials platform. ObC enables use of third-party 
authentication scripts inside a protected environment and therefore can 
support a wide range of different services. (Ekberg et al., 2008).  

– Secure passwords 

To make the user follow security guidelines, users’ cognitive load must 
be minimized. This can be accomplished by reducing the number of 
needed passwords and making a password model that fits the users’ 
mental model. Single sign-on is one solution to achieve this as it mini-
mizes the amount of passwords and gives greater control over used 
passwords.  

– Ease of use 

Lastly, credential usage must reduce users’ cognitive load and be trans-
parent to the user. Single sign-on provides one option for this as it facili-
tates authentication to the process and makes individual service authen-
tication invisible to the user.  
 

The following table collects the criteria for the evaluation of prototypes. The 
criteria are compared to the requirements of the problem area using single sign-
on as the main design solution.  
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Table 5. Evaluation criteria. 

 Problem area requirements Criteria 

Credential 
management 

Multiple credentials  

 Open and user controllable 

 Service access delegation 

1. Prototype implements 
support for open authen-
tication protocol 

2. Support for time-based 
tokens and secure token 
distribution 

 Secure passwords 

 Minimizing cognitive load 

 Mental model compatibility 

3. Application implements  
a single sign-on model 

4. Enables use of persua-
sive password strategies 

5. Usage is similar to exist-
ing software used by user 

 Ease of use 

 Transparent credential us-
age 

 Users’ knowledge of pass-
word protection 

6. Automatic single sign-on 
to services after card au-
thentication 

7. Visibility of current protec-
tion level 

Interoperability  Platform interoperability 

 Unified user experience 

 Synchronization abilities 

8. Minimal platform re-
quirements or standard-
ized  
interface 

9. User experience is the 
same on all platforms 
used 

10. Platform enables secure 
synchronization and 
backing up of credentials 

11. Minimal client logic 

 
The criteria in Table 5 are used to evaluate both the preceding prototype and the 
prototype constructed in this work. Both criterion 3 and 6 cover the implementa-
tion of single sign-on and are therefore evaluated as one in the following evalua-
tion. 

6.2 Java Card 3 prototype 

The Java Card 3 prototype was built as a proof of concept using techniques 
providing the fullest capabilities without accounting for the current technical or 
political limitations of smart cards available on the market. The prototype was 
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implemented on a Java Card 3 emulator whose memory capabilities surpass 
those of currently available Java Card 2 generation cards. The purpose of the pro-
totype was to provide a proof of concept of the model with future technologies. 

The prototype had OAuth as an open credential model to allow user managea-
ble services. Token delegation is not supported with an applet or directly with 
OAuth, but the next version of the OAuth protocol supports token expiration and 
a refresh token that could, at least with the support of the service, provide sup-
port for token delegation (Hammer-Lahav, 2011). Support for time-based tokens 
currently depends on service implementation. The applet also allows other third-
party applets to be used, which could enable extendibility beyond the OAuth 
protocol on the card. Authentication to services is executed with card credentials 
that can be configured in a more flexible fashion than individual service creden-
tials. It also enables single sign-on to services with one password. This allows 
use of persuasive strategies to create a long and secure password or few security 
levels. The prototype in itself does not support key delegation and sharing, but 
this kind of functionality could be implemented with the support of OAuth 2.0 
and the service used (Hammer-Lahav, 2011). 

As the card works as an authentication proxy between the client and services, 
it removes all authentication or data querying logic from the client, leaving only 
the user interface- and formatting-related logic. This makes the client code easy 
to port to different platforms. Furthermore, third-party client applications are 
easy to create. The client could be integrated into existing applications or it 
could be used as a separate application similar to currently existing software. 
With separate software, there exists the possibility that users may choose a less 
secure application if they prefer it more. With integrated software, there is the 
possibility that users might not know which credentials are protected and when, 
as is the case with security toolbars (Wu et al., 2006). 

Credentials on the card are stored in a very secure fashion. A password is 
needed to access them. Only the user knows this password and moreover all 
credentials are stored securely on the card. Without backup capabilities, the loss 
of a card or card password can cause significant work for the user when all indi-
vidual service accesses need to be recovered. Back-up abilities and synchroniza-
tion over multiple cards are out of the scope of this prototype, but there are no 
technical limitations to implementing such capabilities since all the data can be 
extracted from the card in encrypted form. Solutions are available that enable 
third-party access or the recovery of data without compromising security and 
without the user’s password, such as the use of biometric identification and 
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shared secrets (Gardner et al., 2009). This kind of model could be employed to 
enable password recovery methods controlled by a trusted third party. 

The evaluation conducted for this prototype in this chapter is summarized in 
the following table.  

Table 6. Criteria evaluation. 

Criteria Fulfils Comments 

Open authentication protocol X Implemented and user manageable for different 
service configurations. 

Time-based tokens and token  
delegation 

- Prototype does not support, but could be sup-
ported in the next version with OAuth. Support 
from the service might be required. 

Single sign-on model X Implemented with a single login password and 
expandable to different service configurations. 

Support for persuasive  
passwords 

X The use of different types of persuasive strategies 
is enabled when the number of passwords de-
creases and control of passwords moves from the 
service to the applet.  

Similarity to existing software X/? Client software works exactly like other desktop 
applications connecting to similar services. How-
ever it is not clear in the scope of this work 
whether users would prefer the prototype applica-
tion over service web sites. 

Protection level visibility X All passwords within the application are protect-
ed, making the protection level visible.  

Minimal platform requirements  X The card works through normal HTTP interfaces, 
leading to easy communication with standard 
methods and interoperability between platforms. 

Unified user experience - With an HTTP interface, it is easy to port the 
client application to different platforms. However, 
an NFC reader would still be required. Currently, 
readers are not available in every computer, 
creating limitations as to where the system can be 
used. If the system cannot be used everywhere, 
the user still needs to remember individual ser-
vice passwords. 

Synchronization and back-up  
abilities 

- Not implemented in the prototype, but there are 
no technical limitations to creating encrypted off-
card backups with the available methods. (Gard-
ner et al., 2009). 

Minimal client logic X The client requires only logic related to the user 
interface and formatting of data, making it very 
lightweight. Authentication and service-related 
logic is done on-card. 
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6.3 Java Card 2 prototype 

The Java Card 2 prototype uses the same credential protocol, but is simplified to 
better fit the requirements of the platform. This limits some use cases, as support 
from the service is required for the open authentication protocol. Also, the cre-
dential model is simplified by only using service tokens without role level. Be-
cause the credential protocol implementation is the same as in the previous pro-
totype, all the same properties and constraints apply to it. It implements an ex-
tendable protocol with a single sign-on. Expiration depends on the service and 
token delegation could be supported in the next version of OAuth. (Hammer-
Lahav, 2011). 

As with the Java Card 3 prototype, this prototype also enables support for per-
suasive password strategies. Only one password is required to access on-card 
credentials, which allows the user more freedom to use long passphrases or 
graphical passwords enabled by the client.  

The platform for the prototype is a mobile device on which the secure element 
is installed and available continuously. On the other hand, the secure element is 
not easily movable to another device, weakening availability on multiple devices.   

Table 7. Criteria evaluation. 

Criteria Fulfils Comments 

Open authentication protocol X OAuth implemented and extendable to multi-
ple services.  

Time-based tokens and token 
delegation 

- Prototype does not support, but could be sup-
ported in the next version with OAuth. Support 
from the service might be required. 

Single sign-on model X Implemented with a single login password and 
expandable to different service configurations. 

Support for persuasive  
passwords 

X The use of different types of persuasive strat-
egies is enabled when the number of pass-
words decreases and control of passwords 
moves from the service to the applet.  

Similarity to existing software X In a mobile environment services are frequent-
ly available in separate applications besides 
the browser application. The use paradigm of 
the prototype is similar to these applications. 

Protection level visibility X Credentials are always protected inside the 
prototype application.   
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Minimal platform requirements  X/? A microSD slot is available in most phone 
models, but to use it, special drivers are re-
quired and APDU-based communication is 
used. In the future, a standardized connectivity 
framework, such as the Mobile Open API 
proposed by SIMAlliance, could provide easier 
communication with the card. (SIMAlliance, 
2011). 

Unified user experience - The application itself is portable to different 
platforms. However, a microSD is not easily 
removable from all phone models, and even if 
an NFC phone would be used, not every com-
puter has a reader. This limits where the sys-
tem can be used and users would still be re-
quired to remember service passwords. 

Synchronization and back up - Not implemented in the prototype, but there 
are no technical limitations to creating en-
crypted off-card backups with the available 
methods. (Gardner et al., 2009). 

Minimal client logic - The client is required to perform at least some 
parts of forming authentication URLs and the 
actual data querying. This limitation is due to 
the limited capabilities of the Java Card 2 
platform. At least some client logic is required 
besides user interface formatting in compari-
son to the Java Card 3 prototype. 

 
The credential applet fulfils the requirements to create a usable credential applet 
and the open credential protocol creates a secure platform for a more usable 
application requiring authentication. The evaluation and the need for further 
research on the client application are discussed in greater depth in the next chapter. 

The credential model reduces the number of passwords, effectively transfers 
sensitive information from the application to the secure element and enables the 
use of single sign-on and persuasive password strategies. As no authentication-
related information is transferred out from the card when using the authentica-
tion protocol, it provides a very secure environment for credentials and authenti-
cation. Authentication on the card does not depend on the services or service 
giving control of the password to a credential manager. This enables the use of 
user-centric password mechanisms such as graphical passwords. However, when 
password management is integrated as a single sign-on-based solution with only 
a single master password, all the passwords could also be vulnerable to the 
password domino effect when reusing passwords (Ives et al., 2004). It is possible 
to integrate different security levels, for instance, to better protect access to dif-
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ferent services. In some cases, biometric authentication methods could be used. 
Also, since the credential manager only stores access tokens instead of actual 
passwords, they can be revoked without changing passwords. 

Although a deeper evaluation of the client is out of the scope of this work, the 
constructed prototype client has some problems similar to those of existing 
password managers. The visibility of the protection level is clear when using the 
prototype client, since all the credentials within the software are protected. How-
ever, if the application would be integrated more tightly into the existing archi-
tecture, the visibility of protection could suffer. The credential manager still 
requires support from the service in the form of an open credential protocol and, 
as such, not all existing services can be bound to the credential manager. Be-
cause of this, it is not certain whether the protection level would be clear and 
visible to the user if the client were integrated tightly with an existing mobile 
platform. Further research on the client application with an existing credential 
model is required to better identify usability requirements for the client. These 
are also technical problems with currently existing password management tools 
(Chiasson et al., 2006; Whitten & Tygar, 1999). 

From the hardware perspective, the requirements are implementable on most 
Java Card platforms, as the only requirement is the availability of correct signing 
algorithms. The prototype constructed in this work uses a microSD smart card 
that was tested on two different card platforms to achieve hardware consistency. 
Although card operating systems are similar to other Java Card platforms, inter-
faces between the card and the device are not standardized. Special driver soft-
ware is usually required, reducing the availability of credential storage on multi-
ple devices. Similarly, some client logic related to service authentication and 
data retrieval is required with Java Card 2, reducing interoperability between 
different platforms. Key management with microSD-based smart cards is similar 
to SIM-based cards or an embedded secure element since they all usually use 
standard Java Card operating systems. Key management policies are still more 
relaxed compared to other mobile phone secure elements since ownership of 
microSD cards is not controlled by operators or phone manufacturers. Upcoming 
standardization efforts such as SIMAlliance’s Open Mobile API and Java Card 3 
could bring improvements to interoperability by introducing a more standardized 
interface to access different or multiple secure elements (SIMAlliance, 2011; 
Sun Microsystems, 2008).  
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7. Conclusion 

The main research question set for this study was to identify whether a secure 
element with web-connected services can make credential management easier 
and more secure from the viewpoint of usable security. It was further divided 
into three parts: Identity and credential management strategies, requirements for 
a secure element-based credential manager and the implementation of such a 
credential manager applet prototype. 

The major part of the study concerned identifying the requirements for the 
credential manager. In the study, a comprehensive literature review was con-
ducted to ascertain the credential manager requirements and provide an over-
view of user password management strategies. As it was executed in a formal 
way, the review provides a solid basis for the requirements. It considered key 
aspects for enabling users to create stronger passwords. It was found that users 
consider security policies to be a burden and also that having to remember a 
great number of passwords creates too much cognitive load for them. Further-
more, the security requirements might not be implemented in line with the users’ 
mental model, creating unrealistic expectations for security. The literature re-
view also revealed different types of solutions for credential platform implemen-
tation, but many of these solutions implement a credential model with some 
degree of openness when multiple credentials are required. Some even define a 
model for access delegation or different access groups. These findings indicated 
that the current password management strategies of users correspond poorly to 
actual security requirements, thereby creating very real security threats. Findings 
for credential design indicated that there is also a strong tendency towards a 
more open credential model when using multiple services with a credential man-
ager. This model is considerably different from the current model of web ser-
vices, where control of passwords is handled by individual services.  

Requirements for the credential manager were identified from the literature 
and a credential manager model was designed accordingly. The study identified 
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a feasible model to be used with secure elements to achieve support for single 
sign-on-based credential management. Requirements relating to the usability of 
the model from the users’ point of view were also identified, providing one 
model for further research on the subject. 

Based on the findings of the literature review, an open credential model was 
chosen in order to reduce the number of used passwords and to create transpar-
ent single sign-on authentication. These findings were also used to form the 
evaluation criteria used in this work. The prototype application was built to test 
the credential model and evaluate it. In addition, the prototype built prior to this 
work was used to provide additional perspective and to test evaluation criteria. 
Both prototypes fulfilled the requirements in the most critical respects in terms 
of open authentication and the credential model. Moreover, they are met with 
minimal platform requirements, requiring only basic credential storage and sign-
ing at minimum. The prototypes show that a secure element-based credential 
manager that can be used to support web services with open credentials is im-
plementable on the target platform.  

Further analysis showed that the credential model itself effectively reduced 
the number of passwords needed to use services, and also enabled the use of 
more flexible and transparent on-card authentication models, with promising 
results. On the other hand, the analysis could not answer whether the client ap-
plication can provide a unified user experience and visibility of protection level, 
leaving a need for further research. Also, further research is required on the cre-
dential protocol and the credential model itself to provide more user-centric fea-
tures, such as time-based token delegation and synchronization abilities. 

From the hardware point of view this study showed that the current secure el-
ement implementation provides a platform that can support the credential model 
itself with only minimal requirements. Implementation details are similar to 
those of both tested cards and they are also very similar to other platforms such 
as SIM cards or embedded secure elements. However, the interface between the 
secure element and client application is not very standardized yet, although there 
are upcoming efforts such as SIMAlliance’s Open Mobile API that could pro-
vide a more standardized way to access the credential manager (SIMAlliance, 
2011). Also, the key management policies of current cards can pose difficulties 
to the integration of the credential manager into existing secure element plat-
forms. Both of these issues raise the need for further research.  
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Appendix A: 2D ticketing service 

During this work, the need for a small event ticketing prototype emerged. The 
existing credential platform was used to create a fast prototype for a ticketing 
application. The ticketing service was intended as a low-cost electronic ticketing 
service for small-scale events where online ticketing is not available. Ticket 
verification was done entirely by using a 2D verifier on the phone. This makes 
the ticket less secure than offline and online tickets verified with methods such 
as NFC. The advantage is that the ticket requires only a smart phone with a cam-
era and secure element. Offline ticketing is in no sense compatible with OAuth, 
which is intended for service authentication. It is however possible to use the 
same credential storage and signing functions to provide ticketing service with-
out modifications to the applet. 

When the ticketing application is installed, the application key is installed on 
the card with an encrypted message. The application key corresponds to the con-
sumer key used with the OAuth protocol. Individual tickets purchased are stored 
as token keys. When the user enters the event venue, the verifier string is pre-
sented in the form of a 2D barcode. The user scans the barcode with a phone 
camera and it is signed on the card with a consumer and token key combination. 
The signature is used to generate a 2D image that is then presented at the en-
trance to the venue and verified visually. The complete ticketing process is pre-
sented in the following figure. 



 

A2 

 

Figure 14. Ticketing process. 

The generated ticket is not secure after verification since the 2D image is rela-
tively easy to duplicate. The advantage is that verification does not require any 
special devices and the requirements for the users’ phones can be minimal; only 
the secure element is needed, and it can be delivered on a secure memory card or 
with a SIM card. The protocol presents one alternative to electronic ticketing 
cases, where the costs have to be kept low and monetary losses in case of dupli-
cation are minimal.  
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literature review indicated that users circumvent security methods because they consider that these 
methods take too much of their time and other resources compared to the perceived gains. It was 
also revealed that the authentication procedure must follow the user’s mental model and not restrict 
the primary task the user needs to achieve. The requirements for the credential model are identified 
from the literature review and a single sign-on protocol is chosen to be the approach in this work. A 
prototype application that allows users to authenticate to different services with a single sign-on, 
and which also demonstrates two-factor authentication, is built and evaluated along with the earlier 
prototype. The prototype application built in this work shows that the credential manager application 
can be implemented in an open manner with a single sign-on protocol. 
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