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Editors view

To many of us, the internet of Things (ioT) 

is still an emerging concept. To cast a 

clear light on this new landmark in 

technology, in this edition of Visions our 

multidisciplinary team of experts shares its 

latest insights on the ioT and on its 

implications for productivity. Tomorrow, 

the internet of Things will be a seamless 

part of everyday life, just as the internet 

and smart phones are today. 

Let’s be at the forefront! 

Dr. Marko Jurvansuu, editor





1 Why do we need a 
productivity leap?

Flight of 
manufacturing

Ageing 
population

Depleting natural 
resources
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1.1 Three key threats to our wellbeing 
Europe is facing major challenges to its way of life 
and to the very foundations of its society. From a 
technological perspective, VTT pinpoints three 
key threats.

Flight of manufacturing. Loss of manufac-
turing capability leads to chronic trade balance 
deficit and a diminishing tax base. A further key 
threat is the loss of R&D, finance and govern-
ance functions in the wake of manufacturing to 
the newly industrialised countries. As these high 
added-value services are lost, per capita income 
decreases and current levels of public services 
and spending become unsustainable. in Finland, 
during 2008–2013 the number of people 
employed in industry fell from 420,000 to 
355,000, i.e. 15%. The nokia cluster alone has 
lost 14,000 jobs in the past three years, while the 
forest industry has cut 20,000 well-paying indus-
trial jobs since 2000. in the UK this development 
has been even more drastic – a 40% loss in 
manufacturing jobs since the turn of the millen-
nium. Research and development work is 
following the production as standard of 

education and competence is increasing in the 
third countries. Emerging and developing coun-
tries are growing faster than advanced 
economies, steadily closing the income gap.

Ageing population. Early retirement combined 
with increased life expectancy results in a dimin-
ished workforce. The challenge of providing the 
elderly with the care they need and deserve is 
placing increasing demands on society’s 
resources, with a growing proportion of the work-
force and public money being allocated to elderly 
care. in Finland, the ratio of non-working age (15 
or younger, 65 and older) to working age people 
will increase from 51% in 2010 to as much as 
70% by 2025. in rural areas it can be over 100%. 
similar trends are being seen in all European 
countries as well as in Japan and Korea.

Depleting natural resources, increasing 
pollution. Energy and raw materials are limited, 
yet demand for them is constantly increasing. 
Growing price pressure is inevitable as China, 
india and other countries increase their consump-
tion. Europe is committed to Co

2 restrictions and 
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Figure 1.1. To maintain the 3,6% growth of the Finnish GDP, despite the declining workforce, 
calculations show that annual productivity growth should leap from 2.5% to 3.9%. source: Economist 
intelligent Unit; statistics Finland.
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other environmental policies that may handicap its 
competitiveness. sudden political changes driven 
by popular opinion, such as changes in attitude 
towards nuclear energy following the Fukushima 
disaster, may cause unforeseeable risks for 
European industry.

A range of measures are needed to manage and 
counter these challenges. According to Finnish 
authorities actions must be directed towards pro-
ductivity improvement and success in the global 
market. All of the above key challenges can be 
addressed by improving productivity. By improv-
ing manufacturing productivity, we can gain 
competitive edge and improve Finland’s attrac-
tiveness to manufacturers as a place to invest. 
Likewise, better productivity enables greater out-
put with fewer work-years. The same principle 
applies to the elderly care sector, which will need 
to be able to produce high quality care services 
with less input. Productivity also means more 
value with less raw materials and energy, thus 
helping achieve sustainability. 

in recent years, the competitiveness of 
Finnish industry has waned, leading to significant 
loss of export revenues. As the graphs in Figure 

1.1 show, in order for Finland to achieve the level 
of GDP growth needed to sustain public expend-
iture according to the nordic welfare model, 
annual productivity growth must leap from 2.5% 
to 3.9%. 

This edition of VTT Visions presents VTT’s 
vision of how the ‘internet of Things’ (ioT) as a 
set of technologies and as an enabler can 
increase productivity and thus help tackle these 
three key challenges.

1.2 internet of Things is the next 
enabler for productivity leap 
The past 150 years have been a triumph of elec-
tronic communications and computing, see 
Figure 1.2. From Morse’s telegram to telephone, 
radio and TV, mainframe computers, PCs, mobile 
phones, the internet and social media – iCT tech-
nologies have brought fundamental changes to 
the way we live, work, and do business.

iCT is the primary enabler of 80% of innova-
tions and 40% of productivity improvement (A 
Digital Agenda for Europe, EU 2010). During the 
past three decades, the development and deploy-
ment of the personal computer, the internet, ERP 

Figure 1.2. iCT technologies, from Morse’s telegram to internet and smart devices, have 
fundamentally changed the way we live and have had a massive impact on the productivity.
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systems, and mobile communications have been 
the flagships of iCT-driven productivity. During the 
mobile communications boom, Finland focused 
so strongly on mobile communications that it can 
be claimed that the role of iCT as a source of pro-
ductivity improvement in other industries was 
overshadowed by the nokia cluster. 

Yet, we can find cases where Finland has 
pioneered iCT-enabled productivity leaps. in the 
1990s, Finnish banks introduced net banking and 
customers were quick to adopt the new technol-
ogy. During the decade to follow, productivity, as 
measured by banking transactions per employee, 
almost ten-folded. A similar productivity leap and 
business transformation has been encountered in 
the travel agency sector due to web services. As 
an example from the public sector, web tools 
(Helmi; Wilma) for teacher–pupil–parent interac-
tion and co-operation have shown similar 
iCT-enabled productivity gains.

in the ongoing decade, productivity will be 
driven by the internet of Things. successful 
deployment of the ioT is therefore crucial to the 
survival and thriving of companies and societies. 
our goal is to help industry and the public sector 
to improve productivity by leveraging internet of 
Things technologies in the areas important for 
industry in global competition.

1.3 From the internet as we know it, to 
the internet of Things 
The internet, as we know it now, is oriented 
towards consumers. People use the internet for 
information, entertainment and social networking, 
as well as for transactions, such as shopping and 
banking. About a third of the world’s population, 
2.5 billion people, have access to the internet and 
the information and services it makes available. 
The number of internet users is growing by 15% 
per year. The stereotypical image of the web user 
as someone bent over a laptop or PC is already 
outdated. in the developed world, tablets have 
been fast changing the way people ‘surf’, but an 
even more significant change has been seen in 
the developing countries, where ordinary people 
can now access the internet with an affordable 
smartphone. Mobile devices are making the 
internet truly ubiquitous.

A major aspect of communication technology, 
though largely invisible to the average consumer, is 
computer-to-computer traffic and activity, i.e. the 
moving, refining, managing, presenting and storing 
of information. Machine-to-machine, or “M2M”, 
communication is often considered “non-internet” 
based, i.e. using either proprietary or switched tel-
ecom communication infrastructure, but M2M is, in 
fact, a sub-set of the internet of Things. Figure 1.3 
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Figure 1.3. “The fast growth of M2M devices is a clear indication of rise of ioT. GsMA (2011) 
Connected Life – GsMA Position Paper, GsMA white paper. http:// www.gsma.com/documents/
gsma-connected-life-position-paper/20440”

http://www.gsma.com/documents/
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Our definition of the IoT from a productivity 

perspective is as follows:
The Internet of Things is a digital 

representation of the real world, 

enabling productivity enhancement 

through optimal use of real-world 

assets.

illustrates the growing importance of machine-to-
machine communication as reflected by the rapid 
rise in numbers of M2M devices. This increase also 
shows that the expansion of the internet from a 
technology for exchanging information rapidly 
between people to a technology enabling also 
communication between all kinds of physical items 
is already well underway.

1.4 What is the ioT?
The internet of Things (ioT) escapes any clear defi-
nition, consisting as it does of a combination of 
technologies and a collection of applications and 
business opportunities, rather than any definable 
architectures or communication protocols. Different 
viewpoints result in different ways of defining ioT. 
For example, an identification of objects oriented 
definition states “The internet of Things refers to 
uniquely identifiable objects (things) and their virtual 
representations in an internet-like structure.” 
(Wikipedia, internet of Things). An infrastructure ori-
ented definition states “A global network 

infrastructure, linking physical and virtual objects 
through the exploitation of data capture and com-
munication capabilities.” (CAsAGRAs project). A 
business / physical objects and network oriented 
definition states “A world where physical objects 
are seamlessly integrated into the information net-
work, and where the physical objects can become 
active participants in business processes. services 
are available to interact with these ‘smart objects’ 
over the internet, query and change their state and 
any information associated with them, taking into 
account security and privacy issues.” (stephen 
Haller, sAP).

in this Visions publication, we see the ioT as a 
set of enabling technologies that can be used by 
almost all areas of business and society to improve 
productivity. The core enabling technologies are 
sensing, processing, communication, refining and 
managing information, while the supporting ena-
bling technologies are energy harvesting and 
low-power embedded systems. The enabling tech-
nologies are, in principle, application and domain 
independent, which is the key advantage of ioT 
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Figure 1.4. internet of things consists of three “worlds” that are interconnected. identification of 
objects is a fundamental extension from iP-addresses. sensors are needed to provide real time 
information on the objects and actuators are needed to act upon the information.

Identification of all things 
using codes that represent 
group or individual product. 
Knowing what is the exact 
item in question and what 
information is linked to it. 

For example, origin, history, 
price, location of a certain 

car, lamp, sofa, chair, apple, 
sensor or actuator.

Using sensors for measuring 
and sensing of things, 
environment, persons, 
operation, temperature, 

weather, pollution and traffic. 
Information is pre-processed 

locally, transmitted, 
combined from many sensor 

sources and used for best 
business outcome.

Reacting and influencing 
the things in real world. 

Remote control of motors, 
valves, heating and cooling 

systems, electric locks, 
lighting and access control. 
Actuation is controlled by 

other machines and 
IT-systems automatically, 

but also by humans.

over domain-, application- or proprietary-specific 
solutions, which in many cases still dominate today. 

As interaction between smart devices and 
machines takes an increasingly central role, the 
internet of Things will progressively take form. The 
ioT will bring together the physical and digital 
worlds. Firstly, in the internet of Things, literally all 
objects can, and probably will, have a unique digi-
tally readable identifier linking them to information 
stored in the digital domain. This information does 
not have to be static, it can be updated and modi-
fied to represent, for example, the current location, 
use, ownership and condition of objects. 

secondly, most measurable phenomena and 
conditions in the physical world will be measured or 
observed by sensors, which will refine and then 

communicate or even publish the information for 
specific uses. innovative ways of combining such 
information from several sources to create addi-
tional value are likely to emerge. As an example, 
combining real-time traffic information with real-
time weather information and forecasts may be 
used for forecasting traffic congestion. 

Thirdly, remotely controlled actuators will be 
used to affect the real world on a much larger scale 
than today. While the extent of their impact is cur-
rently difficult to foresee, these three key aspects of 
the ioT – the identification world, the sensor world 
and the actuator world – will have a fundamental 
impact on business and everyday life as we know 
it. These three ‘worlds’ of the ioT are briefly 
described in Figure 1.4.

Identification 
world

Sensor 
world

Actuator 
world

RFID

uIDIP
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The Internet of Things is regarded as a disruptive 
technology and game changer by many industry leaders 

and prominent thinkers. They expect major business 
transformation and growth of productivity:

John Chambers, CeO of Cisco envisions 
“connecting every device in the 
world, this would create a $14 tril-
lion business”. (Time Magazine Feb 4, 
2013, p. 42)

Peter Hartwell, HP, “One trillion nanoscale 
sensors and actuators will need the 
equivalent of 1000 internets: the next 
huge demand for computing!”

John Flower, EVP, Sun, sees two mega-
trends: Reduced costs have brought 
with them the viability of connecting 
almost anything to the network. This 
ubiquity of access will make it so that 
people’s notions about what they inter-
act with will change dramatically.

Jeffrey immelt, ge Chief executive hopes 
that industrial internet Will end Downtime, 
as “The ability in our world to go 
man to machine, the ability to 
marry real-time customer data 
with real-time performance data 
of our products – to me that’s the 
holy grail in our business”. (Wall 
street Journal (online) [new York, n.Y] 29 
nov 2012)

Wired magazine states that “…the 
Internet of Things (IoT) does repre-
sent a revolution happening right 
now…”. (11 Jan 2013, Andrew Rose)

“2013: The year of the Internet of 
Things – The internet of Things probably 
already influences your life. And if it 
doesn’t, it soon will, say computer scien-
tists”. (MiT Technology review)

general electric (ge) expects process has 
kick-started connecting machines to 
internet – to generate an additional 
$15 trillion in global GDP by 2030 
by helping to trim costs and wastages. ge 
calls it the “industrial internet”, to drive 
home the difference with consumer inter-
net where people, not machines, are 
connected to the World Wide Web. (The 
economic Times (Online) 17 Dec 2012.)

Productivity Leap with ioT / 13





2 Elements of 
productivity disruption

The importance of increasing productivity and ICT’s 
significant role in this endeavour are apparent. Increased 
productivity is being enabled by the changing structures 

within industry and society, wider implementation of 
Internet of Things (IoT) technologies, and the new business 
models that these facilitate. Security and privacy issues may, 

however, slow this development.
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2.1 What is productivity?
Let us begin by defining the concept of productiv-
ity in more detail. There are numerous definitions 
of productivity, but we shall draw here on the 
oECD definition, as follows:

Productivity is the ratio 
of a volume measure 
of output to a volume 
measure of input.

The choice of measure depends on the purpose 
of measurement and, in many cases, on the avail-
ability of data. Productivity output is either gross 
output or value added. The required input may be, 
for example, capital, labour, land, energy, materi-
als, services or knowledge. Even though some of 
these may seem practically immeasurable, there 
are several ways of calculating these values. of 
the productivity measures, labour productivity is 
particularly important and is often seen as a 
dynamic measure of economic growth, competi-
tiveness, and living standards. A common, but by 
no means only, measure of labour productivity is 
the GDP growth per hours worked. some exam-
ples based on oECD data are illustrated in Figure 
2.1. Finland scores close to average, while south 
Korea leads the table.

2.2 Productivity through new 
structures
According to the Finnish Ministry of Employment 
and the Economy [1], structural changes in ways 
of doing business are central to achieving produc-
tivity growth. Finnish economic policy therefore 
strongly promotes changes aimed at restructuring 
the economy and improving labour productivity. in 
the electronics industry, for example, assembly is 
no longer a significant part of total output, with the 
majority of value added arising from other activi-
ties, while also in the machinery industry two-thirds 
of jobs in Finland are not directly related to manu-
facturing. The highest productivity expectations 
are today related to brand management, product 
development, or product innovation related 
deployment tasks. Finland’s vision for strong 
competitiveness stresses the development of new 
expertise in high productivity areas allowing the 
best possible use of labour input. 

The importance of iCT technology in improv-
ing overall productivity is strongly emphasized by 
the Ministry of Employment and Economy. 
Already today, about one third of turnover and 
exports of the Finnish industrial sector are 
dependent on information technology. 
Remarkable growth is expected in this area.

Figure 2.1. Growth in GDP per hour worked, oECD data (oECD Factbook, © oECD, 2012).
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2.3 Productivity originates from the ioT 
Companies are catching on to the business pos-
sibilities that ioT technologies enable, and some 
are already exploiting their benefits. They are rec-
ognizing the potential for faster decision making, 
real-time control, service time reduction, process 
optimization, new business models, enhanced 
operational efficiency, resource conservation, and 
the capability to do all of this location-indepen-
dently, and moreover, globally. 

The internet of Things connects physical 
items, such as sensors, mobile phones and other 
consumer devices, or even enterprise assets, to 
the internet and to each other. This allows these 
items to broadcast their status, context, or any 
other needed information either publicly or pri-
vately. The decreasing price of hardware 
components and new manufacturing methods, 
such as printed electronics, are allowing ioT tech-
nologies to expand into everyday objects, for 
example, in the form of printed antennas, sen-
sors, energy and memory storages, and wireless 
power harvesting components. Further fuelling 
this growth are cloud services and 4G mobile 
communication standards enabling more fluent 
wireless traffic. 

The above-described changes throughout 
the technology arena present boundless business 
opportunities. This provides unparalleled possibili-
ties for companies to develop new services, 
improve current practices or implement new busi-
ness formulas.

However, according to Gartner [2], "the 
internet of Things will take more than 10 years to 
reach the Plateau of Productivity. Despite this, 
within business verticals there are many paceset-
ters that are already snatching business benefits. 
Well-known examples of these include energy 
companies entering smart metering (a fundamen-
tal part of smart grids) or transportation enterprises 
using RFiD (Radio Frequency iDentification) con-
trolled logistics and transportation systems. 

in the future, most, if not all, everyday items 
will have unique identificators or iP addres and will 
create significant amounts of data or transactions 
generated by millions of endpoints. The Big Data 
concept is expanding and data will be referred to 
in terms of brontobytes (1027). Mobile operators 
carrying this exponentially growing traffic have 
already innovated novel data plans for new busi-
ness conditions and customers. in addition, savvy 

companies have recognized that a business pos-
sibility can be found in having the capability to 
rigorously analyse this vast data.

2.4 Productivity gains from new 
business models 
The steadily increasing availability of data on cus-
tomer behaviour is creating opportunities to fine 
tune current business practices or to innovate 
novel services and business models. ‘Time is 
money’ thinking is taking on a totally new dimen-
sion in the ioT world. The ability to react quickly is 
becoming a success factor in all areas of busi-
ness, as real-time data flows enable rapid decision 
making and action-taking. Fast access to data 
enables, for example, system alarms to be gener-
ated autonomously, faster and automatically, 
including exact location information, allowing 
operational processes to become more efficient. 

Technology developments are not only 
improving current business efficiency, but allowing 
new user-centric business models. new business 
models are being introduced in the manufacturing 
sector, with manufacturing being provided to cus-
tomers as a service. Customers are being given a 
new, focal role as co-designers. As an example, 
Us-based car company Local Motors allows cus-
tomers to participate in producing their own unique 
car design. Another Us company, MFG, provides 
a marketplace for buyers and suppliers. it acts 
globally as a bidirectional gateway between buyers 
and manufacturing service providers. Cubify pro-
vides an online 3D printing service that allows 
cloud consumers to produce their own parts via 
mobile devices. Customers are being increasingly 
invited into the driver’s seat of product develop-
ment. This kind of user-centric business model is 
the embodiment of the larger service-oriented 
cloud manufacturing model, the goal of which is to 
utilize existing resources as efficiently as possible.

Usage-based pricing models are commonly 
used by mobile operators where the exact service 
usage is known. now, ioT technologies are ena-
bling the use of similar business models also in 
other fields, such as the traditional packaged 
goods business area. Car insurance companies 
have shown increasing interest in utilising car 
usage pattern based models to make personal-
ized offers to drivers where the agreement offered 
is influenced by the actual behaviour of the driver. 
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Another illustrative, perhaps surprising, example is 
lawn-mowing. Currently, for a homeowner to be 
able to mow their lawn as and when they please, 
they need to own a lawn-mower. sound obvious? 
But what if, instead of having to buy an entire 
mower, you could simply buy some mowing time, 
as and when you need it? This may sound like an 
unexpected business scenario, but from the tech-
nology point of view it is fully realizable.

When looking at the ioT world from a service 
development point of view, we can see that an 
open ioT data model has already been adopted in 
the development of new services. open source 
developer communities are vital to the iCT tech-
nology business, as the examples of Linux, open 
office and MysQL show. in the ioT world, Cosm, 
previously known as Pachube, is a developer 
community that emphasizes openness and shar-
ing. Currently, Cosm is moving from a 
non-commercial orientation towards a more pro-
fessional business oriented approach. Cosm 
claims to be a secure, scalable platform that con-
nects devices and products with applications to 
provide real-time control and data storage (www.
cosm.com). Using Cosm’s open APi, individuals 
and companies can create new devices, develop 
prototypes, and bring products to market in vol-
ume. Cosm is closely linked to open source 
electronic hardware platforms such as Arduino 
(www.arduino.cc/) and nanode (www.nanode.
eu/), which considerably lower the threshold for 
experimenting with and prototyping new elec-
tronic devices, such as sensors and controllers. 
since developer communities are crucial to the 
success of ecosystems, as demonstrated by the 
Android, iPhone and Windows mobile platforms, 
the industry would be well advised to follow Cosm 
and Arduino with interest.

ioT-enabled business models are becoming 
part of business as usual. The changes in the 
ways companies are doing business are already 
becoming visible to customers in many ways. 
They are taking the form of customer-tailored 
service options, or the possibility to be part of 
production or participate in product develop-
ment. These examples give only a glimpse of the 
ioT-enabled services to come. one unifying fac-
tor in the above examples is that the user has a 
new, active and central role within the compa-
ny’s business model. Companies adopting new 
business models such as these are increasingly 

popping up as enabling ioT technologies emerge 
and their potential is recognized. As already 
noted, business models may arise from surpris-
ing directions too.

2.5 Security and privacy – obstacles to 
productivity?
As ioT technologies are applied more and more in 
business, security threats will become a constant 
concern. set of interlinked sensors provide the 
basis for ioT applications. These sensors are used 
to measure and often automatically control sys-
tem parameters. in this environment, even a 
benign intrusion can cause serious problems, let 
alone a hostile attack. 

Whereas a broad spectrum of security proto-
cols and defence measures have been developed 
and tested to secure traditional wireless data 
transfer, so far the retrieval and transfer mecha-
nisms of sensor data have received much less 
attention. This security challenge will become 
even steeper as the diversity of sensors and wire-
less technologies used increase. 

security failures can cause immeasurable 
harm to businesses and result in widespread, 
potentially disastrous, damage. As a sinister 
example, in a targeted attack, the notorious 
stuxnet cyber worm, which targets industrial soft-
ware and equipment used to control and monitor 
industrial processes, infiltrated an iranian nuclear 
facility in 2010. The full extent of the damage 
caused is still unknown, but the potential conse-
quences are catastrophic [3].

Privacy is the other main concern when end 
users are considered. Reliable data confidentiality 
and security are concerns of most users when 
they allow an application to track their movements 
or other habits, or data transactions related to 
health or financial status. 

in addition to unauthorized use of data, the 
question of data ownership will continue to be rel-
evant. A constant exchange of data between 
things and between things and people may take 
place without any knowledge of the originators of 
the data. The concern of the user is wholly justi-
fied. As privacy is a multiform attribute, a holistic 
approach, from discussions on ethics to regula-
tory decisions, may be needed in solving 
privacy-related issues. 

http://www.cosm.com
http://www.cosm.com
http://www.arduino.cc/
http://www.nanode.eu/
http://www.nanode.eu/
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2.6 ioT technologies drive the fourth 
industrial revolution 
in Europe, manufacturing has been recognized as 
a key pillar for growth, and iCT as a key enabler in 
renewing manufacturing chains. The European 
vision for iCT and the internet of Things in the 
manufacturing sector is well described in the 
EFFRA road-map [4], where iCT and the internet 
are seen as leading factors in creating smart, digi-
tal and virtual factories. in manufacturing, the ioT 
connects the real, digital and virtual worlds of pro-
duction and serves to bridge and link real-world 
entities and their digital representations. While the 
ioT concept has its origins in radio frequency 
identification (RFiD), it now encompasses all net-
worked devices, both within and external to 
manufacturing operations. 

internet of Things technologies contribute to 
manufacturing in several ways. For example, they 
enable smart manufacturing, flexible, self-organ-
ized factories, and self-configuration of automation 
equipment at the work-cell level (Figure 2.2). The 
key benefit, however, is in making all relevant 

information about the actual state of a manufac-
turing plant available in real time, providing the 
foundation for revolutionary production enhance-
ments. This information can be used for operative 
and analytical purposes and for supporting high-
resolution management. in addition, connecting 
factories in production networks that traverse 
country and company borders enables virtual fac-
tories where agility, process performance and 
value creation can be maximized throughout the 
system life cycle. 

Another benefit that the ioT brings to manu-
facturing is that it enables the customization of even 
the smallest volumes to a high degree while retain-
ing optimum productivity, thereby optimizing 
multi-variant series production. it allows companies 
to involve their customers more closely in the 
design and production process and to react faster 
to changing market requirements. Experts are 
already talking about a fourth industrial rev-
olution. in the manufacturing sector, the internet 
of Things enables improved business performance, 
production efficiency, and asset optimization.

Figure 2.2. Manufacturing 2.0 scenario involving different stakeholders in the supply chain of a 
future enterprise.
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IoT in assembly control: The basic idea is to provide context and location specific 

information in a user friendly way, i.e., the right information to the right user/place at 

the right time. Agro-SiSu Power manufactures customized diesel engines with more 

than 300 configurations. An assembly control system is used to integrate various 

existing manufacturing iCT systems and the real-time data they provide: rFiD prod-

uct tracking, part ordering, automatic electronic tools parameters setting, detailed 

instructions of the task and parts, and historic data. The information is shown in a 

user-friendly touchscreen display interface. The system shortens the learning time of 

operators and increases quality in production when new products and tasks are 

introduced. Due to real-time production data collection, quality problems can be 

solved almost in real time.

IoT in operator support:
Volvo Trucks is testing a 

mobile solution for assembly 

operators (Figure 2.3). Mobile 

and cloud-based work 

instructions accompanied by 

teaching and demonstration 

tools reduce operation times 

by 30% and error rates by 

50% for new operators. 

Paperless and location-

aware instructions have 

been demonstrated to vastly 

reduce changeover time.

Figure 2.3. Mobile operator support for Volvo truck manufacturing (photo: Johan stahre, 
Chalmers University)

inDuSTriAl iOT exAMPleS
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Examples of typical factory tasks include 
monitoring, controlling and planning production 
work cells and line operations using digital data. 
The ioT provides detailed real-time data from the 
job shop or factory floor which can be used for 
supporting analysis, for planning in-sync with vari-
ous simulation and optimization techniques, or for 
equipment configuration management as 
described in the infoboxes.

2.7 Power delivery, traffic and health 
among the first exploiters of ioT 
The term “smart grid” has been in stable use 
since at least 2005, when it appeared in the arti-
cle “Toward a smart Grid” by Amin and 
Wollenberg in 2005 [5]. There are many smart 
grid definitions. Common to most is the applica-
tion of digital processing and communications to 
the power grid to enable new kinds of business 
possibilities for network operators, power suppli-
ers, electric power market players, and 
consumers; see Figure 2.4.

The key concepts in current smart grid 
development are new automation, especially in 
low and medium voltage grids; improved reliability 
of power delivery; efficient integration of distributed 
energy resources; vast increases in data and com-
munications; more active end-users; and new 
digital services for different actors in the value 
chain. A major challenge is seen to be ensuring 
information security while on the other hand ensur-
ing the reliability of energy distribution networks.

As we progress toward a smart grid, with the 
aim of achieving intelligent, more real-time man-
agement of grids, more measurement and control 
possibilities at different grid levels will be needed. 
This means a huge increase in ioT components in 
the future. The first embodiment of these is 
Automated Meter Reading (AMR) systems, which 

IoT in system self-configuration: the ioT can reduce operational costs when 

configuring, commissioning and maintaining manufacturing solutions by shortening 

disruption times due to reconfigurations or other changes in the production system. 

The ioT can even enable self-configuration of a device in an automatic plug and play 

manner – the device is simply plugged into the production system and to the net-

work, and the network takes care of the rest, until the device is made ready for 

operation. This is a major research area today.

are under installation around the world. At the 
same time, development steps are taken in build-
ing automation, power distribution automation, 
and in the field of electric vehicles. All this devel-
opment means more data and communication, 
most of which will be handled by ioT systems.

Efficient transport is seen as a precon-
dition for maintaining and improving EU prosperity 
with less congestion, fewer emissions, better 
employment and more growth. new innovations 
and business opportunities are being opened up 
as large sectors, such as transportation, energy 
and iCT, cooperate together. The major chal-
lenges are related to urban mobility, integration of 
transport at the regional level, and the develop-
ment of intelligent transport corridors for 
optimization of efficient transport networks. in 
recent years, research and development in the 
transportation field have been directed at coop-
erative systems, advanced autonomous vehicle 
systems, systems and technologies towards 
green mobility, safety systems and applications, 
as well as security and privacy issues. 

Today, about 8–10% of GDP in most 
Western countries is spent on healthcare (up to 
16.5% in the Us). This translates into 2,500–
8,000 euros per citizen per year, which amounts 
to trillions of euros globally. Health care costs are 
rising, while at the same time the population is 
aging and public spending is being reduced – this 
has created a financially unsustainable situation. 
With an aging population and unhealthy lifestyles, 
the prevalence of chronic diseases is increasing at 
alarming rates. Due to increased health care 
costs, there is pressure to improve the processes 
to deliver right results to right places and at the 
right time for people seeking health care services. 
ioT technologies are among the core enablers of 
new services for the wellbeing of people in mod-
ern society.
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Until now, however, iCT solutions in health-
care have tended to mirror the current state of 
care management, which is often too much 
focussed on providing acute and curative care 
rather than preventive actions or support. 
Examples include hospital iT systems that 
improve professionals’ workflow, but are limited 
to the hospital environment, and, increasingly, tel-
ehealth services which support the daily 
management of patients in the community or at 
home. Existing iCT-based systems target specific 

patient populations (e.g., cardiac patients), but 
lack the crucial ability to personalize care to the 
continuously changing needs of individual 
patients. Personalization is needed to deliver pre-
cision health care, and to obtain desperately 
sought-for costs savings. in light of the above, the 
health care system will inevitably see a shift 
towards inexpensive, prevention-based, individual 
approaches – the ioT paradigm plays a key role in 
enabling this transform. 

Figure 2.4. smart grid environment.
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CASe-exAMPle 1: AuTOMATiC reADing OF eleCTriCiTy MeTerS 
The energy sector is one of the ioT forerunners in automating work processes using 

sensor and wireless technologies for collecting energy consumption data from cus-

tomers. Traditionally, meter reading requires labour-intensive on-site visits 

by utility personnel. Billing is based on rough yearly consumption 

estimates and the resulting compensatory payments may some-

times be high. in addition, consumers have no access to their 

actual energy consumption information. The need for 

remotely readable meters has been recognized for some 

time. recent improvements in telecommunication and meter-

ing techniques as well as reductions in telecommunication 

costs have finally enabled this service. 

Automatic meter reading (AMr) systems improve efficiency 

through reduced labour costs, improved information on energy 

network status, and improved outage management. Furthermore, accu-

rate information and better estimation of customer energy usage helps to optimize 

energy markets and network management. AMr systems also provide huge advan-

tages in terms of resolving major disturbances or locating faults in 

low-voltage distribution networks. For the end customer, the 

transition from estimate billing to direct billing is a major 

improvement and, in the near future, economic aspects will 

be more underlined as we progress towards use of dynamic 

tariffs, varying according to the energy system and market 

situation. Consumers are also being empowered by being 

able to monitor their energy usage in real time and make 

informed energy use decisions.

However, the penetration of AMr technologies still varies 

considerably geographically. Finland has set high objectives for 

introducing AMr in all households, and similar progress has been witnessed in 

many other european countries. The global potential, including developing coun-

tries, is significant. The current development of next-generation meters is rapid in 

countries where the technology is already established.

ioT in system self-configuration:
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CASe-exAMPle 2: inTelligenT TrAFFiC WiTH VeDiA 
The device-independent Vedia system allows the use of several interactive location-

based information services on a smart phone, tablet or other mobile device. The idea 

of a Vedia is to create a virtual one-stop shop where users have easy access to ser-

vices through their terminal devices while on the move – on foot, 

on public transport or in a car. (See Figure 2.5.)

The Vedia provides drivers with real-time information on traffic 

congestion, slippery roads, the best deals on petrol, and so on. 

The system also instructs the driver on how to drive eco-effi-

ciently. When approaching the city centre, the driver can use the 

service to find a free parking space, and to book and pay for it. 

Furthermore, the driver can check public transport timetables 

and routes to help plan their journey. examples of services for 

commercial transportation include automatically generated driv-

ing logs and travel reports, as well as transport monitoring and 

control, and updated maintenance. 

Consumer privacy is of prime importance. The service provider 

cannot use customer data for any purpose other than that agreed 

between the partners. Vedia is developed by VTT and leading 

Finnish companies (for more information, see http://www.vedia.

fi/ or http://www.vtt.fi/sites/pastori/pastori_vedia.jsp?lang=en) 

Figure 2.5. Parts of Vedia main menu.

http://www.vedia
http://www.vtt.fi/sites/pastori/pastori_vedia.jsp?lang=en


Productivity Leap with ioT / 25

CASe exAMPle 3: PreVenTiVe HeAlTH CAre iS DATA-DriVen
Technological advancements have influenced the way we live our lives – the ‘Four 

Cs’: constant connectivity, collaboration and crowdsourcing, customized consump-

tion, and cloud computing, have paved the way for a data-driven culture in which 

data-driven healthcare plays a crucial part. A concrete productivity-enhancing exam-

ple application lies in the early diagnosis and screening of diseases, such as in the 

case of, enormously costly, dementia. early diagnoses can be made based on a 

wealth of “cheap data” obtained from everyday objects. This information can be used 

to trace changes in behaviour as an alternative to hospital tests, which are typically 

carried out when symptoms are already too far advanced, thus saving millions per 

year nationwide by allowing earlier intervention and thereby reducing the strain on 

care facilities and staff as well as improving the quality of life – and thus also produc-

tivity – of patients and their caregivers. The tool developed by VTT takes several 

inputs (e.g. blood test results, Mri measurements) and compares patient data with 

database information for healthy and diagnosed people. Based on this data, the tool 

analyses the probability of Alzheimer's disease (Figure 2.6). 

iCT makes it possible to cut the cost of existing services while preserving or improv-

ing the level of their quality. in 

practice, the gaps between 

research and industrial imple-

mentation, such as legislative 

issues, need to be resolved. As 

a small, technologically highly 

developed and well-educated 

nation, Finland has a unique 

opportunity to contribute to 

global efforts towards develop-

ing effective healthcare 

solutions. 

Figure 2.6. screenshot from a preventive tool for early diagnosis of Alzheimer’s disease.
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Productivity Leap with IoT – VTT’s 
spearhead programme targets 
tomorrow’s challenges

increased productivity is vital to the future of Finland and europe. “Securing and increasing our 
industrial base is vital to both Finland and europe. We can sustain the western living standards 
and contribute to the global future only by being the home to world-class industry. VTT’s spear-
head programme ‘Productivity leap with internet of Things’ (Pro-ioT) seeks to capture the 
opportunities presented by the internet of Things as a powerful enabler of productivity gains. 
Pro-ioT is one of VTT’s four spearhead programmes and represents an important strategic path 
decision in our operation.

I see IoT as a key technological tool for 
improving productivity, which is the most 
fundamental means of ensuring the 
competitiveness of our industry and society as 
a whole. VTT as a multidisciplinary research 
organisation is in an excellent position to 
drive the adoption of IoT technologies in 
different fields.”

Heikki Ailisto, Programme Manager

To achieve the desired impact – maximal improvement in industry and public sector productivity – two 
target areas were selected for the Pro-ioT programme: Global Asset Management (GAM) and 
Smart Lighting (SL). These key business areas are of significant importance to Finland, as the 
machine and vehicle industry, a heavy user of global asset management technologies, accounts for a 
major part of Finnish export income. smart lighting is also a highly promising new industry and a new 
business area in its own right. in addition, iCT and electronics as productivity enablers are also important 
elements in the programme. VTT has a strong background in the development of all of these areas. 

The following chapters give a closer glance at how ioT increases productivity, especially in Global 
Asset Management (Chapter 3) and smart Lighting (Chapter 4). During the course of the four-year pro-
gramme, new business and application areas are expected to emerge, of which those offering the 
highest potential are identified and briefly presented in Chapter 5. For more information, contact Heikki 
Ailisto at heikki.ailisto@vtt.fi or visit www.vtt.fi/programmes.

mailto:heikki.ailisto@vtt.fi
http://www.vtt.fi/programmes
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Increasing the productivity of our clients

Productivity 
improves when 

downtime of 
production 

assets 
decreases.

Productivity 
improves when 

unnecessary 
service calls 

and work hours 
are eliminated.

Productivity 
improves when 
lighting is where 
the people are.

Productivity 
improves when 

there is right 
kind and right 

amount of light.

Decreasing machine and vehicle 
breakdowns, avoiding high 

maintenance and service costs.

Application area Global asset 
management

•	 Solution: Optimal use of indus-
trial and machine assets utilizing 
powerful measurement units and 
condition recognition algorithms

•	 Opportunity for business trans-
formation: From one-time sale to 
service based revenue, creation 
of new service-based ecosystem.

removing unnecessary costs and 
discomfort caused by excess, non-

optimized lighting.

Application area Smart lighting

•	 Solution: Better lighting experi-
ence with 70% less energy using 
sensor information, novel lumi-
naires and smart control of light

•	 Opportunity for business trans-
formation: New business model: 
“light as a service” and emergence 
of new “smart light companies”

S
trong ind

ustry in Finland
 going through 

transform
ation

Our technology competencies form the basis

•	 VTT Node, a powerful and robust wireless 
sensor node

•	 Tolkku toolbox, algorithms that process 
sensor data

•	 Condition Based Maintenance 
competence

•	 Global Asset Management process 
understanding

•	 LED luminaires, wireless control and 
sensor solutions

•	 Printed intelligence luminaires and 
sensors

•	 Context detection 

•	 Smart lighting pilot environment

…IoT communication infra, interoperability, IT security,...

P
otential for a new

 sm
art lighting ind

ustry 
and

 an ecosystem
.





3 The future of 
maintainance business

CONDITION MONITORING
> SENSE CONTEXT
> ANALYSE CONDITION
> PREDICT LIFETIME

SPARE PARTS
> TRANSPORT DIGITALLY 
> PRODUCE LOCALLY 
> MOUNT ON DEMAND
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Added value from 
assets comes in several 

forms. In addition to economic 
values such as business 

profitability or high productivity, it 
can be related to environmental, 
social or other desired outcomes. 
Asset management is a structured 

approach that supports the 
achievement of added value while 

balancing cost, risk and 
performance criteria.

There is an on-going transition 

globally from pure in-house 

maintenance organisation models 

towards deep
 partnerships in co

mplex 

company networks supported by rapid 

development of IoT technologies.

3.1 enhanced productivity by service 
ecosystems for asset management 
in the most elementary definition, asset manage-
ment means getting the best value out of a 
company’s assets [1]. What constitutes the value 
gained from these assets depends on the com-
pany’s objectives as well as the nature and 
purpose of the organization and the needs and 
expectations of its stakeholders. 

obtaining customer commitment to a prod-
uct or product line is challenging in today’s 
world. Most of the businesses consider cus-
tomer loyalty an essential part of their business 
strategy. Committed customers will create 
competitive edge and will be sought after. 
Performance based services that support end 
customers' business needs will be offered more 
than just producing sophisticated products 
more efficiently. These services must be tightly 
integrated with top quality products and will be 
necessary for a company’s competitiveness 
and ability to obtain loyal customers in the 
global market. These services may include, for 
example, maximising the operational up-time of 
machinery through suitable maintenance strate-
gies such as condition-based maintenance 
(CBM), on-demand production, supply and 
assembly of spare parts, and optimizing pro-
cess capacity and quality by controlling and 
tuning based on real-time information obtained 

from the process and the surrounding environ-
ment. A typical example of management of 
distributed assets is fleet management where 
vehicles’ location, usage level and condition are 
tracked globally on-line.

it's strongly indicated that manufacturing 
companies are focusing on the development and 
provision of services to increase attractiveness of 
their offering. This interest is also fed by the new 
business opportunities that emerge from such 
service integration. However, as manufacturing 
companies continue to focus increasingly on their 
core business – the development and manufac-
turing of their products – the above development 
will not be achievable unless these additional ser-
vices are provided by partner networks via an 
industrial ecosystem whose future operation will 
be increasingly enabled cost-efficiently by internet 
of Things (ioT) technologies. 
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3.2 Why does asset management need 
service ecosystems?
in terms of asset management, productivity is a 
complex equation and has a multitude of contrib-
uting factors. For example, optimal performance 
and reliability in demanding operating conditions 
requires active tuning of machines or processes 
as well as continuous monitoring of critical com-
ponents to prevent unplanned service breaks. 
systems are also bound to become ever more 
complex, as more technology is needed to fulfil 
the constantly tightening requirements and limits 
for quality, energy consumption and emissions. 

These changes are leading to a situation 
where users can no longer maintain the systems 
by themselves for technical or economic reasons 
and are looking for new service-based operating 
models. such services could be provided by a 
manufacturer of an asset or third party to enable 
the users to concentrate on their core business. 
new technologies are changing ways of thinking 
regarding these types of models, partly because 

they enable the provision of such services at 
reduced cost, but also because they open up 
totally new possibilities for increasing productivity 
through new business models and operational 
improvements. The logic for increasing productiv-
ity through global asset management is depicted 
in Figure 3.1.

service models are also becoming attractive 
to regular consumers for the same reasons. More 
and more technology is being embedded in our 
everyday lives, and maintaining it is far beyond our 
ability. For the modern consumer, ease of use 
and attractiveness of a product remain of key 
importance, but environmental awareness is also 
increasing. services bringing added value to 
products will form the markets of the future. The 
winners in this tight competition will be alliances 
that promote the most interesting and valuable 
services on the top of their products. Maintenance 
and updating of products must therefore be made 
as easy as possible for consumers, whose time 
and knowhow may be limited.

Figure 3.1. in the future, ioT operators are increasingly included thus enabling the exploitation of ioT 
in asset management. This basically means that, for example, one office can be dedicated to monitor 
the condition of an entire fleet of trucks on different routes around the world and use the service 
ecosystem of partners to perform maintenance.

Global asset management for productivity leap
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Equipment in the field will constantly monitor and report their state and efficiency via 
remote connection to the service ecosystem. They will adapt themselves to changes in 
context by updating their control software and operating instructions via a configura-
tion management service. In the case of mechanical failure, they are able to replace 
the outworn parts with the latest models by ordering virtual spare parts in digital 
form through a remote connection and make them concrete by deploying a local manu-
facturing service close to the site offered by a service partner. This all will be offered 
and controlled from the service ecosystem within a single service agreement.

3.3 internet of Things is a platform for 
sophisticated services
imagine a situation where your equipment tells 
you when it needs servicing and all the spare 
parts it needs are stored in digital form, trans-
ferred by email, and manufactured and installed 
locally, as and when needed, by a service ecosys-
tem partner located close to site. This revolutionary 
approach will transform the market positions of 
the current stakeholders. Embedding more intel-
ligence and sensing technology in products will 
open the bottlenecks in automated diagnostics 

and prognostics, even though today these tech-
nologies are priced too high to be able to create 
all-inclusive systems for most target applications. 
Local spare parts manufacturing will come into its 
own with breakthroughs in additive manufacturing 
and material technologies.

in the near future, a similar revolution to that 
seen in the telecom sector some years ago can 
be expected within the manufacturing industry. 
services and related ecosystems that currently 
bring added-value and commercial benefit to 
mobile operators and mobile device 

VI
SI

O
N

in traditional manufacturing and sales, customers often see products as one-time 

investments that are easily redeemable. instead, when a product comes with a ser-

vice, such as maintenance or optimization, the product becomes much more 

attractive and harder to replace with other products. If the product is, in addition, 
connected to an ecosystem of other products and services as a seamless part, it 
is almost impossible for competitors to intervene in the value chain. When such 

an ecosystem works optimally, there should be no economic or technological rea-

sons for breaking the chain.



Productivity Leap with ioT / 33

Your equipment tells you 
precisely what kind of 
service it needs, where, 
why, and what its estimated life time will 

be without that service.

SerViCe eCOSySTeMS leAD TO neW BuSineSS MODelS:

•	  Service ecosystems provide a very different business model to traditional one-time 
investments where the customer purchases, for example, an engine. in service-based 
ecosystems, the monetary flow related to a purchase is more towards a continuous 
revenue stream. 

•	  Asset ownership may be totally or partly replaced by performance-based contracts, 
access rights, leasing, sharing or other forms of collaboration. The supplier companies 
guarantee a certain level of performance, response time or some other mutually agreed 
set of Key Performance indicators. 

•	  An example of the transition from ownership to access is the cost per performance 
agreement. When ownership is replaced by access to the product and service (e.g. 
performance), new innovative business models emerge and these can, for instance, be 
the basis for new kinds of knowledge-based companies.

•	  new business models also boost the technological development of manufacturing 
companies towards more reliable and maintainable systems. 

manufacturers will be adopted and developed by 
other industries too. For example, the network 
equipment vendor nsn not only produces base 
stations and related systems, it also provides 
operators with network planning, installation and 
maintenance services. This allows operators to 
concentrate on serving their end-user subscrib-
ers. Another example from the telecom world is 
Apple, who has successfully integrated a full 
ecosystem of supporting services into their 
devices including music, applications and elec-
tronic books.

For the manufacturing industry the 
impact will be three-fold. on the one hand, 
companies will need to provide ecosystem ser-
vices to customers buying their products. on the 
other hand, companies themselves will benefit 
from the services provided by the ecosystem, 
which manufactures all of their operational equip-
ment. Thirdly, manufacturing companies will need 
to learn how to integrate third-party service pro-
viders, such as operators, from other levels of the 
value network into their operational model in order 
to provide the best service for their customers. 

As seen before in the telecom industry, such 
transitions and market changes are based on the 
evolution of enabling technologies, which have 
opened up totally new market opportunities for 
different stakeholders. Even today, almost any 
machine or device can be equipped with internet 

access and a range of sensors without technical 
challenges. in fact, in future, ioT technologies will 
provide an ideal platform for sophisticated ser-
vices that will emerge in, and blur the boundaries 
between, the real and virtual worlds.

3.4 Machines connecting the real and 
virtual worlds through ioT and 
sensoring
The huge steps taken in communication, sensing 
and data processing technologies in the con-
sumer markets have enabled the rapid evolution 
of technologies supporting service ecosystems in 
recent years. sensors for typical measurements 
have become everyday tools, and communication 
technologies have enabled internet access almost 
everywhere, to almost everyone, and by almost 
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Local vendor 
sends apologies 
and a packet of 
laundry power.

DOESN’T WORK?
How about if...
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contacts owner and 
agrees installation.
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Machine reports
problem to

manufacturer via IoT
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drawings of a new 

part to a local 
producer partner

via e-mail and
informs local

vendor.

Figure 3.2. in the future, home appliance maintenance could be as simple as this. The picture 
shows the information loop for condition-based maintenance and describes the actions taken by 
actors in the service ecosystem of a laundry machine manufacturer. 

everything, in the world. The ioT is expected to 
extend connectivity and internet access from 
consumer devices to all items and components 
having enough capacity for information process-
ing. Machines and vehicles will have connectivity 
and virtual identity and will interact with the physi-
cal world by sensing the context in which they are 
being used and by sensing the state of their criti-
cal components to optimize their performance. 

sensing technology will be integrated directly 
into structures and will exchange information 
about the state of critical components. in the 

future, sensors will be integral parts of machinery, 
enabling constant real-time monitoring without the 
need to stop the process or open up equipment. 
Energy harvesting from the environment together 
with robust wireless communication enables sen-
sor installations in even the hardest to reach 
places, such as inside engines. once sensor 
manufacturing technologies are ready to integrate 
sensing elements directly into parts cost-efficiently 
on production lines, the major markets will open. 
A more practical example is given in Figure 3.2.
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ICT has a crucial role in managing the variety of 

service requests, material supply chains and complex 

planning and scheduling information chains in all 

service systems. Information technology is seen to 

lead to improvements in productivity and in 

equipment uptime. Currently, the utilisation of 

information produced in the maintenance function is 

too restricted to operational control, and its full 

potential in overall maintenance decision support 

remains unrealised.

3.5 roadmap towards ioT-enabled 
service ecosystems
In the short term, there is a need for robust 
sensing technology that can be cost-effectively 
integrated into products. novel manufacturing 
methods, such as additive manufacturing, or 3D 
printing, the process of creating three-dimen-
sional solid objects from a digital model through a 
sequential layering process, are of key interest 
with regard to this kind of structural integration 
because they allow, for example, cost-effective 
integration of sensors during the manufacturing 
process as opposed to adding sensors manually 
afterwards. in addition, robust secure communi-
cation solutions are needed to provide reliable 
remote access to sensors and enable data trans-
fer from them. Energy-efficient data processing 
needs to be developed to reduce the amount of 
measured data before transmission. Better utiliza-
tion of usage information collected from control 
systems will also have a remarkable role in remote 
services. The first global implementations of all of 
the above are already being carried out by several 
companies. The near future will reveal the trends 
and major challenges as the first large-scale 
remote service installations are rolled out.

In the next phase, after remote monitoring 
services are up and running, processes will need 
to be optimized by sensing the process itself as 

well as its surrounding environment. optimization 
may also involve input from other objects and 
operators working nearby. This is where the ioT 
comes into the picture. Machines and devices will 
communicate with other objects, collecting and 
providing information about condition, efficiency, 
context and joint activities; for example, tractors in 
the field may exchange information with a com-
bine harvester to optimize joint grain harvesting 
operations. Machines will have the ability to adapt 
themselves to changes in context and optimize 
the performance of the process. The status of the 
operation, overall efficiency, condition information 
and remaining life-time of critical components will 
be delivered to the service ecosystem via remote 
connection.

In the long term, we see an ecosystem 
where machine fleets are able to analyse and opti-
mize their state and the whole process they are a 
part of based on globally collected information 
from similar processes. This process optimization 
will utilize information from public sources as well 
as from other devices nearby; for example, train 
traffic control that uses weather information 
together with information on current snow condi-
tions on tracks to predict snow and ice loads and 
to optimize traffic. system user behaviour will also 
be analysed and considered in the optimization to 
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Figure 3.3. The transition from scheduled to condition-based maintenance opens new opportunities 
for service business. in the long run, this evolution will lead to ecosystems providing all-inclusive 
maintenance, from sensors to intelligence and personalized spare parts.

identify possible misuse or abnormal behaviour 
causing safety risks. The system will perform self-
diagnostics on its condition and report to the 
remote service. in addition, the system will be able 
to order spare parts in digital form from the pro-
vider as parts approach the end of their life time. 
The required spare part design files will be trans-
ferred in a secured form to a preferred local 
manufacturer who will produce the components 
and forward them to the local maintenance part-
ner for assembly, as depicted in Figure 3.2.

3.6 Challenges on the way
The main future challenge lies in the vast amount 
of data collected from devices and sensors in the 
field and finding methods for its wise deployment. 
This leads to a strong need for embedding intelli-
gence in the immediate vicinity of equipment, and 
for developing processes that analyse the infor-
mation locally before transmitting it over wireless 
or wired media for final use. 

once the physical information has been con-
verted into digital form, there will be a need for 
data processing. in the vision of a comprehensive 
system with hundreds or thousands of sensors 
per machine, the amount of raw data will be enor-
mous. The local-level system will need to have 
enough computational capability to process this 
raw data into a sophisticated form. The processed 
data could be used at the local level for optimiza-
tion purposes in automation systems and, finally, 
sent via suitable media to a monitoring service. 
The real challenge is distributed auto-
matic decision making that boosts the 
cost efficiency of the service ecosystem.

information security must be taken seriously in 
order to guarantee the authenticity of information 
and the privacy of systems connected to the 
internet. There will be an increasing number of 
attacks in the future on public infrastructure and 
commercial operators, for example in the fields of 
energy production and transport. 
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Figure 3.4. illustration of the requirements for trust and information transparency and the roles of 
service ecosystem actors. The end customer is at the centre of the network, the service orchestrator 
being at the next level. Principal service providers and other service providers are located further away. 
The requirements for information transparency and trust increase towards the centre of the network. [2]
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3.7 Service providers must have the 
capability, technologies and skills to 
collaborate
When there are millions of intelligent devices 
equipped with control and monitoring functionali-
ties operating in the field, there will also be a need 
for a comprehensive management infrastructure 
that governs the whole service ecosystem. only 
in this way can the optimal up-time, performance 
and desired properties of machinery be guaran-
teed throughout their lifetime.

networked and integrated asset management 
approaches require interdisciplinary know-how and 
competence. in particular, there is a clear need to 
combine engineering and economic evaluation 
methods. The essential elements of global asset 
management are knowledge and understanding 
of value creation processes and the risks endan-
gering the resilience of business. Risk-conscious 

decision making, system thinking, iCT together 
with modern sensor technology, and new busi-
ness models are needed for successful 
implementation. Globalisation, complexity of 
technological innovations and demand for inter-
operable solutions also create the need for 
networking and draw traditional technology pro-
viders towards transformation into collaborative 
service companies. 

service providers must have the capability, 
technologies and skills to collaborate not only with 
the principal client – the asset owner – but also 
with other service companies within the network. 
This kind of operational model will also lead to 
situations where network members find them-
selves cooperating together even though, from a 
competition perspective, they may have conflict-
ing goals. Figure 3.4 illustrates the circular layers 
of a maintenance network that aims to support 
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both the presence of long-term partners and the 
dynamics of the network with changing commu-
nity members. in addition to trust, requirements 
for transparency of information exist. 

The requirement level for each community 
member can vary depending on the nature of the 
member’s role. The requirement levels are 
depicted as circular layers in Figure 3.4. The figure 
illustrates a situation in a service supply network 
where one company works as an orchestrator 
that provides total services with the help of a wide 
network. This company in these cases is in 
charge of the characteristics of the service and 
manages the relationship with the customer. The 
rest of the network members may vary in respect 
to their responsibilities, roles and backgrounds. 
Despite the differences, changes and dynamics of 
the network, there is a requirement for a good 
start-up and for maintaining efficiency with a cer-
tain level of trust and collaboration. A trusted 
orchestrator thus has a highly important role. 
Altogether, the objective is to generate a common 
value creation mind-set, earning principles, and 
rules of value sharing that can be accepted by all. 
Furthermore, technology should be introduced 
that meets the requirements of the new opera-
tional model. For instance, faulty or lacking 
information has been traditionally compensated 
by the benefits of the maintenance organisation 
having most resources on site and ways of get-
ting real time information informally. The need for 
formal and reliable information on the service tar-
get increases when there are fewer on-site 
resources. This demand could be met by intro-
ducing new iCT. However, it is worth noting that 
the networked models should allow the members 
of the network to sufficiently consider their own 
individual business aspects while iCT systems are 
integrated and designed to support the collabora-
tive environment.

3.8 Moving towards condition-based 
maintenance
There are many kinds of maintenance strategies. 
The simplest and still prevailing practice today is 
Corrective Maintenance, i.e. a component, device 
or system is run until it is broken, and then repaired 
or changed. An alternative to corrective mainte-
nance is Preventive Maintenance. Preventive 
Maintenance can either be Predetermined 

Maintenance, i.e. scheduled maintenance, or 
Condition-Based Maintenance (CBM). 

scheduled Maintenance is typically based on 
the recommendations of the equipment manufac-
turer. Also, these recommendations are typically 
based on the running hours of the equipment and 
none of the other influencing factors, such as, 
load or dirt accumulation, are taken into account. 
in CBM, the idea is to allocate and plan mainte-
nance tasks according to the anticipated, 
measured or calculated condition of a compo-
nent, device or system, and considerable costs 
and downtime can be saved if CBM is used 
appropriately. However, effective CBM is gener-
ally extremely challenging to implement.

The introduction of new, more efficient and 
reliable, yet cheaper, sensors together with the 
development of iCT in connection with wireless 
communication and mobile devices have greatly 
influenced the development of CBM and made it 
economically more justified. Use of the internet to 
support maintenance has also become wide-
spread in the form of e-maintenance. 
E-maintenance can be seen as a network that 
integrates and synchronizes various maintenance 
and reliability related applications in order to 
gather and deliver asset information where it is 
needed. in this sense, e-maintenance can be 
considered a modern tool for supporting further 
development of CBM.

implementing effective CBM is knowledge 
and experience intensive. Accurate CBM is pos-
sible, but, in general, comprehensive CBM (i.e. 
having everything monitored) is not practical or 
economically justified. CBM is improved by thor-
ough engineering, deep expertise, detailed 
modelling and understanding, and accumulated 
field experience. When successful, a range of sig-
nificant advantages are obtained. 

Traditionally, maintenance has been the 
business of the plant or machine owner or opera-
tor. Today, machine vendors have knowledge or 
immaterial assets in CBM, on the basis of which 
they can offer industrial services. There are also 
some companies that specialize in providing 
such services. As ever more resources are 
needed at the end-users’ side to obtain and 
keep needed knowledge, the more willing the 
end-users may become towards subcontracting 
or outsourcing maintenance.
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reMOTe MOniTOring OF A TrAin WHeelSeT
A wireless remote monitoring and analysis system has been 

developed to monitor the condition of train wheelsets. High 

impacts and continuous vibration cause wheelset fatigue and 

damage. With real-time monitoring, new component struc-

tures can be analysed during break-in periods. The current 

setup is capable of measuring and processing several high fre-

quency vibration and strain gauge channels from different sensors 

in real time and sending the processed data to the remote service. Several wireless 

sensor nodes in the same car can be synchronized accurately via a wireless connec-

tion. The current system is based on VTT’s own technology platform, VTT node, and 

has been tested in several high-speed trains throughout europe.

reMOTe MOniTOring OF POWer lineS
Windy and snowy conditions pose a serious risk to power lines, caus-

ing unpredictable damage or total breakage of cables and poles. A 

cost-effective method and a suitable technology including sensors, 

data processing and communications has been developed to moni-

tor the condition of power lines remotely. The information from the 

system is available not only to the power grid owner, but also to all 

partners of the ecosystem providing maintenance services. 

energy-AuTOnOMOuS MOniTOring FOr CruSHing AnD 
SCreening in MinerAl PrOCeSSing
An energy-autonomous condition monitoring system has been developed for the 

mining industry for use in rock crushing and screening machinery that vibrate at high 

amplitudes during operation. An embedded energy harvester converts enough power 

from the vibration to guarantee sufficient life time for sensor 

nodes to perform measurements, data processing and 

wireless transmission in cycles. The information is deliv-

ered from the sensor nodes to a remote system where 

it can be used for maintenance or control purposes. 

The current system is based on VTT node 

technology.
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4 Smart lighting – enter 
the comfort zone

“Beautiful day” she thought to herself, barely awake, feeling the light 
through her eyelids. She opened her eyes to a room ablaze with sunshine, 
reflections from the nearby lake, green grass, and blue sky. She sensed a 
small cloud momentarily hide the sun, but then pass, letting warmth and 
light fill the room again. The waves on the water and the movement of 
the leaves and grass in the wind kept the light alive. “What’s up?” she 
asked. The sun seemed to morph back into a cloud and news headlines 

appeared on the wall. “More snow?” she thought. “Where will they put 
it all this winter?” “Enough”, she said. “Who’s up?” She gazed at some 
blobs of purple light on the floor towards the living room and, after 
listening for a while, heard her daughter moving downstairs. Purple 

was her daughter’s favourite colour, now that pink was no longer “in”. 
Turning her head she saw a warm blue glow on the desk. “Oh, Peter’s 

still awake.” She reached for her phone and asked it to place a call to 
her husband. Peter’s face appeared on the wall. A beautiful Californian 

sunset filled the room. “Hello Darling. How was the conference?”
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4.1 The next revolution in electric light
We have come a long way since the early days of 
electric light at the beginning of the 20th century, 
when light bulbs brought incandescent light to the 
masses. The evolution of electric light has contin-
ued with halogen, gas discharge, fluorescent 
lights and LED technologies, bringing enormous 
improvements in brightness and energy efficiency 
(see Figure 4.1).

 Until now, the evolution of lighting has been 
much related to technical improvements – more 
light with less energy. substantial improvements 
have been made in luminaire and lighting design as 
well as with lighting control system development.

4.2 “More than light” becomes a new 
driver for smart lighting market after 
energy efficiency
in 2005, lighting consumed about 19% of all elec-
tric power globally. since electricity generation is 
one of the main factors contributing to green-
house emissions, lighting must also be seen as a 
cause of emissions and the energy consumed by 
lighting should be decreased. From a technology 
perspective, this can be solved partly by using 
energy-efficient fluorescent lamps, metal halide 
lamps and LEDs. The next step beyond this 
comes with smart lighting: providing light only 
where needed and when needed. in fact, switch-
ing to LED illumination has been shown to achieve 
50–70% energy savings. Up to 80% savings are 
achieved when LEDs are coupled with smart con-
trols [1]. in next five years, the energy efficiency 
drives smart lighting market.

Our definition:

A smart lighting system
 is composed of lamps, 

luminaires a
nd lighting control syste

ms that utilise 

sensor information and embedded i
ntellig

ence to 

provide better en
ergy efficiency, comfort and “more 

than light” featu
res such as guidance and wellbeing 

with light.

However, light can be more than just light. in 
buildings and shops light can be used to guide, 
entertain and attract. it can provide safety out-
doors. it can enhance wellbeing by preventing 
depression, easing jet-lag and helping students 
concentrate in school. These and other more-
than-light features present huge opportunities for 
new business and innovations. The possibilities 
are especially high for new spin-offs and sME’s. 
some large lighting companies are already enter-
ing this area and it is likely that other players will 
follow. since large base of ioT devices can be 
smart luminaires, the semiconductor industry is 
also looking for possibility to integrate their com-
munication and processing related integrated 
circuit products to a lighting domain.

The smart lighting market is expected to 
see aggressive growth over the next ten years, 
rising from $0.436 billion (2013) to $11.4 billion 
by 2020 [2]. 

Lighting system control components, which 
make up a key part of smart lighting systems, 
include hardware such as sensors, controllers, 
management systems, timers, dimmers and their 
respective software. Their market (see Figure 4.2) 
is predicted to grow substantially faster than gen-
eral lighting, by almost 20% during the same time 
period [3]. Wireless lighting products, in particular, 
are expected to gain traction as they provide 
added flexibility and are easy to install [4].
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Figure 4.1. The evolution of electric light. The focus is now shifting from light source technologies 
towards smart lighting.
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Figure 4.2. Market forecast for 
lighting system control compo-
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4.3 Smart control of lighting
A simple example of smart control is office 
lighting, where the lights switch off automatically 
when the last person leaves the room. smart 
control can reduce electricity use considerably 
even when used with old and less energy-efficient 
light sources such as halogen lamps, but the 
highest energy savings are obtained when used 
with LEDs. 

Professional lighting control systems based on 
DMX and DALi are currently most used in office 

Figure 4.3. smart sensing and actuation in smart lighting system.
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buildings and large facilities. Consumer-targeted 
smart lighting network solutions, such as ZigBee 
Lightlink, are already being introduced and are 

expected to penetrate the residential lighting 
market in the coming years. new technol-

ogy standards and products make control 
systems easier to install and affordable 

to most home owners. 
The wide adoption of lighting 

control systems is fertile ground for 
new functions and new added 
value lighting products. Current 
control systems are evolving 

towards wirelessly controlled lumi-
naires, higher levels of 

responsiveness via new sensors and 
context recognition, and adaptivity to 

new types of luminaires, see Figure 4.3. 
next-generation luminaires are equipped with 

radio control, enabling them to be controlled in 
multiple ways: by radio-equipped wall switches, 
central controller at the house, by mobile phone 
or even remotely via the internet. Wireless capa-
bility and small size makes it possible to move 
luminaires fitted with battery operated switches 
and sensors freely around a room or building. 
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Let’s save energy - Too much light is a waste of resources.
Let’s upgrade comfort - Inadequate light leads to a loss in performance.
Let’s make it easy - Each second spent adjusting light is a loss of time.

Let’s share good feeling - Light can do much more than illuminate.
Let’s change the business model - Is it price of a lamp or price of the service?

Smart Lighting - Improvement in productivity

4.4 Vision of smart lighting

Too much light is a waste of 
resources
How much lighting are we wasting? in offices, half 
of all energy used for lighting a typical meeting 
room is lost on empty seats. You can easily find 
more examples just by looking around. We are 
wasting a significant amount of our limited energy 
resources on lighting spaces where light is not 
used or needed. 

Energy efficiency requirements for buildings 
have made smart lighting control systems appeal-
ing to property owners. Equipped with present-day 
technologies such as LED lighting, timers, daylight 
compensation and motion (presence) detection, 
modern lighting control systems can significantly 
improve the energy class of buildings. Together 
with other smart building systems: smart air con-
ditioning, smart heating, etc., the use of smart 
lighting is spreading from premium-class buildings 
to common practice (see Figure 4.4).

Figure 4.4. Building blocks of smart lighting.
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smart lighting systems also take into account 
the convertibility of buildings by adapting to 
changes in use and layout and maintaining a con-
sistent quality of illuminance. 

Inadequate light leads to a loss in 
performance
High quality light is the key to performance and 
productivity in visual tasks. People need lighting of 
adequate brightness and quality in order to work 
effectively. The colour, direction and distribution of 
light can be just as important as its illuminance 
(lux) value. The optimal lighting conditions are well 
known for a number of basic tasks, such as read-
ing, computer work, and orientation indoors and 
outdoors. For these, there are recommendations 

“Am I too early?” Jack wondered as he headed towards 
reception at the small London hotel. Under the 

automatically brightening tasklight, he checked the agreed 
time to meet the client, scribbled on a newspaper front 

page. Yep, a few minutes to kill. He flipped open the paper. 
The light swelled to reading strength. After a moment 

or two, the guidance system initiated a guide beam, gently 
indicating the way to a better reading spot, over by the 

lifts. “I’m fine here”, mumbled Jack. The guide beam dimmed 
instantly, and the wall lamp adjusted its shape and position 

to provide better reading light. “Nice!” said Jack, barely 
aware of the lights responding to his cues.

and regulations in place. However, additional reg-
ulations may be needed if smart lighting is to be 
widely adopted in the built environment. on roads, 
for example, if new features are added to street 
lighting, we need to be certain that the systems 
are reliable and save lives and do not endanger 
people’s safety.

Each second spent adjusting light is a 
loss of time
switching lights on and off has been a daily rou-
tine for a hundred years in homes, farms, 
warehouses, workshops, and offices. With auto-
mation, we can save this time – literally billions of 
hours – for something more important. 
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With automation, we can make sure the 
lights are not carelessly left on, and that they are 
on when and where they are actually needed. This 
frees us to focus on the job in hand: getting the 
right things from the warehouse, or starting the 
meeting on time. 

Light can do much more than 
illuminate
Lighting can provide added value beyond its basic 
function. in future, light will be used to guide peo-
ple to lifts or exits in buildings, or drivers to empty 
parking spaces. in shops, products will be illumi-
nated in attractive ways to draw in shoppers. 

Light can be informative. Changes in colour 
or light patterns on a living room wall or on trees 

in the park will transmit information, for example 
on changes in the weather. in the road, street 
lights turn reddish to warn about traffic jam ahead. 

Light can carry information as a part of your 
home wireless communication network, providing 
gigabits of data each second.

Lighting carries moods and emotions. 
Lighting systems interpret and present media 
content and project beautiful, natural-looking light 
schemes into rooms. Lighting can transform a 
daytime restaurant into a night-time theatre. in 
future, lighting will be considered as much a natu-
ral part of interior decoration as furniture is today. 
Fashion trends will emerge in lighting, with differ-
ent luminaire designs and light colours ‘in’ today 
and gone tomorrow. one day we may be wearing 

The inside light fades off smoothly as Kalle steps out 
and closes the door of his car. At the same moment, the 

garage lights brighten slightly, and the doorway leading 
to his apartment lights up invitingly. Kalle walks to 
his apartment. As he approaches his door with the key, 
the door handle lights up and illuminates the keyhole. 
The hallway is already lit for him as he steps in, and 
the lights brighten slightly as he enters. Colourful 

light patterns gently flicker on the living room wall, 
mimicking the wind outside.
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Light guides you. 
Light is 
informative. Light 
transfers data. 
Light carries 
moods and 
emotions. Light 
connects people. 
Light is part of 
decoration. Light 
heals us. Light is 
safety.

clothes that reflect our personality or mood with 
different coloured lights or artistic multimedia.

Light also has direct a link with our biological 
processes. smart lighting systems can be config-
ured to help combat jet-lag by adjusting our daily 
rhythm before and after travelling, or shift-lag by 
helping shift workers adjust to nocturnal sched-
ules. Certain types of light make us feel more 
energetic or help us recover faster from illness. 
For example, light therapy is used in treating 
Alzheimer disease and treatments related to age-
ing, weight management and stress. in the future, 
smart lighting will be an integral part of health and 
wellness management.

Price of a lamp or price of service?
Traditional manufacturers of luminaires are now 
moving into the service business. Lighting sys-
tems and luminaires will be accompanied with 
installation, maintenance and adaptive lighting 
design services. 

Digital content will be a major part of lighting 
systems as same equipment can be used for mul-
tiple purposes. For example, school owner can 
download an application either to a mobile phone 
or to lighting control system directly, that changes 

class room basic lighting to support students 
learning during the day.

These new service providers not only offer 
lighting products, but also confidence that the 
buyer will get the lighting they want, i.e. energy effi-
ciency, quality of light, adaptivity to changing 
building and user requirements and rapid-response 
luminaire servicing and replacement. Lighting ser-
vice provision is based on high flexibility, 
adaptability and customisability. Lighting systems 
are designed and remotely managed to meet the 
customer’s specific needs. Restaurant owners, for 
example, can use lighting scenes to create the 
right ambience for lunch, dinner or late evening 
diners. The scenes are made and transferred to 
restaurant lighting system by a service provider.

Lighting services can be priced based on a 
monthly fee, customer revenue levels, energy sav-
ings achieved, or added value created.

4.5 Technology roadmap
Today, lighting control systems are used more 
in offices, industrial sites, warehouses and other 
large facilities than in homes. Current systems 
employ simple sensors to detect motion and 
light levels, and lighting is adjusted based on 
this information. The systems are heavy, cen-
trally controlled, and used by professionals. 
Luminaire types vary, ranging from incandes-
cent light bulbs to LEDs producing primitive 
light with no colour adjustment, although some 
luminaires are dimmable. 

By 2020, we can expect lightweight lighting 
systems to be commonplace (see Figure 4.5). 
DiYers and professionals will be able to install 
them in homes from components available in local 
hardware stores. An important functionality of the 
system will be wireless operation, enabling lumi-
naires, switches and sensors to communicate 
with each other as a network of smart objects. 
They will also become part of the smart grid. 
Luminaires will be controlled wirelessly with smart 
phones, tab devices or computers in the home or 
from anywhere via the internet. sensoring will be 
taken to a new level through sensor fusion and 
use of new affordable 3D depth sensors that will 
enable simple context detection, such as whether 
someone is walking and in which direction. LEDs 
will be the most commonly used luminaire type, 
and will be available in a huge variety of forms and 
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Figure 4.5. Technology roadmap of smart lighting.

sizes. LEDs will enable users to adjust the colour 
and beam direction of lights to create a more 
natural and comfortable lighting experience.

Ultimately, luminaires will become an integral 
part of the ioT infrastructure. They will not only 
produce light. They will form an essential part of 
the indoor environment, providing decoration and 
serving as context-detecting sensors delivering 
semantic information, such as ‘person is reading’, 
to other systems. Lighting scenes will not be fixed, 
but colour, intensity and direction will be dynami-
cally adjusted as desired. Luminaires will be even 
used for communication, transferring data by 
means of visible light communication technologies 
or acting as wireless access points using Wi-Fi 
technology. Luminaires will be an integral part of 
interior decoration, as illuminating surfaces and 
vivid surfaces carrying multimedia projections.

4.6 Future challenges of smart lighting
Before we see smart lighting widely deployed in 
buildings, homes, industries and in society, there 
are several challenges still ahead that require 
research and development. The key challenge and 

opportunity of smart lighting lies in the multidiscipli-
nary work needed to encourage and enable the 
use of smart lighting features, with the aim of 
reducing energy consumption and enhancing the 
quality and comfort of lighting compared to con-
ventional technologies. it is known for a long time 
that light affects humans e.g. the daily rhytm and 
activity level. Understanding this is not only a 
technological challenge, it also requires under-
standing of human physiology and emotions. 
This is under scientific and clinical research.

As regards technology, there is still much to 
develop. one perhaps surprising example is 
occupancy detection, which remains a relevant 
development area despite decades of sensor 
development. Widely deployed low-cost passive 
infrared (PiR) sensors often fail to detect the pres-
ence of people when they are motionless, 
resulting in control systems mistakenly shutting off 
the lights. other sensors capable of delivering reli-
able occupancy detection are available, but they 
are not cost efficient. The challenge for the smart 
lighting industry is to find a combination of sen-
sors that can detect occupancy reliably and be 
manufactured cost efficiently. 
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Much future effort will be invested in develop-
ing new kinds of algorithms for sensor fusion and 
smart control. With an ever-growing variety of sen-
sors, luminaires and technologies on the market, 
the reliability and ease of use of lighting systems 
for the end user need to be ensured despite 
increasingly complexity. Thus, automation, self-
learning and -adapting features are needed for the 
lighting system. For example, in the new building, 
the commissioning of lighting system should be 
automatic. The control system should find the 
location of the luminaires automatically even when 
the luminaires are controlled wirelessly over the 
mesh network. in addition, during the years, the 
operation statistics cumulate providing means to 
detect patterns and routines on how light is used 
and what affects to the energy consumption. 

Figure 4.6. Decorative solar cell resembling a leaf. The cell can be used to power batteryless 
sensors for lighting control.

When new luminaires and sensors are added to 
the system, or when some of the existing ones are 
taken of or broken, the system will readjust itself to 
continue it's operation as intended.

4.7 Solutions

Powering autonomous sensors
Printed intelligence technologies make it possible 
to create flexible solar cells that can be produced 
in a range of shapes and styles – a world away 
from conventional rigid, rectangular cells (see 
Figure 4.6). This opens the way for solar cells to 
enter the home as power sources and interior 
decoration products in their own right. They can 
be used to power sensors to provide more accu-
rate sensing of light, presence and temperature.
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Figure 4.7. Depth cameras can be used to 
anonymously detect human presence and 
behaviour.

Lighting systems start to see with 
depth cameras
in order for lighting to be smart and automatically 
controllable it has to be aware of the context of its 
environment: the presence, location, movement 
and behaviour of people, as well as information 
about groups and their properties. Various depth 
sensors can be used to collect this information 
(see Figure 4.7). Considerable savings can be 
achieved in areas where human presence varies 
highly depending on the time of day, such as 
shopping streets or industrial estates. Lighting 

Figure 4.8. Capacitive printed intelligence 
sensor used for hand movement based lighting 
control.

control can proactively adjust the illumination as 
needed, for example by switching streetlights on 
ahead of an approaching pedestrian. Lighting can 
also be used for crowd management by directing 
people with controllable lights. significant busi-
ness potential can be achieved by combining 
information from different context sensors to cre-
ate more effective and energy-saving advertising 
and surveillance systems. 

Low-cost sensors from a printing 
machine
Printed intelligence enables sensors to be printed 
onto paper, fabrics, polymer, glass or steel film, 
and integrated into large surfaces – even as wall 
paper. Printed intelligence utilizes solution-based 
conductive, semiconducting and dielectric materi-
als which can be directly deposited and patterned 
onto surfaces using printing processes. see 
Figure 4.8.

From pinpoint lighting to diffuse 
illumination 
Printed intelligence techniques can be used to 
create large-area, thin luminaires that are flexible 
and can be mass produced at extremely low cost. 
This is made possible through hybrid integration of 
printed electronics functionalities and traditional 
microelectronic components. Multifunctional plas-
tic foils with high compactness, a high degree of 
autonomy, overall integration of several function-
alities and reduced installation costs can be 
developed. For example, a flexible plastic sub-
strate can be used as a backplane for a lighting 
element and LED chips assembled and intercon-
nected on this to produce a flexible LED matrix 
(Figure 4.9).

Mobile phones and smart TVs as 
context sensors
Combining information from multiple, low-cost 
sensors makes it possible to detect complex 
behavioural patterns and situations where people 
are that can be used effectively in controlling light-
ing (Figure 4.10). For example, smartphones can 
act as presence or absence sensors and provide 
rich information on the user’s physical move-
ments and location. Combining this information 
with other information sources such as PiR sen-
sors and smart TV light sensors enables versatile 
and adaptive lighting solutions.
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Figure 4.9. Bendable LED matrix luminaire. Manufactured on VTT’s printed intelligence production 
line for low-cost mass production.

Luminaires that hear
sound and voice can also be used to detect and 
localize people using microphone arrays and 
audio source localisation. For example, in meet-
ings the lighting system could recognise who is 
speaking and automatically illuminate the speaker 
or that part of the room. Lighting systems could 
also be taught to understand voice commands. 
For example, Google provides voice recognition 
services in several languages on their Android 

platform that can be integrated to server-side 
applications. The Philips Hue smart lighting sys-
tem has been also integrated with siriProxy, 
which enables voice commands with ios devices. 

Colour of light matters
Colours affect us physiologically and emotionally. 
For example, blue light is calming, whereas red 
or orange light can stimulate activity. since artifi-
cial and natural light can have quite different 
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Figure 4.10. intelligent LED streetlights for energy saving. The lights are equipped with sensors to 
detect people and ambient light conditions. They also communicate with each other, adjusting light 
levels optimally for the street. (Picture: AthLEDics project.)

colour distributions, they affect people differently. 
smart lighting systems therefore need to be able 
to monitor light colour especially, when there is 
several types of artificial light or daylight present. 
one low-cost solution for monitoring light colour, 
i.e. wavelength distribution, is the Fabry-Perot 
MEMs spectrometer. it can be used for detect-
ing the colour of light, the wavelength distribution 
of LED luminaires, and the ratio of natural and 
artificial light. 

The advance of solid-state lighting 
Driven by increasing environmental concerns 
and cost of energy, LEDs are conquering the 
lighting world. Continuous improvements in 
energy efficiency, reliability and light properties, 
coupled with the decreasing cost of LED prod-
ucts have paved the way for the LED revolution. 
Due to the small size and long lifetime of LED 
components and the development of organic 

light-emitting diode (oLED) technology, oppor-
tunities for novel luminaire applications and 
integration of lighting into other elements, such 
as furniture or building structures, are emerging. 
in future, the current colour and intensity tuning 
properties of LEDs will be accompanied by 
more advanced controls, such as light beam 
steering (Figure 4.11).

Truly wireless LED luminaires
imagine being able to effortlessly move lamps 
and lights about anywhere you like, with no plugs 
or cables to worry about. sound like fiction? With 
wireless power this could be possible. in today’s 
‘wireless’ lighting systems, you still a need a 
cable for the electricity – only the communication 
is wireless. But wireless power is already a reality. 
Mobile phones are charged wirelessly over a dis-
tance of about a centimetre using dedicated 5W 
charging pads. As this technology advances, we 
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Figure 4.11. LED luminaire with adjustable beam size and brightness. The LEDs contain separate 
optical elements for steering light. (Picture: AthLEDics project.)

will be able to transfer electricity over a distance 
of metres, with enough power to illuminate wire-
less LED luminaires. Tomorrow’s LEDs could be 
installed without cables and operate with wire-
less power. They will either be directly wirelessly 
powered, or have batteries that are charged 
wirelessly during off-hours.

4.8 Where will we see smart lighting?
Highways adapt their illumination with the traffic 
– car lights are used as part of road lighting.

it is easier to navigate your way around 
shopping centres – routes, isles and escalators 
are illuminated in active manner, helping you find 
them more easily.

In parks, trees and bushes are illuminated 
with lights that are not just decorative but also 
give you information – you will be able to see the 
weather forecast from the changes in brightness 
and colour.

At home, the lights come on and off auto-
matically – the lighting system learns how you live 
and gives you comfortable, energy-efficient light-
ing in return. 

At the office, the lighting adapts to what 
you’re doing – e.g. different light qualities for read-
ing and working at your computer, taking into 
account the strength and direction of natural light 
from windows.

At the hotel you find your room effort-
lessly – lights lead you to your door.

At the factory, shift work is less tiring – 
the lighting at work and at home help your 
biological system to adapt to changes in wake 
and sleep hours.

And they can evolve further – lumi-
naires will become Wi-Fi hotspots, fire alarm 
devices, surveillance systems, and will even tell 
the owner when they need replacing!
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Today, maintenance usually happens in two ways: firstly, when equipment breaks, and, secondly, 
according to a predefined maintenance schedule –irrespective of the actual need for maintenance. 
in both cases, productivity suffers from excessive downtime. in the future, ioT-enhanced condition-
based maintenance will enable machines to monitor the temperature, duty hours, and wear and tear 
of individual parts and call for maintenance when needed. The information will be gathered by factory-
installed sensors. This sensor information will be used not only by the manufacturer, but also by the 
wider service ecosystem, which provides maintenance and logistics services based on open sensor 
data. When something breaks, a new replacement part will be manufactured fast and locally using 
additive manufacturing. – Just print the part!
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Preventive 
maintenance 
Internet of Things enhances production

•	 internet of Things together with wireless sensoring systems enables 
sense—control—affect loops for increased control efficiency.

•	 Asset management services will operate as a cloud and be 
accessible everywhere, allowing centralised asset management.

•	 Machine fleets will be able to analyse and optimize their state and the whole 
process they are a part of based on information collected from other similar processes 
globally, leading to efficient real-time process tuning and learning.

Disruptive innovations 

•	 Business models will transform towards performance-based contracts, access rights, leasing, 
sharing, or other forms of collaboration.

•	 Manufacturing companies will increasingly focus on their core business – developing and 
manufacturing their own products – with additional services provided by partner networks via 
an industrial ecosystem whose operation will be increasingly enabled by internet of Things 
technologies.

Impacts and opportunities 

•	 new forms of service companies will emerge.

•	 Expertise will change from reactive repair to predictive and preventive 
maintenance.

•	 security issues in data transmission will pose huge risks as numbers 
of broadcasting sensors increase.

Properties

•	 ioT-enabled communication networks, sensors and actuators will bring reactive and control 
centre based intelligence close to machinery. 

2013

2020
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•	 Machines will know when they need maintenance as well as when and whom to notify.

•	 service networks will be wireless and thus less infrastructure dependent. 

•	 security issues will gain importance as the numbers of connections to equipment increase. 

•	 systems with hundreds or thousands of sensors per machine will produce vast amounts of 
raw data. Local-level systems will have sufficient computational capacity to process this raw 
data into a sophisticated usable form. 

Solutions

•	 sensoring and wireless communication technologies are the key 
enablers. There is also need for development of privacy, interfaces, 
etc.

•	 The ioT enables flexible and adaptable systems and installation to 
existing infrastructure.

Based on VTT research competence and 
solutions:
•	 Measurement sensors and indicators.

•	 VTT node wireless sensor technology can be used for modular sensor systems.

•	 Wireless data management protocols.

•	 Data management strategies and integration of data from many sources.

•	 Monitoring and control strategies.

•	 Experience in demand response and active customer appliances in the smart grid sector.

•	 Deep experience in condition monitoring and management.

Vision
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Smart Lighting, that do 
more than light
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From 
wasting 

resources… 

2013



Why are we wasting lighting on empty roads, streets and rooms? Why are we using too much light 
where we could manage just as well or better with less? once lighting systems get smart, light will 
only be there where the people are. For example, dimmed street lights will brighten in advance as 
other street lights inform them of an approaching jogger. Lights will become much more than light 
sources. They will guide you to your destination, whether you are looking for a room in a hotel or a free 
parking place in a parking hall. Lighting will help energize us when we are tired and relax us when we 
need to unwind. it will help us adapt to changes in our daily rhythms. Lights will also serve as a visual 
identifiers, connecting people with places. By changing the lighting scheme, a neutral meeting room 
becomes a cosy corner for creative discussion during coffee.

2020

Vision

…to energy 

efficient light 

that serves
 you
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Smart Lighting, that do 
more than light
Connection with the Internet of Things

•	 Lighting systems will become wirelessly controlled, enabling 
luminaires, switches and sensors to communicate wirelessly with 
each other as a network of smart objects.

•	 Ultimately, luminaires will become an integral part of the ioT 
infrastructure. They will not only produce light but also positively 
influence our activity, health and mood. Luminaires will respond to 
different lighting needs by detecting contexts, such as ‘person is 
reading’, and adjusting the lighting correspondingly.

Underlying disruptive innovation and drivers

•	 Until now, the focus of the lighting industry has been to produce more light with less energy. 
The next phase of evolution will be about serving people with the right kinds of light – intelligent, 
fit-for-purpose lighting to suit people’s everyday lives. This is the era of smart lighting.

•	 need to save energy. in 2005, lighting consumed about 19% of all electric power globally. 

•	 Especially with LED technology, luminaires have been equipped with electronics enabling 
lighting control. now the path is open to add new electronics to luminaires in order to provide 
communication and intelligence.

•	 smart lighting components will become a commodity. Lighting control systems will no longer be 
just for professional use in offices and large buildings. Do-it-yourself users will have access to 
low-cost, easy-to-use lighting control and luminaire products in their homes.

•	 Printed intelligence technologies are also enabling the creation of flexible luminaires. 

Effects on productivity 

•	 Considerable energy savings are possible with energy efficient luminaires and smart control of 
lighting.

•	 High quality light is key to performance and productivity in visual tasks at work and home.

•	 smart lighting systems take into account the convertibility of buildings by adapting to changes 
in use and layout throughout the building life cycle.

2013
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•	 Human activity, and therefore productivity, can be enhanced by 
lighting. 

Business potential 

•	 switching to LED illumination has been shown to achieve 
50–70% energy savings and up to 80% savings when 
coupled with smart controls (The Climate Group, June 2012).

•	 The smart lighting market is expected to see aggressive growth over the next ten 
years, rising from $0.436 billion (2013) to $11.4 billion by 2020 (smart Lighting Markets and 
opportunities 2013, nanoMarkets, May 2013). 

•	 Light can be used for more than just lighting. in buildings and shops it can be used to guide, 
entertain and attract. it can provide safety outdoors and enhance wellbeing by preventing 
depression, easing jet-lag and helping students concentrate in school. These and other more-
than-light features present huge opportunities for new business and innovations.

•	 new business models based on lighting services will emerge, 
with installation, maintenance and adaptive lighting design sold 
as additional services.

Sound like fiction?

•	 Lights will switch themselves on before you enter a room. You 
will also control them with your mobile phone or pad.

•	 in meetings, the lighting system will recognise who is 
speaking and automatically illuminate the speaker or that part 
of the room.

•	 Your wall paper gives light at your living room, these printed electronics large-area thin 
luminaires are flexible and can be mass produced at extremely low cost.

•	 Luminaires will become Wi-Fi hotspots, fire alarm devices, part surveillance systems, and will 
even tell the owner when they need replacing!

2020

Vision
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in the future, most measurable phenomena in the physical world will be measured or observed by 
wireless sensors. These sensors will be all around us and, with the exception of secure private infor-
mation, the majority of the information they provide will be open and free to use. This open real-time 
sensor data will enable new innovative services and improve productivity through better optimization 
of processes. The sensor information will not be for human eyes only, but shared between machines 
and gadgets. For example, cars will be informed of empty parking places, and waste bins will tell the 
waste collector when they are full. Even your lawn and plants will tell you and the sprinkler when they 
need watering!

Vision
...to open 
real-tim

e 

sensor data

2020

2020
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Sensors, knowing the 
world in real time
Drivers for change

•	 Wireless sensors are cheap to install and existing environments can 
be retrofitted without disturbing their operation.

•	 new printed electronics solutions are driving sensor 
manufacturing costs down.

•	 Low power consumption, energy harvesting, and wireless 
power make it feasible to install millions of wireless sensors, as 
their maintenance is much simplified. structurally embedded sensors are also 
becoming a reality due to, e.g., additive manufacturing.

Effects on productivity

•	 Automation systems will be capable of fast and flexible reaction to changing conditions, e.g. 
compensating for excess heat in a kitchen caused by an oven, thus saving energy.

•	 Businesses will also be able to optimize their operations; e.g. on a construction site, the real-
time data on concrete drying will help optimize drying schedules to enable better quality 
management. At suburbs, waste receptacles will give timely notification of the need for 
emptying as they become full.

•	 Early warnings and alerts in many domains (environment, health, infrastructure 
and building management, etc.) will help to avoid future costs.

•	 People will be able to make better-informed decisions; 
e.g., car drivers guided to free parking spaces, saving 
time and effort.

2013

2020
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Business

•	 The global wireless sensor market totalled $790 million in 2011, but is rapidly growing. At an 
annual growth rate of 43%, it is forecasted to reach $4.7 billion by 2016, and, if the same rate 
continues, around $20 billion by 2020.

•	 The market for third-party applications utilizing wireless sensor data is practically nonexistent 
at present (software is bundled with sensors or gateways), but will emerge and generate 
significant revenues.

What needs to happen?

A wide range of radio technologies are currently being trialled with 
respect to wireless sensing (ZigBee, Z-Wave, cellular, Bluetooth, 
nFC, WiFi low power, etc.), and some consensus on their selection 
or interoperability needs to emerge in order for wide-scale deploy-
ment of sensors to appear attractive. Achieving energy autonomous 
sensors, lowering their manufacturing costs, as well as assuring the 
security of critical data are other critical issues to be resolved to 
make wide-scale deployments feasible. We also expect a signifi-
cant acceleration in the domain to occur upon eventual decoupling 
of hardware and software, with some market players focusing 
solely on installation and operation of sensors and networks, while other players develop and pro-
vide (e.g. via an “app store”) applications utilizing the data from those sensors.

Impact and opportunities 

•	 Less time wasted, both by individuals and in business operations.

•	 Less resources spent, including energy, fuel.

•	 Less traffic and carbon emissions.

•	 increased well-being and quality of life.

Vision
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The potential of the ioT can be realized only with a new breed of maintenance-free, self-powered 
sensors located ubiquitously and in vast numbers. This requires sensors that are extremely cheap and 
capable of harvesting their own energy. in addition, they must also be eco-friendly and safe. These 
energy-autonomous sensors will capture free energy from the surrounding environment: from sunlight, 
movement, even from temperature differences. The phone in your back pocket will draw energy from 
the sun-baked step you are sitting on, while sensors on the passing city tram will draw energy from 
vehicle vibrations to detect rail conditions. Toxic batteries – currently sold in their billions each year –will 
be a thing of the past.

Vision

Vision…to harvesting
 

ambient energy 
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Autonomous sensors 
at a penny 
ioT business opportunities will expand vastly in the future with the provision 
of affordable, reliable power to inaccessible ioT objects having more than 
10 years maintenance-free operation. Energy harvesting is likely to 
replace many of the 30 billion button batteries currently sold each year, 
many of which contain toxic chemicals.

Energy harvesting – powering the Internet 
of Things 
Without energy harvesting, 90% of envisioned uses of wireless sensors for ioT applications are 
unviable, as dependence on traditional batteries would limit use to short-term applications depend-
ent on manual battery replacement.

Productivity example

•	 German energy harvesting technology company Enocean installed 
4,200 wireless and battery-free light switches, occupancy sensors 
and daylight sensors in a new building in Madrid. The wireless 
installations have achieved savings of 40% in lighting energy costs 
through autonomic lighting control, 20 miles of cable through the 
use of wireless sensors, 42.000 batteries (over 25 years) through the use of sensors that 
harvest their energy from the ambient environment, and eliminated retrofitting costs. 

Market view

•	 The global market for energy harvesting is expected to grow from $0.7 billion (2012) to $3.6 
billion (2020). 

Key energy harvesting enablers: printed electronics, smart 
substrates and microelectromechanical systems (MEMS)
•	 Printed or thin-film batteries enable more manageable, safer and potentially cheaper energy 

storage. 

2013
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•	 Photovoltaics (PV) are being increasingly printed to reduce costs and provide flexibility and 
thinness.

•	 Electroactive polymers that generate electricity when distorted offer an interesting smart 
substrate opportunity. 

•	 MEMs-based piezo vibration harvesters will play an important role in future energy harvesting 
technologies. 

•	 VTT’s foreseen key technology developments in energy harvesting: roll-to-roll (R2R) 
manufactured thin-film photovoltaics development; MEMs-based energy harvesters; materials 
research and roll-to-roll processing development of supercapacitors, thermoelectric 
generators and dielectric elastomers; hybrid integration of energy harvesters and storage for 
flexible autonomous systems. 

Did you know that...

•	 Until now, the main commercial successes in care-free 
sensors have been seen in photovoltaics in space vehicles, in 
road furniture, in consumer goods such as bicycle dynamos 
and wristwatches and in piezoelectrics in light switches.

•	 in terms of power conversion efficiency, energy harvesting 
technology is improving faster than battery technologies. 

•	 Energy harvesting currently provides about 10% of the 
power required for the more than one billion electronic 
wristwatches, electronic car keys and other active radio identification (RFiD) 
tags, miniature FM radios, and Bluetooth transceivers in current circulation. Replaceable 
button batteries are still the most used power source. 

Vision
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Vision

Vision

The year is 2020, and Leila is a typical 70-year-old. she has lived with type 2 diabetes and high blood 
pressure for the last ten years. With lifestyle changes and medication she has attained a good balance 
of treatment with her chronic diseases and lost 15 kilos in weight. she feels empowered by the new 
municipal health care system, which provides patients with tools to monitor their weight, physical 
activity, sleep, nutritional level, medication, blood pressure and glucose levels. Various embedded 
sensors enable the collection of data, which is stored in an interoperable database. The service, My 
Health Timeline, collects information and gives motivating on-line feedback and tips for patients’ health 
management. Leila can keep in secure contact with her nurses, doctors and support peer group via 
the service. she contributes 10 euros per month towards the service and the remaining costs are 
covered by her home town.

…to you-in

-charge health
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I am responsible for my 
health!
Connection with the Internet of Things

•	 ioT technologies and various health applications enable cost-
efficient, patient-centric healthcare.

•	 nutritional guidance and support based on user’s shopping 
behaviour information.

•	 over-the-web communication with professionals via mobile phones, tablets and 
PCs, as well as monitoring of personal data.

•	 interfaces to electronic personal health records (PHR) and electronic health records (EHR).

•	 Health-related measurement devices that transmit information over the internet on, e.g., 
weight, physical activity, sleep quality, blood pressure, blood glucose and heart rate.

Business drivers and societal aspects 

•	 in 2010 in Finland basic health care costs totalled EUR 2.8 billion 
and special health care EUR 5.5 billion.

•	 in 2011 in Finland 1.79 million citizens had a metabolic syndrome, 
0.31 million citizens had type 2 diabetes, and 0.25 million citizens had 
myocardial infarct or coronary artery disease.

•	 Lack of health resources in society (money, infrastructure, professionals) 
drives the development of personalized health care systems.

Productivity and impact

•	 Healthier, happier, more productive citizens.

•	 More productive iCT-aided health care system (smaller costs and resources).

•	 Less travelling costs due to iCT-aided remote tools.

•	 new possibilities for health service business.

•	 in the long run, possibility for lower taxes and pension costs.
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Future

•	 All personal health information will be available time and 
place independently via secure connections. systems will 
be modular and interoperable and based on standardized 
information formats by 2020. 

•	 The automation level of technical solutions will increase 
dramatically. The wealth of health information produced 
will be analyzed and converted into useful forms for the 
benefit of users. 

Solutions

•	 Current health monitoring devices have communication capabilities based on UsB, nFC, 
Bluetooth or WiFi. The Continua Health Alliance is dedicated to establishing a system of 
interoperable personal connected health solutions.

•	 in Finland, the integration of health record systems has started. in the future, information 
produced by medical professionals will be collected from local EHR systems to the national 
Kanta system. Health information produced by citizens will be collected in a common 
database using, e.g., the Taltioni system. 

Considerations for industry and society

•	 Device and system manufacturers: solving interoperability and information management 
issues using standards and alliances (Continua, Taltioni, Kanta).

•	 Health service providers: renewing health care services to provide proactive care (e.g. Finnish 
chronic care model).

•	 Health care legislation and guideline reform and support for new kinds of health service 
business are needed.

•	 Research: cross-disciplinary R&D in the health care sector, new service and business models, 
human behaviour change, health data processing and interoperability.

Vision
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A smart environment enables energy-efficient, carbon neutral living without compromising your well-
being or quality of life. imagine a system that manages your indoor living conditions and optimizes your 
energy use. it charges your electric car from solar panels on the roof of your home, it welcomes you 
home from work with a pleasantly warm or cooled and illuminated home, it keeps an eye on security 
for you. it provides you with feedback on your environmental impacts and promotes your eco-achieve-
ments on social media. it also allows you to compare yourself, and even compete, with your friends’ 
eco-performance. over time, it learns your behaviour and becomes your virtual housekeeper. it is also 
simple to use – a cloud-based service takes care of the system. With this knowledge at your fingertips, 
you will soon shift from being eco-aware to fully informed and eco-savvy. 



 82 / Productivity Leap with ioT 

From eco-aware to 
eco-savvy
smart environment enables energy efficient and carbon neutral living and 
working without compromising the wellbeing and good quality of life.

Internet of Things enables environmental 
awareness
•	 Wireless sensoring systems are modular and easy to install in existing 

buildings. They can start small and expand with added functions.

•	 The ioT system enables a sense—control—affect loop.

•	 service operates as a cloud and is accessible everywhere.

Disruptive innovations: combination of different areas to 
benefit the end-user
•	 Combination of Energy – Home automation – Wireless sensing – User behaviour at the 

system level and their interaction.

•	 Energy grid and smart city as technical basis.

•	 increasing awareness and making sensor and energy information easily available.

•	 Cross-system optimization for operational efficiency.

Productivity improves with monitoring and 
control
•	 in home applications, the concept offers easy access to 

information. Together with optimisation, this results in improved 
living conditions as well as economic benefits through efficient use 
of energy. 

•	 in larger building applications (hotel/shopping centres, etc.) 
additional surveillance, security, door locking, etc. functions can be 
added.

2013

2020
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Impacts and opportunities 

•	 sustainable development in urban areas.

•	 Resource efficiency increases, greenhouse gas (GHG) emissions decrease.

•	 Wellbeing and quality of life are increased. 

•	 increased awareness of individual energy use and living conditions.

Roadmap and trends 

By 2020, we will be able to monitor and control environmental vari-
ables through ioT technology, and we will also be increasingly able 
to understand and predict human and system behaviour and their 
interactions. These aspects will be integrated in cloud services for 
improved management of living conditions. The services will be 
easy to install, modular and ubiquitously accessible. They will be based on 
open data structures and tailorable for different applications. Use of open interfaces will 
enable easy application development, as seen with smartphones.

By 2020, living conditions monitoring services will be offered by dedicated service providers. As 
regards energy, the focus will be on energy efficiency, but also on using own power generation or 
providing demand response. As regards indoor conditions, there will be rapidly growing interest in 
living environment quality. General awareness of environmental aspects will rise as individuals see 
the impacts of their living behaviour and choices.

Solutions

•	 sensoring and wireless communication technologies are the key enablers. There is also a 
need for development of privacy, interfaces, etc.

•	 ioT enables flexible and adaptable systems and installation to existing build environment / 
buildings is easier and cheaper.

Vision
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Security, integral part of IoT 
data based economy

2013

PHYSICAL AND DIGITAL 
SCAN ACCOMPLISHED
•	John Averson, 44 years, London

•	Going to gate 34, to Signapore

•	Hijack his car remotely?

•	Tamper his medical records?

•	Flood his house with water?

2013

From fears 

about privacy…



Vision

Vision

2020

Viruses, worms, spam and malicious attackers threat our privacy, identity and money on the internet 
today. so what about the future – will the ioT make us more vulnerable? What if your car stops recog-
nizing your key, or is remotely hijacked? Could your home be robbed while you are away by crimi-
nals hacking your home sensors? The reality is that, yes, we will be more open to attack, since we will 
be doing things in new ways. We will control our homes remotely, we will be surrounded by sensors, 
some that are ours, some that are not. We will monitor our health with sensors and shop with our 
phones. Much of our lives will be based on data flow and sensors, whether we welcome it or not. in 
the future, security will therefore need to be embedded as an integral part of the ioT to ensure safety 
and peace of mind in this highly complex environment.

…to peace of mind



 86 / Productivity Leap with ioT 

Security, integral 
part of IoT data 
based economy
Alice – a housewife and mother – notices it’s time to change the car seat 
of her fast-growing 2-year-old for a bigger model. The seat looks almost 
as good as new, so maybe she can sell it on. Alice launches the second-
hand market widget on her phone, takes a couple of snapshots of the seat 
in the car, and decides on a price – 50 euros. Two days later, Bertha, a mother of a newborn 
baby girl, views the car seat on her phone while out on her daily afternoon walk with the pram, and 
drops round to fetch the seat couple of hours later.

Security integral to the Internet of Things

•	 The mobile phone widget makes the sale anonymous, hiding the context details until it can 
negotiate an adequate trust level of potential buyers with the market back-office system. 
Details such as the car registration plate and the baby’s face are hidden in the image, as well 
as the exact geographic position until Alice responds positively to Bertha’s meeting request. 
Bertha’s interest was raised partially due to knowing that the offer was only 1.5 km away and 
on her daily walking route.

•	 The payment is carried out automatically and confirmed with 
Alice and Bertha once the terms have been agreed.

Underlying disruptive innovation

•	 Privacy and security are built into the service.

•	 standardization defines the interface for digital service design, 
e.g. for selecting personal profiles and (re-)negotiating trust levels 
in the information interchange.

Impact on productivity 

2013

2020
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•	 Buying and selling online and in-situ is easy and reliable.

•	 Everyday life ioT world become smoother as ownership, right of use, and right of passage can 
be confirmed automatically and confidentially – based on a digital identity.

Impact and opportunities

•	 socio-economic prosperity through increased efficiency of economic data interchange.

•	 Appropriate security and privacy levels in interactions: no resources wasted in system 
development and use, no risks imposed on the actors, i.e. end-users, of the forthcoming 
system.

Solutions needed

•	 identification mechanisms of people based on individual 
characteristics, from distance and in crowds, and power-
efficient machine-to-machine trust applications.

•	 While society benefits from increased information security and 
promotes technologies for tracing people at transit nodes, such 
as airports, terminals and city centres, privacy enhancement is 
demanded to protect the civil rights of individuals.

•	 new digital trust and reputation management mechanisms.

•	 standardization at the European level. Vision
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 ...to an IoT world 

of 1027 bytes 

The internet of Things (ioT) is based on a common infrastructure that connects the real and digital 
worlds. it will bridge wireless sensors, actuators, and embedded systems and connects them with the 
internet. The amount of data will grow dramatically as information related to everyday real world items 
and goods is transferred to the digital world. For example, before fresh fish reaches the cold counter 
at the supermarket, a huge amount of data on its origin, breed, farming conditions, cold chain, and 
supermarket is created and transferred within ioT. And after the fish is being bought, information on the 
individual consumer will be linked to this data. Ultimately, we will have detailed information on individual 
apples, shoes, bicycles, cars and practically everything. But it won’t end there, 50 billion connected 
devices in 2020 will flood our world with data. Everything from the washing machine to your ‘smart’ 
clothes will be connected!
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Flooding the Web with 
Internet-of-Things data
What is IoT infrastructure?

•	 The predicted scale and potential of the ioT calls us to rethink how 
systems will be constructed, how the required networking and 
interoperability of devices can be achieved, and what infrastructures 
and platforms can provide the performance, scalability, security, and 
other key characteristics needed. 

•	 ioT infrastructure revolutionises our view of electronic devices by 
making their information and capabilities usable beyond their original 
purpose.

•	 The key topics of ioT disruption are identification approaches and related technologies, 
semantic interoperability, advanced networking, and security and privacy issues. 

Drivers of infrastructure development

•	 The large amounts of data and traffic generated by billions of connected 
devices will create new demands for underlying network technologies. 
This will especially impact the technology solutions used by internet 
service providers and operators. 

•	 The ioT infrastructure is the key enabler of interoperability between 
heterogeneous devices, services and their users and the backbone 
that enables information sharing.

•	 The ioT infrastructure is an enabler of large-scale combinations or 
mash-up of information and services related to objects.

•	 Manufacturers move from proprietary solutions towards exploitation 
of shared information and services. This will create new business 
models based on information creation, processing, ownership and governance, and 
supporting infrastructure is therefore needed.

2013

2020
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Roadmap stages and trends 

•	 The ioT will evolve from today’s proprietary and dedicated solutions to an open, common 
infrastructure that brings the benefits of the internet to the ubiquitous cyber-physical systems 
domain. it will create an open digital data structure of the world that is based on open and 
linked data from objects, devices and systems around us. it will be the basis of digital systems 
interacting with the real world and creating smartness for improved living conditions.

•	 Current ioT solutions are dedicated proprietary systems or targeted at advanced enthusiasts. 
They are mostly address-based and lack interoperability features. Current research aims 
predominantly at bridging these isolated islands by developing reference architectures, 
models and communication protocols in an M2M (machine-to-machine) fashion. 

•	 The next phases will introduce more general purpose cloud and 
unique iD based solutions that aim to cover wider application 
areas and adoption of interoperability solutions in bridging the 
different business domains and information sources. 

•	 The longer term vision is for a very large scale internet-like ioT 
ecosystem to form the basis for a smart world. This will involve 
ioT data repositories and advanced discovery and access 
support covering address, identifier and information based 
solutions, and support for the mash-up of data and services.
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charging…

in the future, a large proportion of our everyday devices, appliances, sensors and vehicles will be 
charged or partly powered by wireless means. This old technology, invented in the late 19th century 
by nikolae Tesla, is undergoing a renaissance. imagine a wireless TV that you can move around the 
room wherever you like without worrying about power or antenna cords. Your mobile phone will always 
be fully charged when you are at home. You can put those new LED lights you bought anywhere you 
want, without a thought about wires or sockets. Your hybrid car draws electrical power from inductive 
power sources embedded under the road. Even your window frames will be used to convey wireless 
electricity from roof-top solar panels to your living room. And as for the vacuum cleaner, well, naturally, 
that’s wireless too.
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Wireless electricity, no 
cables needed 
Why is wireless power important to the Internet of Things?

•	 one of the major obstacles to wide-scale deployment of the ioT is the 
difficulty in providing electricity to wireless sensors, devices and 
actuators. The use of battery power for literally trillions of devices 
worldwide is not viable due to extreme impracticality and cost.

•	 Wireless power creates the possibility to incorporate ioT devices and 
electronics almost everywhere without the need for cables. 

Situation today

•	 standards are in place for wireless power in the consumer and 
automotive sectors.

•	 Wireless mobile phone chargers are on the market. As the technology develops, the distance 
between charger and device will ultimately increase from millimetres to metres.

Business and application fields

•	 The market for wireless power will grow from $4.9 billion (2012) to $15.1 billion (2020), 
including both consumer electronics and electric vehicles (Pike Research). in comparison: 
the global mobile phone market stood at ~$250 billion in 2012.

•	 The automotive industry is heavily developing wireless charging 
technologies both for charging electric vehicles (EVs) and for 
charging gadgets inside vehicles.

•	 in manufacturing, wireless connectors are enabling new kinds of 
equipment packaging, electronics, and hermetic sealing. 
Manufacturing can also benefit from wireless power in production 
lines. in logistics warehouses, automated trucks can receive power 
while on the move.

•	 in the health sector wirelessly powered instruments are more 
hygienic and enable examination of patients with instruments 
placed inside the body.

2013

2020
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•	 The defence industry can benefit from more reliable operation of digital devices.

•	 As everyday gadgets become battery-free, use of natural resources and production of 
hazardous waste are both decreased. 

Did you know?

•	 Wireless power was invented over 100 years ago by serbian-American nikola Tesla.

•	 inductively charged toothbrushes (wireless power!) are used in households worldwide.

•	 in Turin, italy, buses have been wirelessly charged at bus stops since 2002.

•	 The 2013 Toyota Avalon has in-car wireless power for charging mobile phones.

•	 Wireless power for mobile phone charging is is publicly 
available at several airports and even in some starbucks cafe 
outlets.

•	 Completely wireless TV has been introduced by several TV 
manufacturers, e.g. sony 2009 and Haier 2012.

•	 You will soon be able to charge your electric car in its 
parking place overnight. An under-asphalt transmitter can 
use 3.3kW as stated in the iEC 62196 standard. 

•	 several pilot systems around the world are powering 
electric cars in motion via coils located under the asphalt.
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6 Summary

The industrial and economic base of European 
society is being challenged by three trends: flight 
of manufacturing, ageing population and deplet-
ing natural resources. These challenges must be 
countered with social and political measures and 
by developing new technological and business 
approaches. According to our vision, all of these 
three challenges can be met through improved 
productivity.

During the current decade, the internet of 
Things will drive productivity. successful deploy-
ment of the ioT is therefore crucial for the survival 
and thriving of companies and societies. our 
goal is to help industry and the public sector to 
improve productivity by leveraging internet of 
Things technologies in areas that are vital to the 
competitiveness.

VTT has launched a four-year spearhead 
programme ‘Productivity leap with the internet of 
Things (Pro-ioT)’, which aims at leveraging ioT 
technologies to achieve increased productivity. 
Two areas of high expected impact, Global Asset 
Management and smart Lighting, were chosen as 
focus areas. 

in the global asset management business 
area it is anticipated that ioT technologies will 
enable the transformation from equipment sales 
to service-based business. in the lighting industry, 
smartness enabled by the ioT will provide 
enhanced user experience with less energy 
resources. smart lighting infrastructure will also 
be the backbone for other ioT-enabled solutions.

In our visio
n for the future, every

 object will have 

a unique digital identity and every
 device

 and machine 

will have co
nnectivit

y. The value of new IoT-enabled 

business will be immense,* and Europe will be at th
e 

forefront of this change. 

*) General Electric estimates connecting machines to the internet will generate an additional $15 trillion in global GDP by 2030 by 
helping cut costs and wastage, while John Chambers, CEo of Cisco, envisions “connecting every device in the world, this would 
create a $14 trillion business”.
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boost productivity and create new business opportunities. In global asset 
management, productivity improves when downtime of production assets 
decrease and unnecessary service calls are eliminated. In smart lighting, 
productivity improves when there is right kind and right amount of light for the 
task in question. In the future, smart lighting will increase energy efficiency, 
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constantly monitor, adapt and report their state to service ecosystem and in 
the case of mechanical failure, outworn parts are made locally utilising additive 
manufacturing methods. There will be 50 billion connected devices by 2020, 
generating vast amounts of information.  The real-time and openly available 
sensor information will offer immense benefits for business by enabling faster 
decision making, real-time control, enhanced operational efficiency and new 
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 the opportunities
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